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Abstract

Recently, most of information services are provided by the computer network, since the technology of
computer communication is developing rapidly, and the worth of information over the network is also
increasing with expensive cost. But various attacks to quietly intercept the informations is invoked with
the technology of communication developed, and then most of the financial agency currently have used
OTP, which is generated by a token at a number whenever a user authenticates to a server, rather than
general static password for some services. A 2-Factor OTP generating method using the OTP token is
mostly used by the financial agency. However, the method is vulnerable to real attacks and therefore
the OTP token could be robbed and disappeared. In this paper, we propose a 3-Factor OTP way using
HMAC to conquer the problems and analyze the security of the proposed scheme.

» Keyword : 28|18 mA=(One-Time Password), 2/&(Authentication), 2IEfull I|Al(Internet
Pishing), sllA| BAIX| 21& B3 (Hash Message Authentication Code, HMAC)
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