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Abstract In Location-Based Services (LBSs), users requesting a location-based query send their exact
location to a database server and thus the location information of the users can be misused by adversaries.
Therefore, a privacy protection method is required for using LBS in a safe way. In this paper, we propose
a new cloaking region generation algorithm using grids for privacy protection in LBSs. The proposed
algorithm creates a minimum cloaking region by finding L buildings and then performs K-anonymity to
search K users. For this, we make use of not only a grid-based index structure, but also an efficient
pruning techniques. Finally, we show from a performance analysis that our cloaking region generation
algorithm outperforms the existing algorithm in term of the size of cloaking region.

Keywords : Privacy Protection, Location-based Services, Cloaking Region Generation Algorithm
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Grid—Based Cloaking Algorithm (<ax, ay>, K, L)
Input:<ax,ay> //&22 QE AlEXiel XE FHE,

L //cloaking &< LHOI ZEAIZ AH29 =,

K //cloaking &< LHOI ZEAIZ AIEXE &=
Output: LD} KE 2t=dkE cloaking ¥4

1. cid=get_cell(gx,ay)

2. clist=LnnSearch(cid)

3. tempRegion=createTemporalCloakingRegion(clist)

4. K'=checkUsers(tempRegion)

5. if(K'=K) return tempRegion

6. else if(NumberOfCellsinRow(tempRegion)<2
and NumberOfCellsinCol(tempRegion)<2)

7. tempCloak=Resize(tempRegion,a)

8. goto step 4

9. else

10. resRegion=

CloakingRegionExpansion(tempRegion,K-K')
11. return resRegion

End Algorithm
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2. res=Combination(R, TempArea, upper)
3. return res
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