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Abstract  This paper presents the implementation procedure of encoding and decoding algorithms for 

Tornado code that can provide fault tolerance for storage and transmission system. The degree 

distribution satisfying heavy tail distribution is produced. Based on this distribution, a good random 

irregular bipartite graph is attained after plenty of trails. Such graph construction is proved to be efficient, 

and the experiments also demonstrate that the implementation obtains good performance in terms of 

decoding overhead.
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1. Introduction

  In a distributed storage system, data preservation 

is a primary requirement of storage. The storage 

system must use a fault tolerance mechanism for 

reliable store data despite of physical device failures 

[1]. Existing systems generally use data replication 

for fault tolerance: every disk is protected by mir-

roring in a RAID array. Replication is a simple ap-

proach, while it must increase entire replicas to pro-

vide high durability for reliable storage system [2].

  In data communication system, FEC(Forward Error 

Correction) and ARQ (Automatic Repeat reQuest) are 

two traditional data robust transmission mechanism 

for reliable peer‐to‐peer or multicast system. The 

FEC system uses error correction code by adding 

redundancy and corrects errors directly in receiver. 

So it must predict the condition of channel in ad-

vance to improve the efficiency of channel. In addi-

tion, the complexity of encoding and decoding is 

deadly for some constrained power systems [3]. The 

ARQ system corrects errors by retransmission. 

Nevertheless, end‐to‐end retransmission is in-

efficient, or in some cases impossible due to infinite 

buffer requirement for potential retransmission re-

quest or long latency for real‐time application.

  The development of Tornado code tackles the di-

lemma from another angle. Tornado code provides 

redundancy without the overhead of strict replication. 

It divides an object into k symbols and encodes 

them into   symbols, where   ，we call   

as stretch factor. The key property of Tornado code 

is that original symbols can be reconstructed from 

any a little more than k symbols. Where, each sym-

bol is a single bit or a packet of many bits. After 

this invention, all kinds of application based on stor-

age and communication spring up like mushrooms. It 

provides much more fault tolerance than systems 

using RAID, FEC or ARQ.

2. Tornado Code

  Luby first presented Tornado code as a mecha-

nism for reliable and efficient multicast for file dis-

tribution system [4]. The basic unit of Tornado code 

is a bipartite low density parity check (LDPC) graph 

(figure 1). A series of left nodes represent the origi-

nal data symbols and right nodes that are derived 

from such original data symbols are referred as 

check symbols to provide redundancy. Edges of 

graph describe which data symbols are used when 

calculating check symbols using logical XOR 

operations. Each right node is assigned two or more 

left nodes to be its neighbors, and the contents of 
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check symbol is set to be the bit‐wise XOR of 

value of its neighbors[5].  Reconstruction is per-

formed in reverse: if any right node has exactly one 

missing left node, the missing left node can be 

reconstructed. Parameters involved in the con-

struction of a Tornado code include the number of 

data symbols, the stretch factor, and the left and 

right edges distributions.

 
 
 
 
 
 
 
 
 
 
 
 
 

Data symbols Check symbols 

Left nodes Right nodes 

Fig. 1. Structure of Tornado Code

  We retained Luby’s preference for working with 

degrees of edges instead of degrees of nodes: an 

edge has degree   on the left if its adjacent node on 

the left has degree , and an edge with degree   on 

the right is defined similarly. The graphs are de-

scribed in the following terms: for each graph, there 

is a corresponding left degree vector λ  and a right 

degree vector ρ. The value λi represents the fraction 

of edges with degree   on the left, and similarly the 

value ρi represents the fraction of edges with degree 

  on the right. Note that given a vectorλandρcan 

constructs a graph with the correct edge fractions 

for any number of nodes [6].

  An important intuition that irregular graph prove 

useful for construction of Tornado code is demon-

strated by Luby: from the point of view of a data 

node, it is best to have high degree, since the more 

information it gets from its check nodes the more 

accurately it can judge what its correct value should 

be; in contrast, from the point of view of a check 

node, it is best to have low degree, since the higher 

the degree of a check node, the more likely it is to 

transmit incorrect guesses to the data node [7]. 

These two competing requirements must be appro-

priately balanced. For irregular graphs, there is more 

flexibility in balancing these competing requirements. 

Actually, for our following experiments, data nodes 

with high degree tend to their correct value quickly, 

and almost all undecodable data nodes only have de-

gree 2 when the decoding is failed. Hence irregular 

graphs are a necessary component of Tornado code.

3. Implementation

  In this section, we describe some detail of con-

struction of Tornado code and explain some princi-

ples behind Tornado code.

3.1. Degree Distribution Graph Construction

  We now present a method to construct degree 

distribution graph with “double heavy‐tail dis-

tribution”. We use R denote the rate for code, which 

is the ratio of number of check symbols to number 

of original symbols, it will affect the amount of data 

overhead that must be gotten in order to reconstruct 

original data; D denote the maximum degree for the 

left nodes. The value of D can affect both encoding 

and decoding time. The first simple constrain from 

our previous definition of degree is: / * /i R ii ii iρ λ∑ ∑= ， 

the following lemmas are easily proved too.

  Lemma1：The average degree of left nodes

( ) * ( 1) /A H D D DL = + , and the average degree of right 

nodes /A A RR L= .

  Proof：The fraction of edge of degree i on the left 

is given by 1 / ( ( ) * ( 1))H D iiλ = − , where ( ) 1/1
DH D i∑=  

is the harmonic sum truncated at D , this result is 

approximately equal to ln( )D . Assume the total num

ber of edges is E, by definition, the number of edges 
of degree i on the left is E iλ , therefore the number 

of left nodes of degree i is E iλ , the total number 

of left nodes is /2
D E iiλ∑ (no node of degree 1 in our 

graph construction), the average degree of left nodes 

is calculated as:

1 1 ( )*( 1)/
1

22 2 ( )*( 1)*

EA H D D DL E i i DD D
H D i ii i

λ λ
= = = = +

∑∑ ∑
−  Lemma2：

the fraction of left nodes with degree i to be

_ * / / ( ( ) * * ( 1))Node A i A H D i ii L i Lλ λ= = − . The fraction of 
nodes with degree j on the right equals to 

1_ * / * * / !jNode j A j A e a jR j R
αρ ρ − −= =

  Proof：The right degree is defined by the poisson 

distribution, the fraction of edges of degree i on the 

right equals to
1* /(( 1)!)je a jj

αρ − −= − , where a  is chosen 
to guarantee that the average degree on the right is

AR , in the other word, a  should satisfy * /( 1)a e e AR
α α − = .

A specific node degree distribution with code rate
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0.5R =  and the maximum degree for the left nodes

15D = is depicted in figure 2.

  In implementation, since computer arithmetic is not 

exact, we may need to adjust the degree of certain
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Fig. 2. Degree Distribution of Nodes(D=15, 

R=0.5)

nodes so that the total number of edges leaving the 

left nodes is equal to the number of edges leaving 

the right nodes. The “correct” number of edges in 

the graph should be *A kL . We compare the number 

of left edges and right edges to see which comes 

closer to this correct value and then adjust the other 

side of the graph to match the “winner’s” edge 

count. When computing the value for fraction of left 

nodes and right nodes, we also should calculate the 

number of nodes of each degree to ensure that the 

total number of nodes in those calculations matches 

the number that we had to work with.  When ad-

justments are necessary, we pick a node out at ran-

dom and increment or decrement that node’s degree 

by one. We continue to pick nodes until the desired 

node and edge counts are correct. We first adjust 

the node counts before adjusting the edge counts.

  The generated degrees are assigns randomly to 

left nodes and right nodes. Then we connect the 

edges with a left node and a right node: for each 

edge, randomly pick a left node and randomly pick a 

right node. If either node already has all of its 

edges, then select another node at random. In most 

cases the last few left nodes have multiple edges to 

the same right node due to imperfections in the ran-

domization process, which will produce poor results. 

In our implementation, we will avoid this defect by 

constructing these graphs many times and choose 

one good construction of them. Although we spent a 

considerable amount of computing time on the opti-

mization it is clear that any given degree dis-

tribution graph can be further improved given 

enough patience.

3.2. Encoding Algorithm

  For encoding, we set the value of each right node 

to be the XOR of the value of its left neighbors. At 

the same time, the sequences of all left neighbors 

are recorded in the head of check nodes and the se-

quences of all right neighbors are recorded in the 

head of data nodes. In the following subsection, we 

will explain how such solution improves the efficient 

of decoding.

3.3. Decoding Algorithm

  The decoding process is symmetric to the encod-

ing process, except that the check nodes are now 

used to recover their left neighbors. A check node 

can recover data node only if the content of the 

check node is known and only one left neighbor of 

that node is missing. The result that the content of 

check node is XORed with the contents of its left 

neighbors is assigned to the missing neighbor [5]. 

To reduce the effect of certain types of network da-

ta loss behavior (e.g. bursts) and minimize the over-

head of decoding, the nodes are transferred over the 

network in random order. In our implementation, the 

certain amount of data nodes are chosen randomly 

as missing nodes, then pick up check node one by 

one until all missing data nodes are recovered. The 

decoding algorithm is listed for receiver in the fol-

lowing box.

Algorithm of decoding:

 1. Randomly receives part of data nodes as known 

nodes, the amount is dependent on loss rate of 

channel. 

 2. Pre_decode check nodes: recover part of check 

nodes from received data nodes.

 3. Receives one check node, if such check node 

has not been recovered by Pre_decode 

procedure and its degree is one, then start to 

decode:

     a. Recovers one data node, if all data nodes 

are recovered, stops and reports 

SUCCESS.
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Fig. 3. An example of decoding

   b. Decreases the degree of all right 

neighbors (check nodes) of the recovered 

data node by one, if there is any check 

node of degree one and the check node 

has been recovered, repeat step a.

 4. If all check nodes have been received or 

recovered, stops and reports FAILURE, 

otherwise repeats step 3.

  The algorithm of decoding can improve time 

efficiency by recording all right neighbors of data 

nodes without requirement of global research for 

check nodes of degree one in every decoding. See 

figure 3 for a recovery example. Obviously, the 

success of the above algorithm depends only on the 

graph and the specific set of loss data node.

4. Experimental Results

  The most important metric for Tornado algorithm 

is decoding overhead, which is the ratio of the num-

ber of received nodes to the number of original data 

nodes. The three parameters that affect this metric 

are the number of data packet k, the code rate R 

and the loss rate of data packets. Actually, the 

maximum degree of left node also affects the decod-

ing overhead slightly. In our experiments, we have 

observed that degree 15 as maximum degree of left 

node and code rate R=0.5 result in good results, so 

these parameters will be fixed in all following 

experiments.

  We do not perform an actual encoding, but instead 

for each trail use an initial message consisting en-

tirely of zeros, which is reasonable assumption be-

cause we only focus on how to construct a good 

graph so that the decoding overhead is as small as 

possible. A different random graph was constructed 

for each trial, we then get the average decoding 

overhead from 1000 decoding tests. The best average 

decoding overhead will be chosen as the final result 

after 5000 random graph construction trial. We ex-

pect that our results would be slightly better if more 

trials were conducted. This is a time‐consuming 

work due to the imperfection of randomization proc-

ess for graph construction. So, present im-

plementation has been tested for k less than 200. 

One option would have been to process the left no-

des sequentially, and only choose the right nodes at 

random. We found that the process does run faster, 

but it produces poor results. We plot the decoding 
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overhead for different number of data nodes in fig-

ure 4.
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Fig. 4. Decoding Overhead with Increase of k

  More trials should be conducted with bigger value 

of k to obtain smaller decoding overhead, since it is 

higher probability that generate bad edges con-

nections when random graph construction. The de-

fect of bad graph is the case where a set of left 

nodes shared the same right nodes. In this case, 

some check nodes that carry redundant check in-

formation contained by other check nodes result in 

the inefficiency of algorithm. We can adjust such 

bad graph by graph optimization process instead of 

constructing good graph endlessly, which will be one 

issue of our future works.

5. Conclusions

  Tornado code provides fault tolerance for reliable 

data storage and transmission. As the first step in 

Tornado code, we produce degree distribution and 

construct bipartite graph according to it. These ran-

dom graphs are tested and the best ones are chosen. 

The decoding experiments demonstrate that the im-

plementation of algorithm obtains good performance 

in terms of decoding overhead in spite of more trials 

will need to be conducted for the case of bigger 

number nodes.

  The next step of our plan is to detect and migrate 

the bad connect edges from the random graph in-

stead of constructing good graph by endless random 

graph construction. Another neglected problem in 

this paper is decoding inefficiency, which also will 

be an important issue in the future.
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