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A WTLSW Protocol and a Proxy Model to Ensure End-to-End
Security for Mobile Devices with Limited Resources
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Abstract

The need for end-to—end security has been increased with the widespread use of
mobile devices in wireless internet access applications such as mobile commerce.
The WAPI.x has an end-to—end security problem that the message transmitted
between the mobile device and the Web server is decrypted inside the gateway
within a short time. To overcome this problem, several protocols including WAP2.0
has been proposed. These protocols require that the heavy modules such as TLS or
data compression modules should be installed on the mobile device with limited

resources.

This paper proposes a new WTLSW(WTLS-TLS at Web server)

protocol and a new WAP2.0 proxy model in order to ensure end-to—end security
between the mobile device and the Web server and to be appropriate for mobile

devices with limited resources.
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