A Study on the Modulus Multiplier Speed-up Throughput in the RSA Cryptosystem
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ABSTRACT

Recently, the development of the various network method can generate serious social problems. So, it is highly required
to control security of network. These problems related security will be developed and keep up to confront with
anti—security field such as hacking, cracking. The way to preserve security from hacker or cracker without developing
new cryptographic algorithm is keeping the state of anti—cryptanalysis in a prescribed time by means of extending
key-length.

In this paper, the proposed montgomery multiplication structured unit array method in carry generated part and
variable length multiplication for eliminating bottle neck effect with the RSA cryptosystem. Therefore, this proposed
montgomery multiplier enforce the real time processing and prevent outer cracking.
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Ime : M, —MP(1, MN,R')
(MP( - ) : Montgomery product)
2me : C,,;; —MP(1,1,NR')
3me : for i < 0 to n-1
if e, =1 then
C/—MP(C;, ', M, ' ,N,R') )
if i £n—2 then
M —MP(M;_,' .M,/ \N.R')
e C'MP(1,C/,N.R)
Sme : C—C'modN
6me : return C (C'= M*modN)

oJ71ol A dEL& M, e, N, R(RZ = R°modN)o|™ &
g ghai Colut.
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2mm @ P, <0

3mm : for i < 0 to n-1
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PP _ +a;x Bxy
m;<—p; Xny modr
P—P +m; X NX 7
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Multiplication : MM) ¢atz]&ol that A
MM 5avz] ZEe $akel vt
Fito]

T8 1A ZF FE A g2 g dA ol R o]
281 ZAlo AZ HAZE(left shifting) S *33 5}
7Vt FaEA "o &, oAk (i, 4)
ZHl A a2t me (0, -DHFe 2 bol N2 ( *1 ) W&
o7 PE (-1, -DWFo R gho] olsdhs omdrt

Lo,
rE
d

rO
>

220

P, .
i1, j+1
O 1. 2Kk i ol CHEE S5 it
Fig. 1 Multiplication in two—-dimension array
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Table 1. Lookup table for MM( ) Func.
0 1 2 3 4 5 6 7 8 9
0 |f oooooo0 | oo | ooonn | ovooooo0 | oo | comoooo | ooooooo0 | comooo | cnnoo | o000
1 00000000 10000001 10000010 00000011 10000100 00000101 00000110, 10000111 10001000 00001001
2 || ooovoo0 | om0 | oo | aooonto | oo | comowono | oooonon | e | om0 | oorcoto
3 || oo | oooont | ooooonto | oo | oooonoo | oot | o0 | wooronon | oooniooo | oommions
4 || o0 | o000 | oo | om0 | om0 | oo | ooonon | 1oomo | om0 | oorconen
5 || oo | oooomor | oooorono | ot | oo | wooonr | ooormo | wowoon | oononooo | oononion
6 |[ w0 | oo | oooonen | woroono | ooomem | aoommo | oorooror | 1om0mom0 | coneeo | oorono
7| oo | sooomt | sooomno | oo | om0 | wowon | o000 | oo | om0 | oonnm
8[| oo | oro0 | o0 | oo | sorooow | oororm | oo | om0 | mamoo | onoroon
9 |[ w0 | oo | oo | wortont | oo | aomonor | oonono | aormmn | oo | 1oroon
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foral0 < i< n—1, 0= j=< n+1
if Aor B= Othen
ifi= Othen
P <0

ij
else
bi‘j(ibif 1,5
T -
end if
ifj= n+1then
P;:,jHO
else
By =P 14
end if

elsif A or B= 1then (11)
ifi= 0 then
PMHA or B
else
bi,,j(ibi, —1,j-1
R S I
endif
ifj= n+1then
P, j<—A or B
else
B =Py
endif
elsif Aor B# Qor lthen
ifj= Othen
G
carry(MSB) <0
mi'_l.E((Pi'jmodr) + ]V[(ai X bifle))modr
else
[
My My =1
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endif
endif
end for
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