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Abstract

In this paper we propose a new image encryption method which utilizes Complemented MLCA(Complemented
Maximum Length Cellular Automata) based on IBCA(Intermediate Boundary CA) and 2D CAT(Cellular Automata
Transform). The encryption method is processed in the following order. First, Complemented MLCA is used to create a
PN (pseudo noise) sequence, which matches the size of the original image. And, the original image goes through a
XOR operation with the created sequence to convert the image into Complemented MLCA image. Then, the gateway
value is set to produce a 2D CAT basis function. The produced basis function is multiplied by the encrypted MLCA
image that has been converted to process the encipherment. Lastly, the stability analysis and PSNR(Peak Signal to

R

Noise Ratio) verifies that the proposed method holds a high encryption quality status.

Keywords :

Maximum Length, CAT(Cellular Automata Transform), IBCA(Intermediate Boundary Cellular

Automata), Gateway values, Complemented MLCA(Maximum Length Cellular Automata)

I.M B

Ho AFH 2 el 2oz A o A

T AEY, EFU% duv)FEn
(Dept. of Biomedical Engineering,

Dongju College University)

T AR, FAYESE AAEFEHRLEATER
(Division of Electronic, Computer and Telecommunication
Engineering, Pukyung National University)

A RAUG R gy
(Division of Mathematical Sciences,

Pukyung National University)
¥ B AT7E 20089 FFEUE ay e dF 24y
g o8 AFHAgHt
HAaedab 200994920, #A L5 Y 20093699Y

(421)

HEo] 2uxoz Lojux vk AR Fd Al
I g wF Y o] Hale AHEo] duoE Ha
Atk B3] AedAAM & vFE AR HEE
FlE ANAHoE olFEy] A0, $EHA HRE
Egste 94 28 gz dF A3zt We F

7sta e,z °3“ e Adas el
A fA §88 e BAR 98 Y %
gAe] Fo AP B g F2 ok wEA

eed 44 AR Bee A R B ARd EA
ZA F2¢ 352 gFHT gk F dE 2 9
B3E A% A2E ?ﬂr?ﬂH el S gt 3
2 olgld d4g BIdE Fo dF BE F =

¢ Fa3t wyol gu 3].



20008 79 FxpT o

Y 4z ByelE A2 dEAA(Visual
Cryptography), Kolmogorov flow map, chaotic
standard map, chaotic logistic map, 2] ®& 7|9,
UE 71E T ol E4F I dEE A7 QA g
-8

ol WY F ALH ¢ AL 9 GAe gy
B Est] dasonA A% Al B &4 B9 5
A @E @de gl ms Scharinge 8
Kolmogorov flow map& o83 g4 ¢sgzx g4

& WFsh ¢35 1S A9 o, Wonge
chaotic standard map& 7]¥ %%
< AgEAt olF Wy =3
discredited chaotic map& 2
CBC(Cipher Block Chain) 2= =4 zh$ w3
HEdd dast g9t dojAlE BAo] 9k

E3 Tong™& % 749 1D chaotic functions< ol-&
A AMZE chaotic function®] $9< A} o]
¥ S43 XOR 93t gzghals 2143 7He A
Fetdor Pareek™= % 719 chaotic logistic maps
s 2 71E ol&3ste] J4e Yasets WHS Aok
pia=

B =FdAE 71E wes ge] CA(Celular
Automata) Y& # &3t 44E daslelE WS

AT Gas WHL WA o9 MLCA (Maximum
Length Cellular Automata)E ©]-&-3tad 2} 9 94be] =
7}eHE PN(pseudo noise) 8¢ 451, o8& 9 o
47 XOR d4ste] ofdd MLCA #3 948 73,
I F ANE o9 MLCA ¥E 94 D
CAT(Cellular Automata Transform) 7]H 842 23}
9 CAT 34 ¢332 dch = IBCA (Intermedlate
Boundary Cellular Automata)s] 7123 o1 MLCA 4
219} 2D CATE 9AMEE 4 gato] date] A5 3l %
€ ¥Uh £ 4382 PSNR ¥ SHRA 24 3o
1 Wie] & 3l $29 HEL MHLS
@

R
i

,4
o
}o{‘
o
o

it oE o

2
[
;L
e o

Y
b

O

=

I. ¥ MLCAR} 2D CAT

1. B MLCA

CA= A 331e oA o2 gFfe Aages
A BT AddRS AgHoA sy 88 =7
ot

=EXNHAHESPHA4E 35

e s

Ceit

J%8 1. IBCA #+x

Fig. 1. IBCA structure.
B 1 HEI ofg w3
Table 1.

Linear and complemented rule.

90 "‘"f—l@zi +1 165 33;‘71@5‘7241

150 | 2 @@z, | 105 2 DalPzl,,

CAS A%% 9 Fa3A o7
v =EdME FAxde 19 1 &
2 ¥tk IBCAE PN #2& AXsted of$ #83%
%

e 1 A F 179
& 1 ¢ Wl QEZ T AZ o
9] e oj&sts 458 gt 28 IBCAE n
N Ag e LA E €A dHs ‘3}**
FHE AoA7lE HlEH4E nxn FHER e
R, o|Rg Fefdo] H(state transition matnx)
olg} gt}

/150 IBCAS] Fefdo] E TelA A e i
A Ao A5 Aol 1 e & AeV I
dele] oY 1, 23X ¥od 0oF I} HA A
B)7F A7) Al F ool 2ol &SI oy A A
g o, 3 1500}ek sta, A At F ool ut o
Eato] g AR AN W, 73 0ol

A ()& n A N/150 BCAY Aol d 7o)t}
/150 IBCAS] ezl Pd& A Wix) 3o 9o
B A HA dhe vpA o] 08 FRE A WA
Aart 324 1ot

“110. 0 0 0

taey10.. 0 0 0O
Otel.. 0 0 0
0600..a,., 1 0
00600.. 1 a,_¢1
Wooo6. 1 1 a

(a0, 0, €{0,1})

A71M R=<apay.a, > B IBCAY Aol FHolg}
gt Aol &F 7 A A £,(e) 7k A2 oA CA
o FYE JERE AIRE e+194 9 dEie 4 ()9
2t



36

ft+1(x)=T‘f¢(x> 2)

A7V peA A2

ft+p(~73)=Tp' file) 3

olt}, IBCAY 7122 fx¥ o9 MLCAY ¢
A F ZEE 4 @ 2o

ft+p(x) zvﬁ ¢ ft(x)

=T () (BTD..OT HF @

A (DA f(x)e A A ghold, e o9 ¥
HE A% 99 MLCAE HA&o =& XOR =9
e AHRSHE A8 CAd vls] EA4o] oy =& A
3 MLCAS ¢|28E FEF o9 MLCAS Alo| &9l
2ok a8y HgdolE 2t /150 43 CARRH
FEd® o9 MLCA %38 HUZolE zte CAZl Ho
H&=E A% MLCAS Alolg 7371 2deE Ze ¥
A Ao Fol& 2 n A %/150 IBCAY Aol &
TZE 0-48& AN BE A9 g F0F
2" —1¢] shte] AlolE& o Fuh

2. 2D CAT

CAT®] 7122 1D CAZA, BE dSo] A¥o e )
gsle] gl 3-0]% FRolt
5)
Ay FH A BFREA, f= AP s 7XNE #
2AolFgoly, ME L& 2°7] o]x9] wid ezt o
o CAE2" =26709) AeHolgSst AT oRg
CA9l w3olgta ¥l CATEA, f& FU9YE i
A Aold 449 W 1D CAT A& B3 zZtl

RS =f{ai,t’a‘i+1,t’a’i—1,t]

fi= Doy (=012,..N=1) ®
4,5 CAT 7IAZS, o= CAT AFE vehin, o
=4 Mz 2y 7€ 5 9o
N—1

Cp = ‘/\1" EfiAik A (7
ki=0

i

N
= EAt%c
=0

2D By FL axn AY
A= A5kl =01, N—1)o|Th

A%, ANgEE

IBCAO] J1£8 0{®¥ MLCASH 2D CATE 0|8F F¢ ¥=3

(423)

HEp3l 2

259

Gateway B 4,
il

| Jwg
Vaules

[ 2% e

A

a8 2. 2D 7iMehe MRy
Fig. 2. 2D basis function generation process.

Fi(6:i=0,1,2,.8-1)¢] 2D CATE 4(8)% Zth.

N—-1IN-1

fi= 20 Dicgdigy (6= 01,2, N—1) ®
k=01=0

71M ¢, 2D CAT 7IAEolth 2D 7AEsE
2D CA ¥ a=a,lijt=012,.,N-1)%4 2D 7]
Ags A,s A4S oze ID 7ARFLERY
4 @ 2] 2D AATF 4g AP,
Aijkl - AikAjl )]
2D CATS AAEFE Fale A 29 29 vet
Wit

0. ok Wi
E =74 Actd e ofd MLCAE T3] 4
HA], 90/150 IBCA 712 4% MLCAS HZ
A nFde PN #4& 84

b

4
o8

t}.

AR

10)

A+t +r+1

A (100 28 33 o] Agtd 90/150 IBCAS] 4
Mol gdo] B4 chahag vepdc. 4 (100 &40t
Fale YAt (primitive polynomial)o| 2.2 ARTH
84 9%0/150 IBCA® &3t F717} 255¢1 PN +¥& A
A F ek

@714 IBCAdl 71£3 4% MLCAS $43t1 43
MLCA®l 9J3te] f=8 o9 MLCAE ol&3le &
9] PN 98¢ A4 T,

21 S2 33 sS4

%0 f::i 150 f.—_’i %0 90 m
] 150 M Q0 150 150

ES S8 ST 58

% 3 Aok 90/150 IBCA =
Fig. 3. Proposed 90/150 IBCA structure.



20004 78 MXZE 3

g 4 48 MLCASE 0@

MLCA 7| g4
Fig. 4. Linear MLCA and complemented MLCA basis
image.
.S--;r = (-%@«%)@F

57 =(5,®s,Bs,)DF
3 = (52@54)@}7
51 =(5,Ps;)BF

T=(s,DsDsg)OF 1D
1 =(s,Ds;)DF
57 = (5,08, D3 ) DF
sq = (3,Ds,s,)BF
A (DA, Fe A9 HEE Jusy, 5= o9
MLCA7} A&€ 4o & Aulg oJuidc =3
i€ O 2HE v
90/150 IBCAS] 7|z3te] AAE A3 MLCASH 94
MLCA 71A 442 29 49 2ol Jehldeh & 4
(Do} s A8E 4% ez FAE Aot
+ DAE, 2D CATE ol &d 44 ¢33E vl

A, WA & 28 o8t JAFTE *é"“f?“i‘r
2-%4H, 3-4& 7HAE CANAM E 29 Yed Alole

glo] ol zAs ] AAHE AT o] e
< (12)8 Zvh
2" —2 W
“(r)(eﬂ)—(z W+ Wy 1) mod K

Ay = (Wato, + Wiay, + Whay, + Wiaga,, +
W
Wy, + Waagag, + Wyagayay, + W) “mod & (12)

2 (12)00A4 t+14 A4S, 2de
0< W, <20t oF ol 4 AeE] 2F0F o|F
ojAtk olAL 1D 3-ojfelth wWdA m=3oR
W= W & 718 A7 AEe] HHE A7 ¢
t=k)NA gppapa, T2 Fdth 0§ 4 (13)&
ol &8A 1D 71 A&FE Ttk

r=10]1

e

Ay =2a,a,—1 (13

=&X H 46 A SP M

H4z 37

ir
ar

2. HolEsio] &t
Table 2. Gateway Values.

Wolfram Rule 234
Number of Cells per 3
Neighborhood
Number of Cells in Lattice 8
Initial Configuration 01100101
Boundary .
- . Cyclic
Configuration
Basis Function Type2 Ay =2a,a,~1

a8 5 2D 71H g

Fig. 5. Two-dimensional basis function.

hood o odA A e gjuias, 4
(133} & 1D 7AgsE Fo) BF 2D 7IAES

0,5 t=k

Ay 1D 1A grEeiE 78 4 9lew 2D CAT
Az ste 4149 2o
N—1N-1
EZL,AW (k! =0,1,2,..,N—1) (14)

i=07=0
A (19E o]83hd ‘”***%
AAHE 2D N AREE 2

OI—

V. 2tssl 2l

ot5.3t & 90/150 IBCASl 712§ 43 MLCAE
olg3le] 9 dAte] A7|WF PN £E& AT A
4¥ A MLCAE o83l 4% MLCA % o4
MLCA 714 944 A48rh o714 43 MLCA 714
44e At AL Y Fg HEste 49 MLCA
7F A% MLCARY $43& AFsly] sgolt
¥ 4% MLCA 2 ol MLCA 714 94% 9 943
XOR @4tsted Ztzhe) Mg 948 dedh vad 9%



38 IBCAG] 7|53 48 MLCAS 2D CATE 0|88 F4 255 HEl s of

*0ﬂgnal L Thefm L[ 20 CAT | [Uast Encrvotion ikl WaE Btk ol AL A MLCAA o
image Operat;on tenciypted image; Encryption Image ) . o - - -
« - 4 MLCAR B4 Wgg BolFe Jlog sagn
Complemented | 2D CAT | - .
v e | et ot 34 92 MLCAZH 388 4499] 4% MLCA uth
B i , AHoz A n2A BEHE A4S FA59
MLCAbasis ‘ | Gateway Yalue |
Limege gt — o wmEA B oM 43 MLCARTH G4 el
Mo on| 78 ]9 MLCAS 7184 44 48 wyos Ad
&l
a8l 6 Mok s wuel sEE At

6
Fig. 6. Flowchart of the proposed encryption method.

2 g AE 956256 1718 SH|E 1efo] #d
ow-% A5} Mﬂ-ﬂi o HgE :ﬂ.i‘%}%tlr. BB

ase e

£ m=EAAE 2007 ol dAES AL ¥t

Oy 8 4Y BNE

Fig. 8. Experimental images.

I8 7. W gah M8 MLCA OfH MLCA B3t Zafel
SlAEIE

Fig. 7. Original image, linear MLCA, complemented
MLCA conversion result and histogram.

dEstd dAE Bast e e % 29 AoEd ] S8 9 o HA “baboon” I} BAETIRY

aell od AYE NIATS 4,00 A Ade 2n g Fig. 9. Original image “paboon” and Histogram.

7) WEel o CATZA 53 8 94¢ 31 Bed :

T Ath 4 I3 dusie #4E¢ 19 6o vERhY

At
o9 MLCAS] +874& A587] 918, 48 MLCA

of glgted AdE G vim FHstg € A

A% MLCA 2 o0 MLCA 713 94& 27 XOR

Austd ARE Gzt e 1Y 73 2ok T8 10, Mo MLCAE %83t Junt sl==ad
GAHel WE At ta §AE AL o] Sahel Fig. 10, The image using linear MLCA and Histogram

(PSNR=+28.2740 dB).

(425)



20094 78 HASEE =2X M 46 A SPH A 4 % 39

@25} 719 WPE BAL 416)¢ o] &3

NZ(ny) Zxey{
a8 11, ol MLCAE X g8 gatn) slasd C = 16)

Fig. 11. The image using complemented MLCA and J(NZX -(Zx))X(NZy —(Zyi)2
Histogram(PSNR=+27 6609 dB).

A 16)9A 2, & y,E IHE HE F& Uz v
& F g4 £E vehdt U8 #AL ¥ 3% 22
A3E HERRITE

E 3 ¢33 7B T 24
Table 3. Sensitivity analysis for the encryption key.

28 12 olfl MLCA® 2D CATO olst t&3F gaky

SlAETIE
Fig. 12 Encrypted image by 2D CAT and 0.000779(33/42362)
Complemented MLCA, Histogram. Parcek |ecn 0.007672(93/12122)
(PSNR=+24.3823 dB). m o
0.011780(145/12309)
()a th = OEJ‘“\“?" 03}\0],%% :1%31 8°ﬂ L}F}Lﬂ %q chemical plant 0.008989(85/9456) ‘

i °é’>}°ﬂ g 4% MLCA 2 o9 MLCAZL &4

g IS 28 103 29 119 vk =3 o9
MLCAZ} 588 ¥& 94 2D CAT 714842 F
st} e dEe Ave a9 129 Yehigieh o
71 dEstE G4 43171 18 PSNRE AH43tg £ =EoAE Tong"olu} Pareck ol olste] 24|
o PSNRE 9 947 S o429 2N, d33g HAY 2 dAHes g UAsE de 2
¥ 12 +243823 dBEA 439 dFo] Atke AL e AT wEA £ =AM AAE ol MLCAS
A3ttt PSNRE 2 Flo] $&4% dake 3o 2D CATE o83 A2 €53 ol oF T4

girl 0.0000130124(4/307399)

atke A¢ dvishor, BE PSNRH dBl, N4 dsiA B e Besa.
Hoz el hFe v & gk

2. 7| 3¢ 24

2
PSNR =10log, jj’;E)[dBJ (15) 2D CATE ol§8 34% 24T + gt 78 71
ssEm LS ey CA 7, A4 % Hu) Ale] &, ol A 4, 27] 74,
CmXa S A7 94, 714 94 B9 ol 9ok = 991 A B

e R G e UG

r
AUSINA ZEE A4 A o2 = g = 2 =Bl AotE 2AE g 248, 5-0]%0]

& %78 UEiY dBE BEWT E3 MSEE 9% O S, T, 5eRe
AFHEOE i 9 j ge A= Az g omag - T D CAR . Np=gE V=g

o, 5 o] e okel A dlolHd] i Bt 9x (97 368287l 219) 718 AT AT B E=R|
o E4bg ALk A A A st e F 27k AR I

& 44T 5 ) B F23) By £7E U
F ook, Tet Awael cA 44e AFF FHo o

(426)



40

g2 7
of olst 29l dAME
Fig. 13. Restoration images by impemissible extemnal

key with normal restoration image.

IBCAOl 7] X8t Of¥ MLCASI 2D CATE 0|88 34 Uz

s} WaH7] g Fiol Wi UASA gt o -

A
T

ZA HEHA e dUHY ¥ 718 H4ds, 4
AL MY 5LT 5 §1SS 19 1394 BoEoh

ERO #4M
A GAol tig otz s Gate] gulukE FEEHA
EHo] glxrtg 24et)

ol
2

N
1
H'(S) = ;P(si)logm (17)

1

A UDAA FEE BAE] g deE=zvay
H(S)Z Yepdth A ANdA Pls)e 8L ovlg
o D7} 2¢) logE ARSETE d el AERT Y ¢
Zgd JdEZAE $£X2 F 40 Jehigich Altd
9 94 “baboon”o] WY AEEY 24 HI}E 71170
o, 453 & FFoNA Y dEZAE Giesldh At ¥
WA bz 799607 7.99888 EAH U

256 %256 Gl BRE vEJ} 55 SER 24
el dEZIE /Mg e 80 "ot

2 =R AdE 9 33 dERI FA7}
Giesl®] =#olA A% oo vis] wo} pgg dx
£ a3t
B4 Yo it dERT]
Table 4. Entropy values for images.

=
i

Giesl

7.9960
7.9988

7.1170

A<k

42n

HEfs| 9

VL d &

£ =RdAe 4 I94e gz A8 w10
IBCA®l 7128 oJ¢ MLCAS 2D CATE ©AEE 3
g3t IAE g3 gk dEs PHeE od

MLCAE o83t Zt 9§ 949 27|TE PN €&

Al o, 44€ PN 92 9 447 XOR 44t
3] o9 MLCAZF 43 HE 94e et o944
MLCAE A8 MLCART 1 727} B3dte A&
B =59 dgdA Byt ety o9 MLCAE 48
MLCA Bt} 94 <dzdlel g 23 a3 el
gelso} G4 Ags s AE3Ath 2edn JAHE
o9 MLCA €18 94 2D CAT 7IA¥5E F3lo
A2E & 759 ¢33 4 4t

Aerst &3 WHe Matlabo 2 TR 43Y&

sl od, AF e 2007 o9 4L e
2 39 B 7] ugE 2 Ve $34E B4t
7)o a7 AL B njgle] B AT At AR
Hog =Agto] e %udt 79 2 & ISk
T A7 FAZE CAT 71 &59 42e $43
o theFg 44 dEst WS FEgeRs 9 g3
3} Bopo] & 9A ARE ATE Aol ¥ Rez
A zpgiet,
&

=2
a1gd

&

0] =4, 379, ge2, 3ud, “#oAsL 84

2 9% ¢z J1e EY ANBAEFEA A0

A1Z, Feb. 2005,
2] 245, HEZE NP3, 2ES, “DCT-78 A/

I

[t Bote 9% 438 71y 9 =g 7
" AAFI=ER, Vol 42, SP No. 2, pp.
27-36, Mar. 2005.

R. Want, and G Bormiello, “Survey on
Information Appliances”, IEEE Compute Graphics
and Applications, Vol. 20 Issue 3, May-Jun
2000,

Mg A4=F T A 94808 Ag 9
Holol A% dzg Alaw”, AAFEE =§A,
408 SD A9Z, Sep. 2003.

B. Schneier, “Applied Cryptography: Second
Edition”,Wiley Computer Publishing, John Wiley
& Sons, Inc, 199.

A, Menezes, P. Qorschot, and S. Vanstone,
“Handbook of Applied Cryptography”, CRC

(3]

(4l

[5]

(6]



2000 78 TASEE =BA M 46 M SPH H 4 %

Press, 1997.

C. Charles, “A Practical Approach to Using

Visual Cryptography in Technical Drawing

Environments”, Masters Thesis, Florida State

University, Dec. 1997.

J. Scharinger, “Fast encryption of image data

using chaotic Kolmogorov Flows”, ]. Electron

Image, Vol. 2, No. 2, pp. 318-325, Apr. 1998.

KW. Wong, “Fast image encryption scheme

based on chaotic standard map”, Physics Letters

A, Dec. 2007.

[101X. Tong, “Image encryption with compound
chaotic sequence cipher shifting dynamically”,
Image and Vision Computing, Sep. 2007.

[II]NK. Pareek, “Image encryption using chaotic
logistic map”, Image and Vision Computing, Feb.
2006.

[12] AK. Das, “Additive Cellular Automata @ Theory
and application as a built~in self-test structure”,
Ph D thesis, LLT., Kharagpur, India, 1990.

(7]

8l

9l

o el s

19963 F @ ojetn Ax}Feta
WALz E

A 5
dgarlesy ag

#o} : Cellular Automata,
, ABAR>

1993

<F A
84

z

ERICEEY
19799 AN ota g

o] 8k}

19813 e n 4383
st ol gl

19889 nediste 587 gty

o) &tutap
1988 ~# A RA g 2 ko)t
FE AR I
<FHAHA Bk Cellular Automata®, ATM,
Queueing &>

PS IV I |

(428

41

[13]1 S.J. Cho, U.S. Choi, HD. Kim, YH. Hwang, J.G.
Kim, and SH Heo, “New synthesis of
One-Dimensional 90/150 Linear Hybrid Group
Cellular Automata”, IEEE Transactions on
computer—aided design of integrated circuits and
systems, Vol. 26, No. 9, pp. 1720-1724, Aug.
2007.

[14]1 O. Lafe, “Cellular Automata Transforms: Theory
and Application in Multimedia Compression,
Encryption, and Modeling”, Kluwer Academic
Publishers, Boston/Dordrecht/London, 2000.

[15] vred d, A e, ‘e e B54& 2 2D 45
SEvEPEEE ol 23 dAE Yeup”, B2 %
N&E3=FA, Vol. 34, No. 1, pp. 105-112, Jan.
2000,

[16] J. Giesl, “Image encryption based on strange
attractor”, ICGST-GVIP Journal, Vol. 9, Issue
(1), Apr. 2009.

M ECdE Y- A A

| 1983 89 B ohstaL

AA-EEH FEA}

84 Kyoto Institute of

Technology, A& 83}

F A AL

849 Osakath i

FAF e FEukat

1999'd  Univ. of washington, USA &<

20063

19916 ~EA) FAUER AP FeEHAREA
FEE W

<FHA]Fok AaAE, HEUA,

Cellular automata.>

| 19834

19914

CER



