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DDoS Defense using Address Prefix—based Priority Service

Jinghe Jin - Taijin Lee - Seung Yeob Nam

ABSTRACT

We propose a two-stage Distributed Denial of Service (DDoS) defense system, which can protect a given subnet

by serving existing flows and new flows with a different priority based on IP history information. Denial of Service

(DoS) usually occurs when the resource of a network node or link is limited and the demand of the users for that

resource exceeds the capacity. The objective of the proposed defense system is to provide continued service to existing

flows even in the presence of DDoS attacks. The proposed scheme can protect existing connections effectively with

a smaller memory size by reducing the monitored IP address set through sampling and per-prefix history management.

We evaluate the performance of the proposed scheme through simulation.

Key words : DDoS, DoS, Bloom filter, Priority service
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