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Determination Method of TTL for Improving Energy Efficiency
of Wormhole Attack Defense Mechanism in WSN

Sun-Ho Lee - Tae-Ho Cho

ABSTRACT

Attacks in wireless sensor networks (WSN), are similar to the attacks in ad-hoc networks because there are
deployed on a wireless environment. However existing security mechanism cannot apply to WSN, because it has
limited resource and hostile environment. One of the typical attack in WSN is setting up wrong route that using
wormhole. To overcome this threat, Ji-Hoon Yun et al. proposed WODEM (WOrmhole attack DEfense Mechanism)
which can detect and counter with wormhole. In this scheme, it can detect and counter with wormhole attacks by
comparing hop count and initial TTL (Time To Live) which is pre-defined. The selection of a initial TTL is important
since it can provide a tradeoff between detection ability ratio and energy consumption. In this paper, we proposed
a fuzzy rule-based system for TTL determination that can conserve energy, while it provides sufficient detection ratio
in wormhole attack.

Key words : Wormhole, Wireless Sensor Network, Fuzzy Logic, Security
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