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A study of Modeling and Simulation for Analyzing DDoS Attack Damage

Scale and Defence Mechanism Expense

Ji-Yeon Kim - Ju-Li Lee * Eun-Ji Park - Eun-Young Jang - Hyung-jong Kim

ABSTRACT

Recently, the threat of DDoS attacks is increasing and many companies are planned to deploy the DDoS defense
solutions in their networks. The DDoS attack usually transmits heavy traffic data to networks or servers and they
cannot handle the normal service requests because of running out of resources. Since it is very hard to prevent the
DDoS attack beforehand, the strategic plan is very important. In this work, we have conducted modeling and
simulation of the DDoS attack by changing the number of servers and estimated the duration that services are
available. In this work, the modeling and simulation is conducted using OPNET Modeler. The simulation result can
be used as a parameter of trade-off analysis of DDoS defense cost and the service's value. In addition, we have
presented a way of estimating the cost effectiveness in deployment of the DDoS defense system.

Key words : Distributed Denial of Service(DDoS), Modeling and Simulation, OPNET, Damage Analysis
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