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Interleaved Hop—by—Hop Authentication in Wireless Sensor Network

Using Fuzzy Logic to Defend against Denial of Service Attack

Jong-Hyun Kim * Tac-Ho Cho

When sensor networks are deployed in open environments, an adversary may compromise some sensor nodes and
use them to inject false sensing reports. False report attack can lead to not only false alarms but also the depletion
of limited energy resources in battery powered networks. The Interleaved hop-by-hop authentication (IHA) scheme
detects such false reports through interleaved authentication. In IHA, when a report is forwarded to the base station,
all nodes on the path must spend energies on receiving, authenticating, and transmitting it. An dversary can spend
energies in nodes by using the methods as a relaying attack which uses macro. The Adversary aim to drain the finite
amount of energies in sensor nodes without sending false reports to BS, the result paralyzing sensor network. In
this paper, we propose a countermeasure using fuzzy logic from the Denial of Service(DoS) attack and show an effi-
ciency of energy through the simulataion result.

Key words : Wireless Sensor Network, IHA, Fuzzy Logic, DoS
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