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Software Formal Verification Methodology using Aspect DEVS
Verification Framework

Chang Beom Choi - Tag Gon Kim

ABSTRACT

Software is getting more complex due to a variety of requirements that include desired functions and properties.
Therefore, verifying and testing the software are complicated problems. Moreover, if the software is already imple-
mented, inserting and deleting tracing/logging code into the source code may cause several problems, such as the
code tangling and the code scattering problems. This paper proposes the Aspect DEVS Verification Framework which
supports the verification and testing process. The Aspect DEVS Verification Framework utilizes Aspect Oriented Pro-
gramming features to handle the code tangling and the code scattering problems. By applying aspect oriented features,
a user can find and fix the inconsistency between requirement and implementation of a software without suffering
the problems. The first step of the verification process is the building aspect code to make a software act as a generator.
The second step is developing a requirement specification using DEVS diagrams and implementing it using the DEV-
SIM++. The final step is comparing the event traces from the software with the possible execution sequences from
DEVS model.

Key words : DEVS, Aspect Oriented Programming, Software Verification, VV/A
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00: aspect Generator {
01: private:

02: CADEVSMNetHandler
03: CProtocolSuite

04:  CSelectMetwork m_Metwork;
05:

06: public:

07:  Generator():m_Metwork({&m_Protocol, &m_MetHandler)
08: SMSL:CNetwork:instance( &m_Metwork J;
0a: SMSL:ChNetwork:RunThreadMode();

10:

11: printf{"connecting#n"y;

12: SMSLCIPAddr addr("127.0.0.1", 5454)

13 m_Metwork Connect(addr);

14}

15:

16: advice execution("% foo(..)")

17: before ()

18 {// Send Event Message to Server

19 m_MetHandler.Send( EVENTO, MULL J;

21}

m_NetHandler
m_Protocol;
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SR ARl of ARt Fok 27191 A4F oHIEL ThE
O[MIEZ} AYSHA| ¢Fom 091 AJEIR Moty 19|
o 391 AJEiE Hofstar 391 Aol Me HARE &
Zolehz oMIES Yo YHUl= Bdofr. 9] wHl
oflA 219l Al Slg== ARARe] ol wet thEA
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5.2 exec() FoHd
Hao Chen 52 2|59 &22|2, 929 setuid()
ol ot wgte] Aobgol elol sty
% 10+= Hao Chen o] ¥7A%E 2240 At wgl
3} gIgl Alad Bo) waolrk 2 AlAdolA:
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# %t A48 Aaeglole] ae see) e
Y A 22 7 AMgsiol i Bl A%
PSS AH AZS SRkt o Y 1S =
Al ek 2t execl() A28 2 RS ARG} X
A A8} QAR DEVS 914+ Zdlo]t),
Hot 2ok L. A=F)y] 9Jst A= 1Yl other, seteuid

0, seteuid 1, execl ZEE 7HA|1L Qltk &, AZEYo]

ot
-

oJL

1;
l-ﬂJ

> other Zother ?seteuid 0 other  yiglated o
P> seteuid 0
[> seteuid 1
b> execl

Unprivileged Privileged
Noexec Noexec

7other, Texecl
?seteuid_0
1
[
) 1 lviolated
Zexec
Pseteuid_
?exec| ?other
) Tseteuid\1

39 11 Bt Y A =d

#include "stdafi.h”
#include <stdic.h>
#include "SystemCall.h"

void drop_privilege()

{"drop priv for %sWn", password->pw_name);
=eteu|dlgetu|dw

int_tmain(int arge, TCHAR* argv(])

ge();
sh”, "bin/sh", NULL); // risky system call
return 0;

a9 12, Mok FHOPYS AR T2y

@D s=AIS0|M8kE| =2X|

o] =Y I FolA| WAYE= oHIESC] webA sl
o[flEc] wet HFkS E7|5HA] 2 AejollA] execldt
L2 XA F& $E3= AL W5 violated port
2 &Y oMIES WAL o] et A AKS Higho

o
% 12= HoF Fekge 7 JEJELEJH C+H=2
alElo] ek, 1% 135 AOPE. WU el Fsfo} 5t
A& 7143t Aspect HAolt}. Aspect HAOA] seteuid
9] T2 ©F HE o QA gholl wht o[HE

aspect Generator {
pointcut method(int i) = args(i) && execution("% seteuid(..)");
advice method(i) -before(int 1)

if(i == 0)

/i Send seteuid Event Message to Server
printf ("Sending SetEuid_0 Messagewn");
m_MetHandler.Send( SETEUID_0, NULL J;

elze

/f Send seteuid Event Message to Server
printf ("Sending SetEuid_1 Messagetn");
m_MetHandler. Send[ SETEUID_1, MULL );
)
advice execution("% getpwuid(..)") :
befare () {
/7 Send seteuid Event Message to Server
printf ("Sending Other Message#n");
m_MetHandler.Send{ OTHER, MULL );

advice execution("% execl(.)"):
befare(){
printf ("Sending EXECL Message¥n");
m_MetHandler.Send( EXECL, NULL J;
1

a9 13. Bob Fokd HEAS 93t Aspect Specification

—

E "d:\Resear(h\AsEEcLDE:ﬁExamales\bin\ADEVSEngme.exe" |
Save File
HLA Connected :

Replay :
Replay File = DEUSim.rpl

[CEngineNetHandler: :OnIlnitialized] Listen... port = 5454
[Connected
[CDefaultHandle: HandleMessage<>] DEUSIM_INITIAL
[CDefaultHandle: ge{>] DEUSIM_SIMULATION
[DEUSim++ Simulation Enginel SIMULATION MODE
ndleMessagel ASPECT_MSG...

system call invoked...

HandleMessagel ASPECT_MSG...
[EXECL] execl invoked...
[DEUS 1[X<1.9>1 ADEUS->ADEUS .@x100000A4{other> : Enpty
[DEUS1[X<1.9>1 ADEUS->AfAtomic.Ax18BPAAB4{other> : Empty
Privileged Mo execution
IOTHER
[DEUS 1[DONE<1.9>1 AAtomic—>ADEUS : tN = 4294967296.9
[DEUS 1[X<1.9>1 ADEUS->ADEUS .Bx1PBARPAL{execl> : Empty
[DEUS1L[X<1.9>1 ADEUS->AAtomic .Bx180P0BP1{execl> : Empty
IEXECL
Iﬂlarln!! Privileged Execution detected??
LUEUS TLUUNECT .Y 1 HHEomic— HUEUS © ©N = 449467276 .9
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. Software Engineering: A Practitioner’s Approach 6th ed.

McGraw.

. Virtual Library of Formal Methods. http://vl.fmnet.info.
. E. Clarke and J. Wing, et al, “Formal Methods: State of

the Art and Future Directions,” In ACM Computing Sur-
veys, Vol. 28, No. 4, 1999.

. A. Cimatti, E. Clarke, F. Giunchiglia and M. Roveri.

“NuSMV: a new symbolic model verifier,”
Aided Verification, 1999.

In Computer-

. M. Kim, S. Kannan, I. Lee, O. Sokolsky, and M. Viswa-

nathan, “Java-MaC: a Rigorous Run-time Assurance Tool
for Java Programs,” Formal Methods in System Design,
2004 (Vol. 24, No. 2).

. Bernard P. Zeigler, Herbert Prachofer and Tag Gon

Kim, “Theory of Modeling and Simulation,” ACADEMIC
PRESS, 2001.

. Tag G. Kim, Lecture Note: EE612, EE Dept, KAIST,

Available : http://smslab.kaist.ac.kr/Course/EE612/

. T. G. Kim, DEVSimHLA User’s Manual, 2007. Available

. http://smslab.kaist.ac.kr

. R. Laddad, “Aspect] in Action: Practical Aspect-Oriented

Programming,” Manning, 2003.
in32.HLLW.Shadow.based exploits http://www.antivirus
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Hao Chen, Drew Dean, and David Wagner, “Model Check-
ing One Million Lines of C Code,” In Network and
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