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Abstract—Process Control Systems (PCSs) or Su-
pervisory Control and Data Acquisition (SCADA)
systems have recently been added to the already wide
collection of wireless sensor networks applications.
The PCS/SCADA environment is somewhat more
amenable to the use of heavy cryptographic mechan-
isms such as public key cryptography than other sen-
sor application environments. The sensor nodes in the
environment, however, are still open to devastating
attacks such as node capture, which makes designing a
secure key management challenging. In this paper, a
key management scheme is proposed to defeat node
capture attack by offering both forward and backward
secrecies. Our scheme overcomes the pitfalls which
Nilsson et al.’s scheme suffers from, and is not more
expensive than their scheme.

Index Terms—wireless sensor network, forward
and backward secrecy, key management, process con-
trol systems, supervisory control and data acquisition.

I. INTRODUCTION

Process Control Systems (PCSs) or Supervisory
Control and Data Acquisition (SCADA) systems are
used to monitor and control a plant or equipment in
industries such as energy, oil and gas refining and
transportation. These systems encompass the transfer
of data between the network manager and a number of
Remote Terminal Units (RTUs), sensor nodes, etc. A
SCADA system gathers critical information (such as
where a leak in a pipeline has occurred) and then
transfers this information back to the network manager.
The network manager is responsible for alerting the
home station about the leak and carrying out necessary
analysis such as determining whether the leak is criti-
cal or not.
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The owners and operators of SCADA systems aim
to increase the monitoring sensitivity of their systems
and reduce the day to day running cost wherever it is
possible. Due to the intelligent monitoring capabilities
of the Wireless Sensor Networks (WSNs), integration
between SCADA and WSNs can be one way to
achieve these aims. WSNs facilitate the monitoring
process by performing specific tasks such as sensing
physical phenomena at a remote field and then report-
ing them back to the network manager. They can form
the eyes and ears of SCADA systems. Nodes, which
are capable of performing functions such as gas detec-
tion and temperature sensing, provide information that
can tell an experienced operator how well oil/gas pipe-
lines are performing.

Roman et al. highlighted the role that WSNs can
play in SCADA [14]. They argued that WSNs can aid
SCADA’s functionalities by providing monitoring,
alerts, and information on demand. However, vulnera-
bilities related to WSNs can be introduced to SCADA.
One of those potential vulnerabilities is the security
compromise of sensor nodes given the lack of tamper
resistance packaging [4]. An adversary can gain con-
trol of one or more sensor nodes and readily access
sensitive information such as keys or passwords. The
adversary therefore can easily get access to the plain
text of the encrypted messages that are routed through
the controlled nodes — this compromises the data con-
fidentiality. The adversary may also inject their own
commodity nodes into the network by fooling nodes
so that they believe that these commodity nodes are
legitimate members of the network. Another adversary
activity is launching a selective forwarding attack
where the node, under the control of the adversary,
selectively drops legitimate packets in order to affect
the overall performance of the system [5].

There are several papers dealing with key manage-
ment designs for SCADA systems such as [2], [12].
However, these designs either use heavy cryptographic
mechanisms, which do not suit resource constrained
devices, or do not consider the integration of WSNs
within SCADA.

To the best of our knowledge, the only existing key
management in the wireless control environment, that
considers the integration between SCADA/PCS and
WSNs, has been proposed by Nilsson et al. [10]. They



International Journal of KIMICS, Vol. 7, No. 2, June 2009

99

designed two key update protocols: on for the pairwise
key update and the other for the global or the group
key update. They claimed that the protocols provide
both forward and backward secrecy (or in our newly
defined terminology, they provide both past and future
key secrecy). Park [15] showed that it is unfortunately
not the case. Their scheme is neither forward nor
backward secure against node compromise for all the
types of adversary I, II, IIT and 1V, the meaning of
which will be explained in Section I11.

In this paper, we focus on strengthening the security
level at the weakest component of the SCADA system
which exists in remote fields [1]. The remote field has
the weakest physical security requirements and con-
sists of substations and intelligent electronic devices
such as sensors (will be discussed in a later section).
We propose a new key management protocol that up-
dates the shared symmetric key between the network
manager and a sensor node or between the network
manager and a group of sensor nodes.

I. SCADA

To best understand the added value of the proposed
scheme, some understanding of SCADA is in order.
Today’s SCADA systems (the third generation) are a
combination of legacy and modern technology [9]. It
has become an open system architecture rather than a
vendor controlled architecture as in the second genera-
tion of SCADA. It uses open standards and protocols
which facilitate distribution of the functionalities of
SCADA. We refer the readers interested in the differ-
ences between these generations to the paper by
McClanahan [9]. Fig. 1 shows a simplified SCADA
system architecture which is composed of the follow-
ing components:

A. Master Center

The master center component contains the network
manager, human machine interaction, database storage,
processing server, etc. It has the highest physical secu-
rity level compared to other components. Generally
speaking, it receives monitoring information from
remote fields (through the communication system
component), processes it, and then makes decisions.

B. Historian

The historian is a backup for the SCADA system data
which is often located in a separate subnet different to
the one where the master center component exists. The
master center component is able to access the historian
in order to backup the data of the SCADA system.

C. Remote Fields

The remote fields are composed of substations
(gateways) and intelligent electronic devices (IEDs) [1]
which can be physically distant from the SCADA mas-
ter center and in many cases are not physically secured
due to the largeness or remoteness of the coverage
area. The substation connects IEDs with the master
center component through the communication compo-
nent. It has a high degree of complexity and might
have better physical security than IEDs. The IEDs can
be sensor nodes, remote terminal units, or relays to
name a few.

D. Communication System

The communication systems are responsible for
transferring monitored data (control data) from remote
field components (master center) to master center
component (remote field components). This commu-
nication can be done via fiber optics, radio, satellite,
ete.

i i
Historian

Fig. 1 The simplified version of PCS/SCADA

I11. Adversary Model and Security Concerns

When designing a key management protocol for
WSNs, the most challenging and unique security
threat would be node capture. With limited resources
in sensor nodes, defeating this type of threat is very
hard. Node capture will translate into compromise of
all the credentials stored in the sensor node. Further-
more, the adversary can compromise all the software
codes installed within the sensor node, especially ran-
dom number generation functions. For example, he
can modify the codes or replace them with his own
codes to mislead functions related to SCADA/PCS,
use a fixed number for random numbers for input to
security protocols, or launch a selective forwarding
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attack. However, the computation power of the adver-
sary falls short of compromising the network manager
and gateways which have reasonable physical security.
Their physical security increases in proportion to the
importance of the domain where a SCADA/PCS is
deployed.

Our purpose in this paper is to design a key man-
agement scheme which is resilient to node capture: i.e.,
a scheme that enables sensor nodes to recover its se-
cure status even after they have been captured and
then released back. Consequently, we are interested in
what the adversary can do both when a node is cap-
tured, and after it is released back. Key disclosure is a
trivial fact; what else should be done by the adversary
to keep control of the node after he put it back to the
field? He will hope that the node uses values of his
choice for all cryptographic keys or keying materials.
For this purpose, he may try to modify software com-
ponents (especially the random number generation
part), and monitor all or part of the subsequent key
update messages. In this regard, we use the following
criteria to classify the adversaries.

e The adversary can read and modify all the software
codes and configurations, including secret keys, in-
stalled in the sensor node.

e The adversary can carry out seamless monitoring of
all the subsequent key update protocol exchanges.

According to the above two criteria, we divide the
adversaries into four distinct types as shown in Figure
2. Type I is the weakest adversary: neither seamless
monitoring nor software compromise; Type 1V is the
strongest: seamless monitoring and software compro-
mise. Type IV is so much powerful that it is unlikely
to devise any practical cryptographic countermeasure
for WSNs. The use of tamper-proof technology will be
needed to cope with this type of adversary, but it is
outside the scope of this paper. Our goal in the paper is
to have a new key management scheme which is resi-
lient to all the other three types of attackers only with
cryptographic countermeasures.

One interesting point here is that the assumption of
software modification is equivalent to that of soft-
ware-based random number generation, in terms of
their consequence in the context of cryptographic pro-
tocols. Software algorithm-based random number gen-
eration does not give true random numbers, which can
only be obtained from a strong physical source of ran-
domness. One consequence of this equivalence is that
it makes no sense to use expensive tamper-proof tech-
nologies while true random number generation not
used. Put a different way, we do not have to bother
with true random number generation when software
modification is assumed to be an easy work for the
adversary.

Seamless monitoring?

/No Yes.__

Software mc;diﬂcation Software modification
possible? possible?

No Yes No Yes
e

S
Adversary Adversary Adversary Adversary
type | type Il type Hi type IV

Fig. 2 Classification of Adversaries: “Seamless moni-
toring” means the adversary keeps monitoring
every subsequent key update message after
compromising a sensor node; “software mod-
ification” includes alteration of any software
installed in the node, especially the random
number generator.

Having identified different types of adversaries, we
have the following concerns with regard to node cap-
ture and the consequent disclosure of all the internal
data of the captured node:

» Past key secrecy: the past keys should not be com-
promised.

¢ Future key secrecy: The future keys should not be
compromised.

The requirement of resilience to node capture rules
out the use of any long-term keys; the keys must
change or evolve continuously over time, with old
prior keys deleted securely. In other words, we require
a key evolution scheme in order to achieve past/future
key secrecy against the threat of node capture.

TERMINOLOGY. To the best of our knowledge, the
terms “past/future key secrecy” have never been used in
previous literature. Similar terminology include “(per-
fect) forward secrecy” and “backward secrecy”, which
has always been quite confusing. The term “(perfect)
forward secrecy” goes back to Gunther [3]. The original
term assumes a long-term key and session keys estab-
lished by the key, and means that the current session
key is not compromised by the “future” (thus, the ex-
pression “forward”) exposure of the long-term key. This
terminology, somehow, seems to have got a slightly
different usage in the context of group key communica-
tion; it concerns about the contamination of a group key
at a particular time by the compromise of an old-
er/newer group key. The inherent ambiguity has brought
a twin terminology: “backward secrecy”. Some authors
choose the term “backward secrecy” to mean “forward
secrecy” called by other authors, and vice versa. To
avoid all this confusion, we will use a new more con-
crete expression: “past/future key secrecy”.
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IV. The Proposed Scheme

Devising a key management for WSNs is not trivial
and in particular may not be successfully accom-
plished by simple adaptation of security solutions de-
signed for wired networks. This is because of the li-
mited resources such as limited energy lifetime, slow
computation, small memory, and limited communica-
tion capabilities which exist in WSNs [17],[18]. In this
section, we describe a key management scheme which
secures communication between remote fields (where
the WSN resides) and the master center (where the
network manager resides) by considering vulnerabili-
ties that are associated with WSNs

The notation to be used in the rest of the paper can
be found in Table 1.

Table 1 Notations used in this paper

M Networkmanager
N ; Sensor node ;
K, . Shared pairwise key between M and N

Sgaly Pre-installed global secret data in every N

K. The i-th group key (i 2 0)

ry Random nonce chosen by entity X

(K\‘[' ,K,, ) Asymmetric igey pair of network manager
{m}, Encryption of message m under the key K
h{-) A cryptographic hash function

MAC, (m) A message authentication code function on m
using the key K

A. Key Management Protocols

This paper focuses on updating two types of keys,
which are the group key and the pairwise key, in the
wireless process control environments. A pairwise key
is shared between the network manager M and each
sensor node N, while the group key is shared among
M and the whole group of sensor nodes.

W) = RN ) T

i
i
|
|
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1) Group Key Update Protocol

Our solution for group key rekeying also exploits
the idea of key evolution using a hash chain in order to
achieve past key secrecy. The protocol uses a hash
chain, #'(s,), where s, is a pre-installed key com-
ponent at the pre-deployment phase and i20 de-
notes the index for key update phases.

As for future key secrecy, we use the reverse hash
chain technique, which was first introduced by Lam-
port [7]. The network manager prepares in advance a
hash chain of length n, starting from a random seed
¢t and ending with the final value 1,:

n-1
ot = )y s by =R b =R

For reasons of convenience which will become
clearer shortly, we write h7(z,) instead of 7, al-
though » is not an invertible function and /™' (x)
can only mean the set of all preimages of x in a
strict sense. Roughly speaking, 47'(1,) is the i-th
preimage of f, in the reverse hash chain. The secret
data, 7,, will be pre-installed into sensor nodes to-
gether with another key component s, .

Now, with two secret key components s, and ¢,
pre-installed within all sensor nodes, using Protocol 1,
the group key K. evolves as follows:

K.=h(s)®h'(1,),i20,

where we define #'(s,)=s, and h’(z,)=1,. Fig.
3 explains the key evolution in the protocol.

Protocol 1: The protocol for group key update

LM—oN: i {7 ()}
2.MeN:h (K)

M, N: update the value of the group key
(ie., K, =Hl{(s))@h(1))

R

e /’rl(s(}‘) S /1‘:(8“)

t

Fig. 3 Key evolution in the proposed protocol
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Any sensor node can easily compute the i-th hash
image h'(s,) from A''(s,) while only the network
manager knows the value of the i-th preimage A7 (z,) .
Thus, it is only the network manager who can release
the preimage into the sensor field. As a consequence,
the first message in the protocol provides the sensor
node with a weak form of signature from the network
manager: the message could have been generated only
by the network manager, not by any sensor nodes in-
cluding the node itself. The check of the preimage (i.c.,
h(h™'(t,))=h"""(t,) ) also makes sure that the key
update message is fresh.

After the i-th key update, the sensor node stores the
index i and the secret data: A'(s,), h7'(¢,) and K| .
Considering the highly lossy communication envi-
ronment of sensor networks, the sensor node may
sometimes fall behind the group key update schedule.
The sensor node, however, will soon be able to catch
up at the next rekeying: it can compute the correct
value of the new group key simply by checking the
difference of two index values — the received and the
stored — and applying the corresponding number of
hash operations.

Now let’s assume that the adversary has somehow
extracted the current value of the group key, K|, .
However, he cannot extract from this the previous key
K" because he cannot compute the value of
H~'(s,) . Note that this holds even when the adversary
has recorded all the previous key update messages,
and compromised all the previous manager-to-node
pairwise keys. In fact, the node capturing and extract-
ing all the stored secret data does not surrender the
past group key to the adversary. This is because the
previous values for A'(s,) were never exchanged
over the air, and were deleted after group key compu-
tation. Hence we can say that the protocol provides
past key secrecy for any kind of compromise: group
key compromise, pairwise key compromise, and the
compromise of the node itself.

The protocol also provides future key secrecy in the
sense that the adversary, just with knowledge of the
current group key K|, cannot predict the next group
key K.'. The computation of K, requires know-
ledge of 4 *"(z,), which has not yet been exchanged.
In the next step of the key update, the adversary, with-
out knowledge of the pairwise key K,,, , will not be
able to obtain the value of 7" (z,) from the protocol
message. In fact, the pairwise key compromise alone
does not lead to the future group key compromise; it
will only happen when the adversary captures a sensor
node, thereby extracting the hidden component 4'(s,).
Hence, the protocol satisfies future key secrecy in the
face of group key and/or pairwise key compromise;

simple delivery of the encrypted value of the new group
key, as in [10], cannot provide this kind of resilience.
The protocol will fail to provide future key secrecy only
when the node is physically captured. Even in the case
of capture, the adversary should listen to the key update
message to extract the future group key. Furthermore,
when the pairwise key is updated, any adversary of type
L 11, or IIT will not be able to have any knowledge of the
new pairwise key. This, in turn, leads to the adversary’s
failure to have any knowledge of the new group key
established using the new pairwise key. Hence, we
achieve the future group key secrecy even after node
capture, as far as the adversary has no ability to modify
the software codes stored in the node.

The protocol uses the pairwise key K, to en-
crypt the i-th preimage 47'(#,) in the first message,
and also to provide key confirmation by computing
keyed hash of the new group key. This is in order to
rule out any compromised or suspicious sensor nodes
from group key update.

Our protocol, however, has one limitation: it is vul-
nerable to a kind of collusion attack. Assume that a
sensor node was captured at a key update phase 7,
and another node was subsequently captured again at
the phase i+10. Then, the adversary can extract all
the group keys for the phases i to i+10. Of course,
this compromise is limited to the past keys, not the
future keys. We call this attack “sandwich attack”
which will be considered in our future work.

2) Pairwise Key Update Protocol

Protocol 2: The protocol for pairwise key update

.M —>N: i,{h'@1,),g" }K(,-" # broadcast message

2MeN:{g Y, s he, (€7.8)

M, N: increment the group key index from i—1 to
i, and update the values of the pairwise key
(ie,to K, , =g™"™ )and the group key (i.c., to
K.)

Protocol 2 shows the rekeying protocol for the
pairwise key shared between the network manager and
the sensor node. This protocol is based on Diffie-
Hellman protocol which has recently become not only
feasible on resource constrained nodes, but attractive
for WSNs [16]. The network manager M first gene-
rates a secret random number 7, , and computes the
Diffie-Hellman component g™ . It then broadcasts
Message 1, which includes the index i of the next
group key, and ciphertexts of the next group key com-
ponent 4 '(z,) and a Diffie-Hellman component
g’ , encrypted under the current group key, K.'.
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The inclusion of the group key index i in the first
message enables each sensor node to check if it keeps
the current value of the group key; if not, the node can
request the network manager to send the latest key
component h7'(t,) . Thus, the group key rekeying
protocol exchange as described in Protocol 1 can be
inserted between Messages 1 and 2 of the protocol in
the case of group key index mismatch.

After retrieving the plaintext of Message 1 using the
group key, the node checks the preimage if
IWh™(1,))=h"""(¢,). This check provides evidence
for the node that M has really started the pairwise
key update session. Considering that Message 1 is a
broadcast message encrypted using the “group” key, it
would be simply impossible to achieve this evidence
without using the preimage as used here. Of course,
using digital signature/verification is a different story.

Now the node constructs the second message of the
protocol: it generates its own Diffie-Hellman compo-
nent g™ , encrypts it, and generates the keyed hash of
both Diffie-Hellman components under the current
pairwise key K, . After sending the messageto M,
the node computes the new group Kkey,
K., =h(s,)®h(1,), increments the group key index
from i-1 to i, and computes the Diffie-Hellman
key g™ to be used as the new pairwise key, while
keeping the hash (K, ) of the old pairwise key and
safely deleting the old key.

On receiving Message 2, M decrypts g™, and
verifies the keyed hash from N . The inclusion of
g™ and g™ in the hash provides A with confi-
dence about the freshness and authenticity, respective-
ly, of the message.

Use of Diffie-Hellman key agreement for the pairwise
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key update provides the past and future pairwise key
secrecy; the key inputs are temporary randoms, and thus
no relation to the previous or next key inputs. Even after
node compromise, if the attacker is not able to modify the
software codes in the node (i.e., the adversary of type I or
I, or if he fails to record the key update messages (i.e.,
the adversary of type [ or 1I), the node will escape from
the control of the adversary to recover the secure status.
Thus, our scheme satisfies past pairwise key secrecy for
all the adversary types, and future pairwise key secrecy
for any adversary type except type IV, even against node
capture and its compromise.

IMPERSONATION ATTACK. If the adversary is in full
control of a compromised node, in which he installed
his own malicious attacking software, then the adver-
sary’s node can still impersonate M to some other
victim node, succeeding in causing the victim to re-
ceive a fake Diffie-Hellman component, say g”. But
the attack is limited to that. The attacking node has
only two options when receiving Message 2 of the
victim node: (1) forward the message verbatimto M ,
or {2) cut out the message. In the former case, M
will get not the expected hash A, (g",g") buta
strange one A, (g%,g"). In the latter case, M
will see no response from N . In both cases, M will
issue Message 1 again through the unicast channel to
N, which will finally lead to key agreement between
M and N.

DELIVERY FAILURE MANAGEMENT. The delivery fail-
ure in the WSNs will lead to key mismatches of group
keys and/or pairwise keys. With no long term key avail-
able in our key update protocols, key mismatch is a big
concern and should be handled carefully. Simple re-
transmission of the protocol messages is not a solution;
it may open the door to replay attacks. Moreover, it may

" encryots < \
Sleges g \\
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e
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Fig. 4 Relations between keys and keying materials and the significance of node compromise
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require the sensor node to go back to the old key even
after it has successfully updated the pairwise key. Con-
sequentially, the node must keep two keys at the same
time: the old key and the new updated key. Our solution
is to use key evolution here again. Detailed description
of the solution is omitted from this paper.

B. Putting it all together

In our scheme, the pairwise key is used for secure
delivery of the group key update information in Proto-
col 1; the group key, in turn, encrypts the Diffie-
Hellman components to establish a new pairwise key
in Protocol 2. This combination helps the sensor net-
works to recover its security quickly after some sensor
nodes are captured and their keys are compromised.

Fig. 4 illustrates how all the keys and keying data
are related to each other as they evolve over time.
Note that no keys are delivered over the air; only their
keying materials, such as 47'(f,), are exchanged or
even never exchanged over the air (e.g., A'(s;) ).
Thus, unlike the scheme of Nilsson et al. (see [15]),
the pairwise key compromise alone does not lead to
the group key compromise, and vice versa.

Using the inverse hash chain as well as the hash
chain, we achieve both past/future group key secrecy
at the same time; furthermore the group key update
message provides an inherent message authenticity.

Both M and N contribute their Diffie-Hellman in-
puts to the computation of the new pairwise key, and thus
the adversary can not determine the future values of the
pairwise key even after node capture and the resulting
compromise of the built-in software, which was not the
case in the scheme of Nilsson et al. (see [15]).

Carefully designed with node capture in mind, our

Pairwige key update

scheme does not surrender all the key components
required to retrieve the past/future group/pairwise keys.
Only the adversary equipped with secamless monitor-
ing and software compromise (i.e., the type 1V adver-
sary) can keep the control of the once-captured node.

Fig. 5 shows how the node recovers its secure state
with the help of the key update protocols, after it has
been captured and all the keys in it are compromised.
Without seamless monitoring (i.e., adversary types I
and II), the adversary will soon lose all the control of
the keys. Even with adversary type III (i.e., seamless
monitoring but no software compromise), the node
will eventually recover the secrecy of both keys. Only
for adversary type IV (i.e., both seamless monitoring
and software compromise), there is no path available
back to the original secure state. We argue that a non
cryptographic countermeasure such as tamper-proof
technology is additionally required to fight against the
strongest adversary of type IV.

V. Conclusion

Wireless sensor networks (WSNs) has brought de-
vastating security threat: node capture. The threat is so
powerful that almost all existing key management
protocols are just helpless because it overthrows the
fundamental assumption for cryptographic system
design: long term secret keys are securely stored. This
is why so called forward secrecy and backward secre-
¢y are required in cryptographic key management pro-
tocols for WSNs. Both terminologies are rather mis-
leading and confusing, and so we propose more proper
ones: future key secrecy and past key secrecy.

Nilsson et al. [10] have recently proposed a key

Group key updals

Frotocol

7

.

\»

Gr‘CIUP key update

Prolocol
. Captured -
/ Group key not disclosed - e N/
\. ’ >

Pairwise key not disclosed

el ‘ N ‘/,f Frotocol
Group key disclosed \\ Pairwise key updats
Pairwise key disclosed  J Protoool

b
CA,

.

77777 -+ Not monitored
» e [RONItOFRA & SW Not compromised

smmmmend- OnitOred & SW compromised

Pairwise key update
e

Pairwise key disclosed L

/ Group key disclosed N\ﬁ
Pairwise key not disclosed ~ /

s
: > Group ksy update
5 ‘,x Frotecol

|

\; Pairwise xey updale
/ Frotocol

!

Fig. 5 State diagram of key disclosure



international Journal of KIMICS, Vol. 7, No. 2, June 2009

105

management scheme for WSN applications in
PCS/SCADA environments, which was incorrectly
claimed to provide future and past key secrecies.
Some proposals (only for pairwise key update) pro-
vide past key secrecy, but not future key secrecy
[8],[6].

We noticed that any cryptographic countermeasure
alone cannot prevent the most powerful adversary in
the WSN context; he can capture a node to extract all
confidential data, modify any built-in codes, and
seamlessly monitor to keep control of the node. This
kind of attackers can only be fought by using tamper-
proof technologies as well as cryptographic ones. The
assumption regarding this type of adversaries, howev-
er, is by no means the most usual or reasonable as-
sumption. Seamless monitoring requires the adversary
not to lose every single session for group key or pair-
wise key update. The task of modification of random
number generation codes will add another burden to
that.

In order to measure the resilience of key manage-
ment protocols, we derived four different types of ad-
versaries varying in their capability with regard to
seamless momitoring and software manipulation. As
shown in Section 3, Nilsson et al.’s scheme, contrary
to their claims, turned out to provide neither past key
secrecy nor future key secrecy against node compro-
mise by any type of adversaries.

We applied Lamport’s reverse hash chain as well as
usual hash chain to provide both past and future key
secrecies. Our scheme avoids the delivery of the
whole value of new group key for group key update;
instead only the half of the value is transmitted from
the network manager to the sensor nodes. This way,
the compromise of a pairwise key alone does not lead
to the compromise of the group key, which was not the
case in the scheme by Nilsson et al. The new pairwise
key in our scheme is determined by Diffie-Hellman
based key agreement. As for the scheme of Nilsson’s
et al., it uses key transport, not key agreement, where
the new pairwise key is determined by the sensor node
and then delivered to the network manager by using
public key encryption. This has brought a vital flaw to
their scheme.

In short, our scheme provides a very strong resi-
lience; both past and future key secrecies against node
capture by all the adversary types except the strongest
one, Type IV. A sensor node attacked by the adversary
of Type 1V, in theory, cannot be quarantined by a cryp-
tographic method alone; a non-cryptographic coun-
termeasure such as tamper-proof protection is needed
together.
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