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ABSTRACT

The CRT-RSA cryptosystem is very vulnerable to fault insertion attacks in which an attacker can extract the secret prime
factors p, ¢ of modulus /V by inserting an error during the computational operation on the cryptographic chip. In this paper,
after implementing the CRT-RSA cryptosystem, we try to extract the secret key embedded in commercial microcontroller using
optical injection tools such as laser beam or camera flash. As a result, we make sure that the commercial microcontroller is
very vulnerable to fault insertion attacks using laser beam and camera flash, and can apply the prime factorization attack on
CRT-RSA Cryptosystem.

Keywords: CRT-RSA, Fault Analysis Attack, Optical Fault Injection, Side-channel Attack
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