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ABSTRACT

Differential Power Analysis (DPA) based on the statistical characteristics of collected signals has been known as an efficient
attack for uncovering secret key of crypto-systems. However, the attack performance of this method is affected very much by
the temporal misalignment and the noise of collected side channel signals. In this paper, we propose a new method based on
wavelet analysis to surmount the temporal misalignment and the noise problem simultaneously in DPA. The performance of the
proposed method is then evaluated while analyzing the power consumption signals of Micro-controller chips during a DES
operation. The experimental results show that our proposed method based on wavelet analysis requires only 25% traces
compared with those of the previous preprocessing methods to uncover the secret key.

Keywords: Side Channel Attack, Differential Power Analysis, Correlation Power Analysis, Wavelet Transform, Multi-Resolution
Analysis
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