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A Study on the User Authentication and Key Exchange
Service for Group Environment

Jin-Wook Byun®* - Su-Mi Lee** - Dong-Hoon Lee***

M Abstract m

Over the vears a password has been used as a popular authentication method between a client and a server because
of its easy-to-memorize property. But, most password-based authentication services have focused on a same password
authentication scheme which provides an authentication and key exchange between a client and a server with the
same password. With rapid change of communication environments in the flelds such as mobile networks. home net-
working, efc., the end-to-end security allowing users to hold different password is considered as one of main concerns.

In this paper, we consider a new authentication service of how each client with different own password is able
to authenticate each other, which is a quite new service paradigm among the existing services. This new service
can he used in the current or next generation network environment where a mobile user in cell A wants to establish
a secure end-to-end channel with users in cell B, C, and D using only their memorable passwords. This end-to-end
security service minimizes the interferences from the operator controlled by network components. To achieve this
end-to-end security, we propose an authentication and key exchange service for group users in different realm, and
analyze its security in a formal way. We also discuss a generic construction with the existing authentication schemes.

Keyword : Authentication, Different Password Authentication, Group Service

=EENY 12000 028 09Y =2yt g 200904 068 049 =RAMENY 20004 068 09
N EE LT FEREL]
o FgRetdTl



118 WAL . 0]4em)

1.4 &
FolAE A AFE 71eS 234 AHY, 2t
d, A" Avdx Fo2 dEHE A o
-

A Ve 348 e B i
olgt HEo] Atoju] &2 EAG 2& Wit AL
o WM3E oA Sivh (el ARFH A%
FHAE L Al A ole A 7lEes bF
A eds B a7AES Tishe
RL B o]F Haf ¢Falstar A&A A IT
M|z Zgo] Bastet, A fHIFE 2 Ay

& ALBlolM FEH OB HE HE V|ERE 2D
& Holy A2 7, 43 4% ¢ AAx )
&, 7MY 71E, AR Vs, Avla 944
7, HQb B Zepolmal 1)‘%-011:}[1]. A A
02 MHAE AY B ZHgME 14 HolH
A

o AY 7|&, AvAA 71E Fo] =834
ojs} tlEo] Nujzo] et ¢hAA, MBS
=

7l B AF FAE dolEY dg #A & ¥

ASA e Fasit) o8 5o HRET A
Hla7h BAE A 2 HFE Aulad AEe A
BYE gre) PG o8] FT 4F F§
T AE AR, o

2 Zobo|HA] =& AR
(Adel x-file) B2 Q18IM ARBEF Mua=
Au] 2 HAFEA A WA rEEojof & P4 A}
FoZ P =Yt

AAH IT HAFE S0l ¥zl »Bgsofor
& JERT Mulzde FAAM AF, A%,
71840l Atk 1 Foll 1% MulaEe Auivt A
Fahe ThFE Az digk 248 Boin
2 U2 Fa% AHET Mulxolt) ayog
AF A 7lEd 71€9 ks 4E, s
9 2& o5 Erd nE]”lE]B(pnrnltwe) £ olg
sto] Fo] ZA MA

A5 AMulx F 7P de] 2ol gl V)&
H2A= QAF 7|Eoltth Hargs AHA7}
71847 Helsithe a8 R A 4 IT 84
S SEtolAE-AH QF An)2of WEg)

[.

a8 rlo

[¢]

g ARgd Aem gAgh. ARt 4|t
Helstrhe AR sj29ert desojx)=
o] AL o2 4TS YultEE FHA
AbRE A (dictionary attack)} S £o]8tA sh=
SHE Ak o)y g AbdE 4] AdHE 4

)

OH

=

St HAYE QT iéh‘lL A 3 FA g
A BEAY A= AT o] 7129 Bl
ATHUML, 5, 18 24]. HZole FFAMul= A

oAl ARgAE Q1F, WIAIR] 71EA, A A
258 B AFshs ZREZo] YA B
A& A FAdch

ARl e, FEg 2 dF MEaE A
T3] HEiM = A Y 7] a3 ZREEZo] A
Hojol dit} 7] w¥ TREZL okHsiA] &
A e 84 3t BpE g sk
= F /\}%Z} 52 1 o9 AMgAlE] ¥
vig 7] gE @ FUEs & £ AAE
vEy) gEe ”JW 9] 719N ATl AE
g7 ¢35 @agE(d 1 3DES) 4/HE 3
2 AR &g mARY] FAd 2 AF(MA
C : message authentication code) & % 37
2 ARgEr o)gst 7] Wi Z2EZ AL4xR)
E 9 Hg BAE FESe 95| BR
A 71E Psec, SSLE# 2& ARBI A
2 ARED ] A Ver @ AT vk
& AbgAte] 7] Thed HAYEE o] 83
A5 2 7] wEE FA AT ALYE QF
71 JL@(PAKE : password authenticated key ex-
change) 71&°] A4 Q1% 2 HlE 7] g &4
= j,]3]. M%;{%cﬂ ﬂgi oo ,d./\?o w3 glo
o, Ak FA ebdsta E4%<Q PAKE 228
744

0
50| 747 v ¢35 5 7itez &

£y

;Srloogg

FEoAM dgHolAE dFE] PAKE 28
F& AR A Al FE TS



word authentlcatlon) L= Oﬂ

}_u = M
tH18 13, 15, 23, 24]. &, SPA 2H& AL&xl9}
AEzte) U8 el B8 9F 2 7] @

g5 AFs

Challenge

. Response ! Server gw.
Common Session Key i

Same Password PW Same Password PW

[22! 1] SPA ZHQ| IHAYE ol= up

Bellovin# Merrit= SPA 2do)A 2]& o2 A}
AEAe ks EKE 278 A¢slgd =), o)
SPA B9 o|F @ AFAREY 7%} Hu
ATH18). # <, Bresson & ALgA S0 59
HAAEE TRt Y FdolA HArge
S 1% Diffie-Hellman 7] w3 Z2E2S A
aFSATHI2L.

Bt MEf) A9 Ad-hoc MIEH =S} 2
A g e Wl o3 ARgAple &
2 A 42
9 2879 390 922 sﬂ F AbgR
Az te Ragss 01&611»1 %9 7]
2 sk S0 £ mwwu 20, 29]. o]
DPA(different password authentication) 5. @e]
AHEAFES Alel MR T2 fAY=E o
of Ao =gs ol FF9 A 712 1
At} o]z g DPA R B}l AL wn
< Q3ke BHkd FA M ALEAE 7H9 Qb
TG QT ad d7¢ HeeA Ated

i
©,

e

rlo

R

ol 2 o o oo Rl oo

Bl omn

_YE

rEOHMIHOb_AIE

_\1

DPA Zd2 [1¥ 2l9 [2F 3o el gi%o),

A48l °§°—%°l FAT B G} ol ¢
49¢) DPA #7408 FRAL A4E 2
7] ﬂ@—g— Aakz AR FAR Aol 5

P
>
N
)
nj
e
D:
[+
2
ro, o
fi
>,
d
)

PA TAE AE317] #4), Steiner 5-&

olegt
HEom dd AHE o] AR fE fags
E 71 F AREA) 25 A 718 384 3
% 3-Party EKE Z2EZS A9rstgiti29]. &
Zo= WAL So] B 9o 84 2 gE 9o
Ao C2C-PAKE(client to client password-

authenticated key exchange) ZEZEZE A3}
Hom ojof diat kAR BAEgint

Realm A
pwain DB

Reaim B

SK




120 HAs -

1.2 =29

OH
e

g7y

AEARIES] Q1% 2 7] WIS Fstaa &
H MZ O H2Y=E VI JE A7) o
HEo|t} 12l DPA ®do] SPA Zdlnt}
U F8E7F 22 9F Bdolth ggo] A
o] f-u]FHE A (ubiquitous) SAdE QA oTiA
1 Q1F AH| 27} o] Fojxfof stE R DPA B0l
Bt} g8A40] T 1S AuAR F5 S
ot} kAt X F71A|¢] DPA #d A& F
EAE A FeEAT =, DPA #7439 1
B3 (54 AHEA7E gl Aol i Ay
ol =) Ayt A& 5o, FA FHojapr}
38U (n=3) Z$-5 a8 BA F AR A B,
C7F t&(daum) A¥, dio]|¥(naver) M1 2% F
=(google) MWDol 2+7 th 2 A9 g 7pxjn
TEE A VMRS W, o AMAES
A% dF 4 7] A ZREF Mnj2rt BRd)
t}. o] AR 23 29Ql 71E9] AR (1]
oS dukshE 1F AH|2oln], ZAY A
EQA QF Mujzd g &89 Aot} o)
o 1F #HY AFE aF A ¢ kAA
2ol B3] Wi &Y HHdAE AY
A EGA7IE Aol 23 418 Aol ofyrh
Bt 22 EF] AALE kA BAE YT obA
A pd 729 dag dug AA 37 8ot
2l 947t g aeEojA ok gl

B =RdAe bdF 99840 15 AHA
Eol AZ g& JaYsg /N 435 9% 4

7] wgko] 753 TREZES Aottt oo

oz o

-

olE 3 7R AGHAH AFH 7] 2
2 EZ(AKE : authenticated key exchange)S
Ll ) s Ao 1) e S R A L))
2 ER3te AHEEA da A+ ol H 5

=

1) http://www.daum.net, http://www.naver.com, http;//
www.google.com.

o

ofy |
r2 of my ofN ofy

T AT HA Fofl diaM EAE 1 F,
G FHAMY 1F AHEAES AT AT
7] 2% T2EFS Aoslau AgE TR
& o 433 A S o83ty
23 1

[+

rot
£
(e
o
53]
=)
)
[
)
=
g
o
-
N
o
o

92y 7] Wk ZZEZ(AKE : authenticated key
exchange)2 Q153 7] nlgko] FAJol] o]Fo)x&
Z2EEE on|gth o] Fox e AA7HA AL
¥ AKE Z2EZS d7 AA}E A9t dF
2 7] 2gE d3hs ARAES A4 9 AR
(secret information, authentication information)7}
HEE Al Fa sttt o] H[E AR e et H|
2 7] 7R 7] e 71, 2= 7N 7] #@e

719, stelB s 7] #e 7HoR ettt slo]
BEE 7] # /PP A2g=9 HdE 7] B9
NS WA AHEshE UFE 7] TRE

2.1 8|2 7| 718t 7| 22| 7™

vy 7] 7]4k 7] #8782 PKl(public key in-
frastructure) 7| §-& A3 AlgstA = 2dFH
7] 1&g 7)otk & oA A7) 7w 43 7
<(o : 3DES, AES)E& |83t me $&&
BARS & ek o oAl Y Hsymmetric)
7123} A 2 2l (asymmetric) 7)€ 2 W) o]
o gk AR tgF 2



F 39 A4 Q1% 2 7]

P35 MulAs TR ES o7 121

718 WEol Wi Wielth AR ge /&8
o]gstg AAE Tl AW AlYe] W
Holt}, ®3 Diffie-Hellman® 7+ 717
Z1Ege] EEh AT FATI, A,
1ZA 9 728 PKI 7|45S 273l Ao

ojyel, L2 EZA Diffie-Hellman 7] %9
g FE 37 dAFue(gE
ARA g, YA Azl p) gt AR E PR
71¥9] PKl 7| ER e 78 9 At v)e
el A R g&Ao)r}, FnE-H [4]eA4
%9 Diffie-Hellman &747] gelv]g) &
o83k ad-hoc 714ke] 7] #e] 7|HS A
/\]3}@"4 131‘?‘; H]EH%]@]?_] 7| N

Ny
A,:
j}i
=
a
i
&
O
ol
&
boi
1 o
il
e
)
o

o Agt=oiziomn, o714
7 9 Aok @704 7] ngg
Bol &85 1 Yt 1993del HEow

of tiA#R] 71 7]ute] gk kA ‘j““(security
model)& TEHoIR oM, o]F VHtez

Ade ZREZBY S FEFon T o}‘ﬁ
HHI7) 19959 o] o] ZREZ
A PR AN F, Auizt 3
T OAAZE et 2UF g g A F
3hat gl el F A zhel bk 1%
718 VEE LREZS AoketYtd) o] Hofd
A olsre AL nQl AL 840
T g 2849 ZREF Ao}
AR ol ER pA g §/EYE wel @
EfE eHs =g SoluA 7ALE

>
lo
ol

2

2.1.2 8] iR Fel 7l& 7k
v oAl Zuk 9% 2 7] w

= g 712 PKI 7|
o]-&-3}l Diffie-Hellman 7]¥+e] o}l# &

= T
8ta] 7Hd 2ol 71bste] A E AT WA PRt
(two party)olx] Z2EZL2 MTI KEA, Unified
Model 52 ZREZE0] AdHAHHT]. 38k
=9 Al HRESE 7T, PN S E Bellare-
Rogaway 2.2l 93] 340 o]Fojxt}) 1}
AF B4 o) A = Bresson 0] 2001 %)zt
Diffie-Hellman 7] 3 7[HE& dxjztoz 33
gt Qs % 7] 7IMS AL
TUE el 918 ZREZS FAY
skl A st on(14], 20023 =l E &
EH(standard assumption)ol] 714kt 15 7
HE AL A AbeteivH13]. 2003
o Katz9 Yunge A9 &2 58 7HAe 1§

N
a2 }-F% |
N oo e o o

rhok
o,
o
fetl

AT

N

w71 E Ao R AAstd e, 1 ol
HEA T2 A5 428 MHe 2F 7 1@
7IME AR BA0lA AASSTHI). 200490
T Aod ol tAt @A A Fgess
el TREZES 5540 RddA Aketd]
tH10

ID 7]¥t 7] g TREZE A A HQl 7)%d)
Z3HEg D 7)W d5E ARRAF o]E [P F4,
HeNE, olud FAERE ALY I E
FEoto] Ao RN JIE AT FTY A

A #eEe] £AE &
E‘r[19]. O] %Li 71

¢

= %:_'-0]:01 E}. 2005Lﬂ 9 McCullagh S Q2L
7IHE A7 7] wE ZREES Aeksih A

220043l FH g 52 A7 390 $A A
A GEEE Q3tE TREZS Aokt 3



g ¥ 77 Dasi,
2.2 IiARl= 7| 7]gt 7| 22| 1Y

A= A dFAA 7leH v A<
<2 et diZA Ve AE B F
o H2feg vE FHHA FE AA 7

srEojlle Tlgelth =Y AMEoA A
SPA Ed& ofugith v AR 7]&e MAE
el M2 e H2Y=g vE FR3A 359
AR 718 w50 W& 7]seH, DPA EES 9
wgtth, 933 A3 ad-hoc B3 (ARY 2
HARL) dAME AAEC] TLT HAYEE A
i vke 7HAo] HEAAY £ ok 1Em
2 HF Mo sf]le] kA
O d2=g o] ggrie SHnt ¥
< o, WA Q] 71%¢] ad-hoc IEHA & F
Wate A vEA BAHA &
71eolg}t & 4 At

N

m o eok i of

2.2.1 tAAQl 714 7]¥H(SPA E9)
992d %= Bellovin® Merrit 7} ﬂ%oi 22
= 7)dk 7] a8k 719¢l EKE TR EES AA§
HATHTL. o] i+ B fAags st 71 g =
EEFEY HANY A Y82 HALHAR T
Atk 20000 %e] Bellare 52 EKE Z2EF9)
HAY HdS Ao Hojd Hdg ngoR
EKE Z2EFo| ¢t $hE A% Diffie-Hellman
7V3& 7IWo.2 dlo] FEH o2 nTi{15]. 2001
A%o) Bresson 5& EKE Z2EZS Azt 87
o2 gstoii2]. shARE FaEd12]e] =2
EZE 875 SR E 7 AFEARY Fof ofE
ojo]x] &34 (scalable) o] Al #3HH W] E 87 o)
o] A& 2l 9t3 (ideal cipher3)E 714 dta

—

Aol EEA Mo dHHE FPe} &

A& A3 go}b Uk

2.2.2 ¥} ¥AQ 71¢ 714H(DPA u:g)
H i A2l vlee #2 fulFEs @

=i

L_ ~

BAEA 71ao @Ho R Qs B2 BHS ‘?:Lil
9l Folo|t} 1994\, Steiner %% ii%gi o
=

=

AA
d AHE o] &3 Az HE
AR BEY] AR 718 BAsHE 3-Party
EKE Z2EZE AdatAdrh29]. s Ding}
Horster¥ 3-Party EKE T2 EZo] ZHAHXA ¢
+ 2gkel APAHF A (undetectable online dictionary
attack)oll # °FghS R PH22]. =3 Lins 2 3-
Party EKE Z2 E3o] Qxgjel Apd-5Ae] Fof
& Hyon, 252 AW FNTNE AHESEH
Ao o=l B ANAHA & AdFT A 2
LSH-3PEKE Z2ZEZS AQstdoH6]. kARt
LSH-3PEKE Z2EZ& AHEaHEC] AW F 74
715 oA, Flste FIHAQ] &Y S Fukdith
olofl Lin 5 MW F/471& 8= 31X g1
el F T4 7% MZ2 LSSH- 3PEKE Z&
EZE ARBIAHZY. Hode ML 5ol s
o A7 o oo FHoA9 C2C-PAKE (client
to client password-authenticated key exchange)
EZE Asta o, ofd it HAdE ¥
2 o Z(informally) #A3t¢ih [1, 201
zd[ 0] Z2EZ2 o|F AFA AHA HoRH
(28, 25, 30] WA [30, 5] =wolA[20] ZEE
Foj Aol A} kA FS& B, (28]
XM= [25]01]/‘1 NEA Aotd Z2EZo] UKS
(unknonw key share) &4 ¢+H3x] 24 1
Ft E3 UKS A0 Hddt Z2 eSS A4
Astdek. o] Eok s e Haw) o

1
4o
l
il
N
S
2

O, r—{u oﬂt lt:l

3) g 299 dojrt 43 e dohY permu-
tation ¥4*(random one-to-one permutation)®]t}.
4) tAZA 7l& 71NbiAE AAEe] 389 vE s
AZsta 7] dEo] AAZAA 4/E2dE &
P& 1 AAEE Hd 2F EE F g 9



2% &S A QS H 7] W AEs ZREE AT 123

. . Provable Security
n = = !
L 3 e e 2} Round | Dynamic security model
2-party 3 - Yes Standard
Symmetric 3-party(S) 5 - Yes Standard
N-party(S) N/A Yes ?
H™7] 7]k 2-party 3 - Yes Standard
Secret key Asymmetric N-party(S) 3 Yes Yes Standard
N-party 3 Yes Yes Ideal Hash
Asymmetric 2-party 3 - Yes Ideal Hash
(ID-based) N-party 3 No Yes Ideal Hash
2-party 3 - Yes Standard
Symmetric
N-party 3 No# Yes Ideal Hash
g 7] - , -
Password 3-party 6 Yes Standard
Asymmetric wd 3 No Yes Ideal Hash
N,
A FEEpE
2-party
sho] B 7| = 7] Symmetric AFHA %S
ak N-party
Secret key 2-party 3 - Yes Standard
+Password Asymmetric
N-party 3 - Yes Standard
) 2-party © YA, 3-party @ AR, noparty : THARZE, provable security ¢ A/ FH 4 F, Security Model ©
AR FH EE, - AgE Z2EZ) §12.

oJ2AQl Htk ol o]FofH ) 2004d0] Abdalla GE)F|AE P A(N-party EKE-M Z2E &) A
5o 7Ee G A7 AAYE AW 7 wd Zw ol HEEL
B2 Ao slo] A7t BANA 7] @ = M A 7% Al 24 5 AR o
SESS T Qurel AN Ba A AsAlsl vl otk WA, ofe A8REe] ol
& AAHT, BN ol T AWA 7 sl 18 DAl BE AF 2 7] wE A
qWe 18902 TARATIL W40 TR AE AT TS AAolth EAE A
B BAANY ARGE ALAZE I8 A 2 9w A ZREEs] dude FHY
& gse] AHolAT. & Vo Juse] Al = Aol
oA, b SUAAE B A
oA TNparty BKE U =2.52) the s 23 50[22l= 7| 7|4t 7| ma| 7|
: —— Solnel 71 A 2 Yl ek
o s WA aAA) 7w Aez Eamd 9349
= 549 9Ae naad g e A R v 7] AEe B



2.3.1 A9 7)< 74t

ofX7hA] H] A AQ] 7|&o] FZ o]F 1 2}
o, gAY 71EL 014 Od?ba L7 1= ]
FEE AMHE §

2.3.2 8] tiHHel 71&= 74k

WA 71 71E2 FE AR 718 e
A AAEC] A=Y= F2 v 715 o] 43k
A& 50, At R Aol A ool & A} o]
9 wths g X} < 73 de AAE T
°ﬂ Ae e A3t FsAk Alokd A}
7}74 AR ARE A Ent gb)s)

A9e 42 AAE PRI 7168 o83 + ok
oel @ 7o) ol Est A8 4 U UE
Aol gopolut, &, sfolnels e WFEAQ

{(unbalanced) YE =4 ALgo] & 4= Qi) 1999
el Halevi 9 Krawczyke #-&02 o|# 3t 3t
oA 7] nE TREZS MAsIgeH, 1 o
RS SsIATH24] =8 2000 =0l &= Boyarsky
7O AMRF o= 9o ZRERS G5
AoHs) ¥ #E4U MEY=Y Jubel o2
Eupd T4 B0l F 4 gtk & wnld g gt
AL Aol dujHon TR AP ¥
Aehs @AotHU] Z2EZ R Az 29
oA t] Z&A TREZE Buld $7e g
AAsRE Aol HZ olgroltt AF7HA =g
A5E 7] N3 TZEZ A3 Jd7ERE <F
1> Y Sl

=2

3. AEHE 7INE a5 39 kA
4 =4

492, HUAE Belalo) P, EEEF B
A%, AR 58, 14 dnAEe HelAnh
HAY mde FREAUS 4B WA

3% 22 w2 a5, (5 29E

ofN

& S *élﬂﬂﬁi‘:} OI% n-171¢ /‘1i
e Y= @Al A W

3.1.1 &z}

FERY 22EF Foqxprt EAE AR}
(Clients) A1¥(Server)olt}. ID = ClientsUServer
g #g W, IDe o Halx gx 3k 13
ol snta 7Ptk AW S & 9 AHE T
AHoy gla, Cients={c,, -, C,_}& A3
o zk AR ¢ vl 2= pwid SRS
Qom S 2l dolHwolze] HAafegn
Aty ok ARl C Y] nE T2ES
ol W A = glon, Cof s I
T2eZo A JAEAE .2 ®7)30h

o o e

daelF
she ZREZS U A 7l o gue
F450f ek

2w

0

o
R

oiN
o
it

29E A guElE GPW: gdeg *

gobr ARl CES A=Y= g &
Haoh & k= ¢HA sErE el

« AHEA 55 guEE RV 24" AHAE

%@EE Wobx Ztzkel ALgatgel gat
2YESES AH Sl FEd

. HW 7] "4 ¢xueF GSK : 24E At

ru1m :“.:



5% QYo wobd Ao w52 Wolx]
A8AES BE ALASE o §3o] FF
o A4 A% el e,

2 =EdAe HEYD Adg o83y
EE 7AYEY dgts 24T F e %
THATE s P A el 1,9
AEA HEE 5 9lon, sesE dee
< 8ot o 2.

I

2 o

£ T o

&

* Send(7,, M) : ol 2&& I, oA WAR)
& ALl Send Ao ¥FEA AV =

EEE YA AR ol Al HAIAE Ag

e TS mds} o Zoth

Reveal(77,) : o] &

sk g A 7S

» Corrupt(Z,) : ©] A S Safe] 2AAE A}

2 GO W Aei(state) @t 22 HE

& g va P e

* Execute(Z;, 11,):°] 4
EZY AYE g = &
AAE 5Es} 3 Zlolth FAKE o] 4o
=

4

g 53 AAS o F 1,9 1,9 ZEE

Rtt,

SENEEE D
A2 o H29=g SR

el
et
o
o,
&,
[

L W79 AR} Al d 7] wEt Auls Z2RE g7 125

0
Iy
e
ofN
=
N
=2
e
[l
!
.
il
=
pu)
o
[-'O
2
oX,

[o

o] ¥4 ol (advantage) S 453
s} e AL mys] 2z ZAA A7t
Test A5 AL uf, AL FHAIAIE T3

=
A" HlE g bE TEU wref

°F b=1°]
AR 718 AR A HEsta, b=00]

F23 ARlole M3 o ZRE2e A4 7]
He FAGE FAR Ad ol@e B A
Z ool thes} 2ol Fejent

Tk Advit (A, 7) 7Y ZE S82 b A
sAA taA FAE 5 9= 82

o]
A o Folxl ZREF pi= kst wi)

(E 2 F 7
% 7 9] A
Ub Al a0 87 5o geole
Bob, Carole, (B 1<i<n)
David, Eric T
%ﬁg)i)’lg(‘g’ AHEA} U, Alice, Bob, Carole, David,
’ ' | Eric® identity(H, 1 <i<n)
(D), IDE)
Ubl, DWa, | 15 Ajice Bob, Carole, David, Frice]
pwh, pwe, | o
pwd, pwe -
Ex PP XE o] &3 A7) g5
aoH 4384 4 (o, SHA-D
P ", H {0, 1)'~{o, 1}
verer. | AHEAZE Clintse) $@ AMgAHETH
et a8 AHAE W) 9% g

4. T2 EIF Aok

B A e 2 UE Ay es pd aF



126 SR

B9 AHEARE e A3 F B 7] us ZRE
Z& AorEt) M T2 EE A58 8 <E 2>
o Sle B718 AH&dth Z2EZO AL

S5Ho® 7HAsta AgAtel AMne] Hghe 2}74
Clients ={ID(U1), ID(U2), -+, ID(Un)}, Server =
(S1, S2, -, Sn}E Aola} B =B 9.3
A2 Clients$} ServerddHs 71Asty 74K
o 4-&9L e A

0
i
ek o, 2o AWE e PR
=l [e]

_,.
2

H o
AN

e > ox ol

410 OF 34 &5 ox 9 7| nE =rgZE
Mod
=20
ZZEFZ AAH HAHL A wF gA A
9, 7] FADAR o]FofR} (1)~(3) GAE A}
821 Ulo] T2 AREAE U2, - Uned 2= 2
7] L& AMRAE uy) @ ﬂt}% As dEa 1

of W A2 Bl Fof e TJrXéOlE}. )
= 3 HAS AFAE A dged (5)~
(7) AN AHgAEL HAS O]%BHH 2tz
AH e A58 ST A T8 7] ke &
A Ao A Z2EZ A3} 2 gL ofeo
disigtt. 2 =& e £ dae

(group)e] 7L w9 2 25 g% 2F G 2ol
A o]FojAt) o] & WA Z A pE AHHF
p19 %15 F g5 ﬁ‘ﬂi%}oq GEE ARH

Lol )l Al o] Foj A i
WA A W poll A °]—r°17ﬂdr. W @
b, ¢ d e 3y 7, 3h 7, € Z 9 AN E719
EEtE A8 S A ghEe) W ¥U12 B

= E0(9") By = B, ("), Ey = Eg (k. ID (UF)

‘Pwa

5 71 Kz olF BAE 4353 shed AHgdn

o

Clients) & A 2]3lc},
() Ule A" A =7 ¢ He@ O3, B,
(¢") & AXst S1A Clients Aol &
& ID(SL), -, DSNES 37 Hith
2) S12 E,,(¢") & %33} 8o ¢"& den

aB)T s, kEZ S WY B AdEN E

=E,.(¢") 33 3 7] 3 R, = H,(Clients

o
lg™™)& AR 2 bR B, =E, (k
Clients) & Rrg ol-&al|A Aibet} =3
S1 B FEIIE L& A8 Uhe ticket
= Eylk, Clients, L) & AXNRT. 1 F E,
By, ticket & Ul A Aedt,

(3) E, Ey ticket ;2 W& Ul E, %}% 2353}
& o, Rk Al 1 % Rr% o]-&
BA Ey, =ERl(k, Clients )& &
kit @ Clientghg& B35 & A} ients
o] o Ule S1e &34 "k Ul

& F 7] Rell e 8 goz By (67)

S Sl A A Hed, S1L o] ge
8353 M g 9 5 o S1&
AF T}

4) Ule F41& Y3t Clients 2F5°01A S12

FE L ficket ;2 WETT

GO~ ticket ;5 T2 U2, -, Und Ule] &
H (D~@) AL SYsA wHEeiA S5 kgt
= @A "ok TFY kgkE o834 U2, -, Un
25 TUT WO kS oJBAN § TFY A

AT sk= [é(azentsﬂkz)e AALg},

4.1 5Xzt

ZREge] Folshs AHgAE] 5902 4



2% #74e Ak d= g )

23 AHlA ZREZ AT 127

P& o] TZEZFE o F Eof MAuay
Z, Clients = {Alice, Bob, Carole, David, Eric},
Server = {ServerA, SeverB, ServerC, ServerD,
ServerE}4 7499 7] W 9 43 % LRE
& thEd ol 7Y & Ark(aE 4] Fx).
TEEZ AMEE B8 <E 3> o] 295
Atk

(D Ule 99 814 z€ 7 & A998 g, B
(¢") & A8 ServerAd Al Clients A&
o 48 ID(A), ID(B), IC), IDMD), IDE)

3}
& WA Bt

(E 3 As= #7] Ho

B =E,.(¢"), E=E,(), E=E,)
%= Ew(g) E = ]”"b(g')’ Ez-, puvb(g ),
E, =Euld"), E =E.,lg"), E =E,(g"),
ER,Q_ER,,U"-‘ ID(B), Clients),

B, = Ey (k ID(C), Clients),

ER;:ERd(kﬂ ID(D), Clients},

ER‘ :Enr(k, IDIE), Clients)

(2) ServerA® E,,(¢°) 5 BE3}8le g8 &
Btk 28Ry, keZ & WY A AEs
N B =E,.(¢") &% 71 & R=H,
(Clientslg™) & AAtac}, o1 the E,=E,
(k, Clients) & RE o] &84 Axteidd &
& ServerAv Bl F&VG LS A
U ticket, = Eylk, Clients, L)E AATe
. 1% B, By ticket & Alicedl A Ag
St

Q) E, Ep ticket % W& Alicet E, %k& )
28 ¥ Fol, REkE AN 1 F RS
o] g3 A By = 12( . Clients) & jﬁﬁ}"?}
Foll kg R Cient3hs 533813 Wt} Qients
Zro] wowl Alicer ServerAZ ¢1E8}A
Hok Alice® £7F 7} Rell digk 891 e

1 u=sl E,, Clients

@ Si=1Ul By, By, ticket
3 u=sl B, (™)

@ U= u2 ticket

@ Ul = U3 ticket .,

@ Ul=u4 ticket,,

ey Ul =05 ticket ,;

®  W2- s E, Clents, tidet,,
®) S2= 12 Es Ep

n W= B, (g™ l
&) B U3 = S3 E, , Clients, ticket,,
6  S3= U3 B, E,

(7 U3=S3 E, (4"

(5) Un = Sn ., » Clients, ficket

©) Sn = Un Ee, B

@ Un = Sn B, (")

[78 5] OF #49 45 015 & 7| ¥ =8
EZ

2 ER(g") & ServerAdlAl HgstA =i
dl, ServerA® o] & B33 A ¢ g
gol & grow AliceZ <13t}

(4) Alice A8 251 Qients 15N A Server

AR FE L ticket ;5 AL

T

G~ ticket ;& < Bob, Carole, Daivd, Eric

& Alicert R (D~(4) & BAsh W23)



ReaimB

i

8

3
' —

£
H

<_
S,

RealmA

i
.

RealmD u)T ml (3)]\ RealmE
pwdin DB [
PMW : pwa
)] I (&)

cl
——

T

2

8
S,

3
a—

y \{4

P/W - pw PAW : pwe

[ Erc ]
(38 4] OF st&2 45 o5 2 7| & M

HA SEZ (n=5)

A FFe ke dA FAd Bobe -9k Ay
iR il bEZ;% A A Wotd B =E,,(¢")
E AL Clients, ticket ;™ E7 ServerBell A
A3t ServaBE z,€ 28 ¥ E, = E,,

(¢") & ANZI. 1 5 B E B53) sl Bobit
77§ Ry = H,(¢"™) 3 AT T F ticket,,
2 2353 o9 kgtS 9T o2 RE 953 o
R B, = E, (k, D(B), Clients) & £ &% @7
Boboll Al Agdtt Bobe E,,(¢") & EZ33
A F 7] g Bys QA H A o] o] &34 F
59 7l & kE H353 F dh A5 IFE sl

E, (¢") & AWFIA ServerBell Al A93}al ServerB

R,
= 8358 3 gho] Aol Bl gt g7 9} TUFHA|
AAE}. Carole, David, ErickE EY3 wyoz

Z olBAN F sk=H,(Clientsllk) & A1g),

(1) Alice = ServerA
(2) ServerA = Alice
(3) Alice = ServerA

(4)  Alice = Bob
(4) Alice = Carole
(4)  Alice = Daivd
(4)  Alice = Eric

E_, Clients

E

v

E,, ticket,,

EH (gz )

ticket

ticket
ticket ,

ticket

71 94 2 (

(5) Bob = ServerB
(6) ServerB = Bob

(7) Bob = ServerB

E, Clients, ticket

E

By E;Eb

71 84

(5) Carole = Serverc

(6) ServerC = Carole

(7) Carole = ServerC

E, Clients, ticket

ERﬂ E.;L

784

%741 (D

(5) David = ServerB
(6) ServerD = David

(7) David = ServerB

E,, Clients, ticket,

ER(J’ E;Uu

(5) Eric = ServerB
(6) ServerE = Bob

(7) Eric = ServerB

AgHoz oET
22 Nolgt gew 22EF £33 93
Z4 g IN+lolH EAEE ONN)



F 849 A 0% o 7

L& AfH| 2

EZZEF AF 129

fe
> -y
2 oy B
0, f& i,
RN £
B

Ao X,

¥

ofy

o

X

2

St

rlr

o)

iz

ko

o

2

>

2

X

°
8&:
&
h=3
A 4
<
=3
=
Al

s}

o
NR NC NE NCR

q’*é‘}{}ﬁ A OWN) ON) o) o)
F)NR:F &&= 4§, NC: A+4%, NE: 453
NCR :

ARRE ZZEZ ?Jdﬁi A7 ojt},
) ol dg ARRSE ZE
2}, 7t ZREe] Exd g 32
I 497t WEgs] Ao ofd g of

1%

it

|
N
I~

o
>
W)

o7} o] Fojt, arjng 945 ZREZ A
@ u}u,\] /4&5}]0}: 3 /\}ako O]-:g :zg_f__k_,g.g
Aol FHo] Hrufo ojftoltt. kA F
< 43 EAEC UF AFHLRE o]FoR
th & o3l v.aww sk Ado] 3ol A Aol

g2 Aojdra 7%

ol & Aelch vt
oF o BER 1 BEAyf 29 £ g dmgs
& TEY 7 Jod o Agd AT A
7 (EAZF F8A FE)el AusEe 298
Wi HeR, dog sgEZo] ohdsitt 4
g Qlek wre] ek, AojE FART)L Fof
A QA ol AT AN A9 o

p= R
g4 AlZHpolynomial time) OWT 2] xehopy,

51 AletH 7Y

% e 1:[CDH 4] CDH #41= g ,gm
FolR e ol g g
= Aotk Wz, y e Zé lails
o o AZET ool ¢* ke

s A4E AT Aelaln ted

Age nedLg,

_1)«
: —M
ol

o
rl

(E 5) M3 Exp,(k)el Ho

Experiment Exp, (k)
r—Gi Xe—g' y— G Yo'
R« A(CDH = {X, Y})

IF B=g4"" then output 1

CDHel digt 244 A9 o3& g3t 7ol
g ejgitt.
AdvTH( T, k) = Pr [Exp, (k) =1]

79 2 [CDH 714 vk AR Adl dsA
CDH #A1Z ﬁ‘«:._ o]Fe] FAY &
dE HERZ ZHso] 2 o CDH 7t
Aol 7, Moﬂﬂ T Ao g

Ao 3:[ag SEkE]: AokE ZREZA
Aojd 4 ¥ i, HE & A
Fe EHIT L AMAEA o8
Sepolet Aejgte) 1 Fa WAL
&3 2k

2

e
o . o

f



130

(# 6) HH 228 7 2 He

A oe x

A9 m
H(m)9
o

= s

If mEH,,,, then r {0, 1}
and IIlisf, A IzggH(m7 T)
Otherwise, r is taken from #,,,

R AEE LR E

}]list
9a | =9 EE
m , Hl(ml):rl
1 ! m< Hel o3 AL
m r }II(mQ):T‘Z
2 d e gl Sa AYHAS

51 AXd

((]éi

ol

A A} Fol ZEERS FRY WE
3L

Aoz g spdetd, 1
CDH &A1&

el 1:

=
[¢] =
A5 0SS o A E B

&, g, 0,5 Send, H, 59 A} Foch

<5H>

¥
tlo

dEez ¢ g5 wokthn
CDH A& = s44E
A AE ZRESS T3

A4 AZ A8 olgate] Fol3l

>
K
K
of X &

rr

[

g

gol HE gt THES sl
o} @,

3591 7] 930 42 o A3, TA2 33
% B ¥BZ 7Y

T ke kg & 48R 5
S i3tk k& T 7 AT HHS ¢EE
3 719 R=H, (Clientslg™) S T3 Ep
Baglsle ZA-foitts Uy egE EddAs
TAA A7F RS Ats] AsiAe deA dd
73 Hl°ﬂ7ﬂ Clientsllg™ & 52 ZEZ A3
& Sy olgd AMHES o] &3t CDH &
Ag F= duE AF g o] 4T

A S3gF

WA ¢lyon o I gba I ZEF
4 o] &(simulation) 3¢k &t F, Al 37l
] e o 5 FAR AY EE A9
= S A sFmE FAsof &
t} ol Az AVF EAl AE ZEiA Ao o
gt
Q]
e

« Send A9 : AT AMEARY RE H29=

Jerz g g, g, 7] 4 %74]

S A 78 8 5 U 9,
e, gb.E_ A A3] Send GH L.

g
ol-gafoF gt EA TSL 4741011*14 @

6) R, R. R, RE BINE kE 7 4 dAlw 2%
dYonE A& FAAT wElA e Re A%
W e g



SIS o e g
X, ¥FHLE E, Clients

olg8ll, B, = £,,(¢")

& AAete] gisic QdME Ay
88 B =E,,("E A
gl B ticket /2 AAEE] SEAE RY
1 gagd, Ax %‘@ % rg HANA
o] #& RE giAgt. 1 & Av WY 7] #
k& Adsta B, = (k| Clients) 3% R ticket,,
e AH AN T4 A A gHgt)
F4A Ae CDH 24F &4 3= 8 R
=rgkol Ad o3 "“@% r3Ix
glom, A4 ZREZFE T
wor QAeiA A 1/}“174 er“é
EEES@} oA ol WY gk
oj&3fA FHE gt
. Rev&al, Execute, Corrupt 29 : Reveal 29
o el 71Ee] wEeiAd A8 J1E Ho
Eof B 3 Fol AR A7¥ Zahd 2l
ERRy g AA 7] gk vreek Execute
T ZREEY Y&E @7] Hff, Ao BE
ofn] whgolzl WA HES BB I
SAAe] Ao Al P e E’l?lr?}‘;}. Corrupt
el Al A ojv] A4 HAfE ghg o]
SEA WrEkeirt
« Test A9 F4A4 A7} Test 2SE P&
o, A= WY HE gt bE AP AH &
AUA7 S “r""‘gﬁ}ﬁ} b=1 (sk¥)old, HA
%‘rO}T b=0 (¥%)

it
=
’{F

ojAl A gl A¥ #E
4% A% 483 27 7] % RS
Clientsllg e H A ;“9135 AMAS AskHEb
Aolatal, FAA A7} 58 FE ¢ & Test 299
Helg 712 A7) «;’]OIZ Ay 7)olq A2 =

4 7]

[‘

=Ytk 7Hg @
ol A é}lﬁ‘l%% ovgey. dfustd, A ol

=

i
=

2] H,(Clientsllg”) & &
glal TEAeR Hi 7] sk= H,{(Clientslk)

2
=Y g g7 diEelrk

A A7F PriAskH]ef &R Foi30 gy
zZ A9 g8 g ¢ gl sgstE ¢ g 29
o aAS 49 28F A, BB g9

¢*e Hud SE9E CDH #A4E £ &+ ¢

2 e —lfjk@l et @ g, & HolA Aol
hy

& 2 glrolr). HE 8t E EHoAE Ask A

7 glo] b=t 7} B FEL HFs] 1/20]t}

I BE 2Prb=bAdsk]—1=08 L&} olE

olg3] AN HEL 2 B UL e

ol

2
e= Aafv’}i”l;g (A, T)=2Pr[Succ]—1
=92Pr[b=1b'|~Ask|Pr[-Ask]
+ 2Prib=b'1Ask]Pr|dsk] 1
< 2Prlb="b'l-Ask] —1+2Pr[Ask]
< 92Pr|Ask]
o 47 19 AoE HEAY.

Aol 4:[AE oA (pefrect forward se-
crecy)] : 8 (ong-term) W2 (]
2¢zye] o] F8 ujg g ¥4

o)z} o]Fe] AdH ZREF P



132 WAL .

B =FdXE 528 <(dynamic) 1AL <
S =314 et &, Cients 9WEY 15
AGoin, leave)s 8832 §iL A4t uA
2 AARI(static) THLES 7% 2R
TAQ aFA AHRAEY dEYUE 1
W, ks oA Adol ohua, el 4o
9| , A 2FNA E¥(ong term) Y]
s ARE A AL AL 715 78
T 9 ghg on|gdl FAZ A7t Corrupt®l
Aolg B4 AgAe A2AnE Hsara 7
AspAt, A, A Je sk=H,(Clientslk) 2
SHEOA B R kgt WREA] dotof gt o] s
7] JeiMe G838 719 R= H,(Clientslg™)
S TN EHES Bushele Zfolt A
g o] %2 CDH #?l ¢ #ez 7457 dE
o 78 4 7} fitk. 2822 CDH #4& £X
23lE 3 2AR Ax A WS ehAAS A 4 7}
Stk o, FEA AV k=
AR 71E 78 72 °‘E} a1 gEge
oz BAE £ oy ayeg Ay EEE%
£ CDH 7}240]] _,]3]] AHFsE obx AL wl

v

(&)
a Mo
[o]

oL oft
ol

el

)'mEoéﬂ,rzﬂ.Huﬁ;.:rﬁ

imlo
*‘“HE it

6. A T3 2ol h
4

£ FoXe ofu] bHSHA TEH e ¥R
7 H2G =7k 7] 23k (2-PAKE : 2-party pass-—
word authenticated key exchange) T2EZE 2
7] BHi(KD : key distribution) Z2EZE o]&
3+ 23 (generic) T-5 WHE =9} WA,
[2% 612 2-PAKES} KD Z2EZFS o] &3lA
PERCERCEEES }_ A}%x}w 73 s
o] HY2Y=E ol &34 AF AT H FTEFY 7

2-PAKE”} KDEU WA F3EE o]f= o83
MR B 718 2-PAKEES F8iA FAs7] A3
Mot}

6.1 75 Y Hd

WA KDC(key distributin center)7} &< 7}

Aty KDCE MHMES #stn #d 7158
Bajste 2oE MHES KDCOl F4 559
wo] glojof gt

(1) 4, Zr 9990
ServerC, ServerD &<

9= A1 ServerA, ServerB,

KDC¢} 72} 2-PAKE

2 534 A% 2 35 7] sk, skax Skeg
skprs HASHA FA R

(2) KDCE= 348 718 o834 7] & ==

EZS 43NA BE QS TF 7

2 FulshA dck oA e, KDC= shyy,

kg skog skpps 1834 T8 7 k

2 wE AU 27 erde) Agw

(3 2429 Az A AFEAE 2 PAKE

2 B34 & OE F59 7] sk, skge skes

skpes BATG AME KDE 34 A

@ we 7 kel 9P AAYTE AT @



IF B4 AR A% 2

E =Hk) & Aael ApgAgdA Adst
vy, Zbzbe] AMEAES ) K E o] gElA] Al
A 7] sk=H(Clientsllk’ ) & Axskcy,

ASHE T4 ) Q4 E 2-PAKESH KD
el SEeh FTH 0% 2-PAKES KD}
ehdsithe, AAHY & el erusitiela
Z2% 4 ok ol d# 32% 3L AA
£ Agre TEPHA Ul 429 a4 23
2-PAKESH KD®) 94 558 2ejal4 £43)
oF @k, ole] vhet odH mu Ay 2 S
F5e FF AT $A.
7.7 &

AR OE AAYES ol§F U5 vl A
2 7139 $9% ALYTE ol§F ALEA- A

lo,

AT Bile] dAME SRAFE A2 4
1% Aol shte] MulE Lfsta Y AR
Agolehd Aol r)et N2 G Haes
7B BE Q2 7] wd qujag 3
Q. oz AREARA a7 E A 55 H
A5l Bad HAE as A2 £ glon, 5
HHY AT afsta fle dAHEE 7
e A S AlsE SgETE A
g AFdch 1Hnm AR Q%] f4
Ae Axshe A MENA @73¢ F544)
HEREES A R

B
P ERAE A2 T fadEE olgd 2

[+

mowE

Kl

I-

$ 370N QBN Z2ERS Akeh
T oRANS FHsETh d ol duaol,
FAHA THPRE U 7 AAAS) G 0B
stk Aleks LRESS A oolEe A18e
A Fu AEAD & QoH ol B o wEa

7] & Ap|A ZREF AT 133

(1] 253, 424, AF=, A=Y wWAds, AL,
PN

S, Fog, FulHE

A Jed olgr W AulA A Q9=
S=ITAN|AE A AT, ABZS(8), pp.2ls-
231.

[2] Abdalla, M. and D. Pointcheval, “Interactive
Diffie-Hellman Assumptions With Applications
to Password-Based Authentication”, In Pro-
ceedings of FC 2005, LNCS Vol.3570(2005),
pp.341-356.

[3] M. Abdalla, P. Fouque, and D. Pointcheval,
“Password-Based Authenticated Key Exchange
in the Three-Party Setting”, In Proceedings
of PKC 2005, LNCS Vol.3386(2005), pp.65-84.

(4] Asokan, N. and P. Ginzhoorg, “Key agree-
ment in Ad-hoc networks”, Computer Com-
munications, Vol.23, No.17(2000), pp.1627-1637.

[5] M, Boyarsky, “Public-Key Cryptography and
Password Protocols : The Multi-User Case”,
ACM Conference on Computer and Commu-
nications Security, 1999, pp.63-72.

[6] Byun, J. W. and D. H. Lee, “N-party Enc-
rypted Diffie-Hellman Key Exchange Using
Different Passwords”, In Proc. of ACNS
2005, LNCS Vol.3531€2005), pp.75-9%0.

[7] Blake-Wilson, S. and A. Menezes, “Authenticated
Diffie-Hellman Key Agreement Protocols”,
SAC 1998, LNCS 1556, 1999, pp.339-361.

[8] Bellare and Rogaway, “Provably secure ses-
sion key distribution-the three party case”,
ACM symposium in theory of computing,
1995,

[9] Kim, H, D. Lee, and J. Lim, “Constant-Round
Authenticated Group Key Exchange for
Dynamic Groups”, In Proceedings of Asiacrypt



134 WAL -

2004, LNCS Vol.3329(2004), pp.245-259.

[10] Jeong, I, J. Katz, and D. Lee, “One-Round
Protocols for Two-Party Authenticated Key
Exchange”, In Proceedings of ACNS 2004,
LNCS Vol.3089(2004), pp.220-232.

[11] Bresson, E., O. Chevassut, D. Pointcheval,
and J. J. Quisquater, “Provably authenticated
group diffie-hellman key exchange”, In pro-
ceedings of 8th ACM Conference on Computer
and Commumnications Security, 2001, pp.256-264.

[12] Bresson, E., O. Chevassut, and D. Pointcheval,
“Group diffie-hellman key exchange secure
against dictionary attacks”, In proceedings of
Asiacrypt 2002, INCS Vol 2501(2002), pp497-514.

[13] Bresson, E., O. Chevassut, and D. Pointcheval,
“Dynamic group diffie-hellman key exchange
under standard assumptions”, In proceedings
of Eurocrypt 2002, LNCS Vol.2332(2002),
pp.321-336.

[14] Bresson, E., O. Chevassut, D. Pointcheval,
and J. J. Quisquater, “Provably authenticated
group diffie-hellman key exchange in the dy—
namic case”, In proceedings of 'Asiacrypt
2001, LNCS Vol.2248(2001), pp.290-309.

[15] Bellare, M., D. Pointcheval, and P. Rogaway,
“Authenticated key exchange secure against
dictionary attacks”, In proceedings of Eurocrypt
2000, LNCS Vol.1807(2000), pp.139-155.

[16] Bellare, M. and P. Rogaway, “Random oracles
are practical : a paradigm for designing effi-
cient protocols”, In proceedings of the First
ACM Conference on Computer and Commu-
nications Security, ACM, 19%.

[17] Bellare, M. and P. Rogaway, “Entity au-
thentication and key distribution”, In pro-
ceedings of Crypto 1993, LNCS Vol.773(19%4),
pp.232-249.

[18] Bellovin, S. and M. Merrit, “Encrypted key

exchange - password based protocols secure
against dictionary attacks”, In proceedings of
the Symposium on Security and Privacy,
IEEE, 1992, pp.72-84.

[19] Boneh, D. and M. Franklin, “Identity-based
encryption from the Weil pairing”, Proc. of -
Crypto 2001, LNCS 2139, 2001, pp.213-229.

[20] Byun, J. W., L. R. Jeong, D. H. Lee, and C.
Park, “Password-Authenticated Key Exchange
between Clients with Different Passwords”,
In Proceedings of ICICS 2002, LNCS Vol
2513(2002), pp.134-146.

[21] Byun, J. W. and D. H. Lee, “N-party Encrypted
Diffie-Hellman Key Exchange Using Different
Passwords”, In proceedings of ACNSOE, LNCS
Vol.3631(2005), pp.75-9%0.

[22] Ding, Y. and P. Horster, “Undetectable on-line
password guessing attacks”, In ACM Operat-
ing Systems Review, Vol.29, No.4(1995),
pp.77-86.

[23] Goldreich, O. and Y. Lindell, “Session-key
generation using human passwords only”, In
proceedings of Crypto 2001, LNCS Vdl.2139(2001),
pp.408-432.

[24] Halevi, S. and H. Krawczyk, “Public-key
cryptography and password protcols”, In
proceedings ACM Conference on Computer
and Communications Security, ACM press,
1999, pp.63-72.

[25] Kim, J., S. Kim, J. Kwak, and D. Won,
“Cryptoanalysis and improvements of pass-
word authenticated key exchange scheme
between clients with different passwords”, In
Proceedings of ICCSA 2004, LNCS Vol.3044
(2004), pp.83%-902.

[26] Lin, C., H. Sun, and T. Hwang, “Three-party
encrypted key exchange : attacks and a sol-
ution”, In ACM Operating Systems Review,



F e AR ¢lR g 7] 2% Aus ZRES o 135

Vol.34, No.4(2000), pp.12-20. (2005), p.3379.

{27] Lin, Chun-Li,, Hung-Min Sun, M. Steiner, [29] Steiner, M., G. Tsudik, and M. Waider,
and Tzonelih Hwang, “Three-party Encrvpted “Refinement and extension of encrypted key
Key Exchange Without Server Public-Keys”, exchange”, In ACM Operation Sys. Review,
IEEE Communications Letters), Vol.5, No.12 Vol.29, No.3(199%), pp.22-30.

{2001), pp.497-499. [30] Wang, S., J. Wang, and M. Xu, “Weakness of

[28] Phan, R. C.-W., and B. Goi, “Cryptanalysis of a password-authenticated key exchange pro-
an Improved Client-to-Client Password—au- tocol between clients with different pass-
thenticated Key Fxchange (C2C-PAKE) Scherre”, words”, In Proceedings of ACNS 2004, LNCS

In proceedings of ACNS 2006, LNCS Vol.3531 Vol.3089(2004), pp.414-425.



136

4 X Xt & TH 4

B Zl 2 (jwbyun@ptu.ac.kr)
Fojstn AABtFo A SALE AFen neudy FREIHTAAA

AHRE AFog A/ub 98 A5 F dduda 156 A7adA
Ao s Festgn. 200835 HHUan FHFAG
HAAZAAE AR Fojth AUARRE, Zlo|HA B3I 7|g, UF, 7]
2§ FugE ol F BAEokeITh

R

0| &= 0| (smlee@fsa.or.kr)

0| & # (donghlee@korea.ac.kr)
IHNF RN AFEe HFeG L Oklahoma thetell Al 4o 2 A/
LS HESYT B4 negdty ARRIFYHAENSY AFE A
2 Zo|1 Yoty RUAE ddstn vk = 1H e BK2T FH
e~ AREIAGY @S A9sty gt F ARG FREZ
ZZEE 9 ogugE AZEY Yot}



