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A Study on Group Key Management based on
Mobile Device ID in Ad-hoc network

Seo-il Kang', Nam-hoon Leeﬁ, Im-Yeong Lee™

ABSTRACT

An arbitrary mobile device configures Ad-hoc network to provide the transmission of a data and
services using wireless communications. A mobile device requires authentication and encryption key
management to securely communicate in the Ad-hoc network. This paper examines the trend of the
authentication in the Ad-hoc network and the group key management and suggests the plan for ID-based
mutual authentication and group key establishment. ID-based mutual authentication in proposed scheme
uses zero knowledge in the absence of shared information and is applied to establish a session key and
group key. In addition, the proposed scheme is applied to Ad-hoc network to increase the efficiency
and the safety of security technology.
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