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Certificateless Proxy Re-Encryption Scheme and
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ABSTRACT

In this paper we introduce the notion of certificateless proxy re-encryption which enjoys the advan-
tages of certificateless cryptography while providing the functionalities of proxy re-encryption. We give
precise definitions for secure certificateless proxy re-encryption schemes and also present a concrete
scheme from bilinear pairing. Our scheme is unidirectional and compatible with current certificateless
encryption deployments. In addition, we show that our scheme has chosen ciphertext security in the
random oracle model. Finally, we extend the proposed scheme for appling multiple KGC environment.

Key words: Certificateless Encryption(F315 4715 &%), Proxy Re-Encryption(ZgA]
Bilinear Pairing(Bilinear I’airing)

ALE),

.MOB S5l o3 AY A (L3 GA)A
THAE AR EE AYEROZNE W @

=&A] Atz 3t (PRE, Proxy Re-Encryption) 7] 3 ARE o 5 glolok diuk o)o} L kA Aot
oM ZHANE EA AR (Y92 TATIR 3} Jleo BYoz ¢lale], Zeha] AYEE Ve
28E Y45 ES e AEA (99 he] A9l o B oag AxdE oHE vy Y 2
712 E33le ¢ U=E Y3 E S WYsle 9488 Interoperable DRM Al 283} 22 AMBl&oA &8

A A A Corresponding Author) : 0] 748, S4Bk
93 3% 599-1H21(608-737), A5} 051)626-4837,
FAX : 051)626-4887, E-mail : khrhee@pknu.ac.kr
FHed 20089 109 274, €89 120099 19 28¢Y

Y Rgeta AAA S wabaA
(E-mail : kahlil@pknu.ac k)
"zE9 RAG%Y AR BAly

(E-rnail : jchZOS@pknu ac.kr)
Y, RANEE AAGFHALTAZTEHE WAt
{E-mail : pyhoya@pknu.ackr)
Yz, 3 ANER Z“}ZJWEVJEEN
#* B A7 ETRI B449
=g

o

e s

& HEHA A7 EHE 9



[1]01]7\1 Bazeﬂ AL Loz =
3} 7l=e Mg ek, TR
31“17}_4 245'_~ =EA71A ¢

3 71¥E AASA sA B
71 e ¢ J 5k (Bidirectional) & |
PAFZRE AUtz ] G5 E HFPMu ol

e (I YAEEE dYApe HI T s
(23] 28y, A Ao ss) 71He AAA o
g (Unidirectional) 4‘3/}/\] Az HWE F

AgFozA i

&
Attack)el #H3-& VAT o] & Ateniesed] A
A& & Bilinear Pairing g ©] 438l &0 m o}
T ZEgA AYEE 7 FoH2]. sFA Rt
zﬂﬂhoun}

=)
o
B o
po)
ol

Attdck)°ﬂ7\1 GAGo] R
Canetti®} Hohenbergers & 32
g 7|y e S 471559 289

8L AFEA £FE AA sk, A9

(CCA, Chosen Ciphertext Attack)ell t3
AGzs 718 24 F T B] £, 3 ME =
gA] Az e FEsld Bt wag Aok
A 29Atts 24 (Standard ModeDol| A A QF 719
o <AAPe =9Etygtr. AT, Canetti9}

Hohenberger®] 71%-& onbek 7| o =4 7|& 9
FEY T ALEE NYPEAY IH3] 3R F
Aol HFAE 7R Aok A, Greendt Ateniese
= AA7IRE ZeA] A LGEst el AAA B
2 AAshL, A 28F ZddA He dE R T
Aol ekAg Al 7|vh @k Zeha] Atsst s
< AAISHATHAL stAYE AT 71l AHEHE A
d5st 7] A 71ge AR st FR FH
HeFH S 7143 U

W=, H27A B8 T Ags 3 P Eo]
AP AA G, 7] Aoty nE Z2A] AtE 3 7)Y

]3]
i

IN 2SSt 1Y 3 O KGC Sd0=9| &&t 531

2

oft 1% rfo
2
}o{«
N
T

3
= r_m n,lo ro
2, o off
=

LU

2 N o N
o 2

)
N

, Al-Riyami®} Patersone A%

*s 7Y AH ) HERA SE

1o A (FAF A5)S 2
ZA71% FA7) 4E (CL-PKC, Certificateless
Public Key Cryptography) 71% 9] 7HL:3~°— ey k8|
ool 919 e Ao Z sl = o
Z 71 #e A3 HIA %”Ha'?ﬂ KR
UATH6-8], oFA 7 A] FRAFA 7N ZgA] A S E

3 7 N=1A &Skt

NN
T N
EO
- o}
=
£
}fﬂ
\—/_L:_,[U
yo 2

‘

N
=
2
fol
N
D‘E

1
rO

Y

2,
ol
-

i
2 My
2 ot Hoorlo

o~
I g to

o %
o >
N,

L X

MEAE oy I
= I
g

>

3

2L

o2

ol

2

> N

2L
A 5
<o nf
o
olN
=
N o
2oz Moo
o =
o o
> fob

Atz 3}t 7]

r
i
=

2 opp MR
isS
o
=
)

4o
rk
1

o
e
£

,
fol
S
~N
s
1o
{1
X,

Gl

)
O
0,
M( —
tlo ok
R

Y

o N
2
2, N,
foi
D42 & o [ o o

%, Bilinear Pairing2 ©]-83ls] ¥<1=
| Altzs 7He HAS 2

& AFsle A 718y ProL%—’ﬂ
of Agal=E AAFHAY B

o Ay QEtE o] Mg
¢ARE FH g U}X}“Loi At

71 A AE (KGC, Key Generation Center)
QA 718k 9hgk 28hA] A Y3

o
O
£
2
[
-0,
N
e
rlo
x5}
=
hoonl ox JE o lo

o
=

N

}01'
At 12
ol

rE Y T ¢

o 2 2

g Pn
s
)

N

ot
i 2 o

ﬂrﬂ
N

2 ZdMe FAEA 716 g A Adasl 7y
(CL-PRE, Certificateless Proxy Re-Encryption)2]
Aol A 7 AAE st H 2d-g A4
g,

2.1 "9

F-Q15 A 719 ehbeF mebA] 258l (CL-PRE,
Certificateless Proxy Re-Encryption) 71 <] A3



532 HEIDICIVSS =8N X122 H45(2009. 4)
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* Definition 1 (CL-PRE). F-¢IZ4]7]ul thy}
Gz A Y3} J]H L o9} po] 97tR] 9] ¢
aE|Fos AT
- Setup(k): Bt uj w4 k2 g8 gtoz ul
2F 7] mks} Al2R WS params & YA}
- Partial-Private-Key-Extract(mk, ID,): u}
2F 7)9} AMA A9 XY R D, E AY @
o2 AHEA Adll HIE BB AL 4,5 A
Eia=
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pkA)) = m
~ Decrypt(params, sk;,  Re—Encrypt(params,

rhypg, Cy) = m

o 714,

sk;p<—Set-Private-Key(params, dpp, z ),
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717 HA A ok, AR Set-
Private-Key €31e]&$ F33te] Do Ujg
MNA7 sk, 8 BAT T A0 A

- Public Key query on ID;: Z=HAE Set—
Public-Key ¢ 18]&2 S8l ID 9] 2
71 AT F A4 AE

- Replace Public Key query on the public key
for ID;: ZRRE A7) dolg Aad F47]
PK 5 1,2 BAIE At

- Re—Encryption Key query on (ID, = ID*,
ID,): =M A= Set-Proxy-Re-Encryption-
Key ¢85S a5t Atas) 7] k&
A T 4004 A3

- Re—Encryption query on (D, ID, G, k)
A7} AEF AR (D, ID), F5E CH A
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2 FrbHo Qs doje d@ $He =14
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A= Phase 13 Y3t 4-81 8k}, Challenge
derivative®] gole oh&3 o} [34]

Challenge derivative 9]

1. (ID*,C*)¥ Challenge derivative©]th.

2. (UD,, )7} Challenge derivativedl £33 A7}
G (ID,ID)] tlg Re-Encryption queryE
39 C,& 5590, (ID,C)= Challenge
derivative®] EZF T}

3. (ID,,G)7} Challenge derivatived) %3531 A7}
(ID,ID)° i Re-Encryption Key queryE
Z3te rk,_,;9% C =Re-Encrypt(params, rk,_,;,
G A5HUTY, (D, C)% Challenge de-
rivatived] X}

- Extraction query on ID,=ID* (ID,C)7}
Challenge derivatived] £ A o™ T A
A< Phase 13t FYstAl 33t
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- Public Key query on ID;: =4 A+ Phase 1
7 FU3A St

- Replace Public Key query on public key for
ID;: =X A= Phase 13 SYsHA] 3 s},

- Re-Encryption Key query on (D, » ID*,
ID): A7} ID, o W& Private Key query 3
g AASFER (D,C)7t Challenge de-
rivative®) ¥ EHE BLE A9y, =x@At
£ Phase 1% Y34 3t}
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7} ID;oll 1§ Private Key query 295 9.3

3931 (ID, )7} Challenge derivatived] %
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Adv(A [) =

Pl =51 |

* Definition 2. 71ef 919 9] t- A]7} FoF FAz}
Ao ti3}e] Adv(Ap) 7} negligible $+ 2§ ¢ & 717
o FoIF A7) Gk Zepa] o s) o)
B I SR} t)3}] (t,e)- M &-ID, Z-$%
Yo F FFHo ¢rHsitty Felso

&
r,
&8 ro

At =R g Ae-ID, A 93 R ZA
(IND-sID-CCA) AYY e daa 2

s Init: A& TAstTR} 8 A&t A4A
H ID*E ¥}

» Setup: EARE Kot vy ¥ kB o) &3l
Setup ¥ EL FHT F, A,00A AJ2d B4

params 9}t vFAE 7] mkE A A0}

* Phase 1! 4,+ oteli9} 22 HAE ¢, q, &
At Ao U eHE ARl A 23t
- Private Key query on ID, = ID* T A&
Set-Private-Key ¢318]&-& 435} 1D, o)
W& A7) sk, B BAET F 4,004 A3

—- Public Key query on ID;: T=HA+= Set—
Public-Key €18 &S 38lo] DY 270
7] phpE AT F A,00A Agd)

- Re—Encryption Key query on (D, = ID*
ID): £ %A= Set-Proxy-Re-Encryption—
Key €ud&S 335t Adas 7] rk 5
A F A,00A A4

- Re-Encryption query on (/D, ID, G, rk,_,,):
Ah AES AQQR (D, ), $EF
ANGzst 7] ko gt =AAE Re-
Encrypt €128|5S 33t & g2 8y
g 5 A A AEEd,

- Decryption query on (ID,, C): A7} A€
ALBE D9 GZF Goll et =R=}
N7 sk E o831 Decrypt €18 &S
Hy3 & 2¥E d94E 4,9A AEF

A Ao

* Challenge: 4,= Phase 1 &4

YT Bole) WE mym, € M AAshel =37}

i
ol
i
o
.

A AE) ZHAE 499 FHHIE be {0,112
=) C*=Encrypt(m,, params,
[D*’Pkm*)% }‘g xé:o‘]'oq A11°ﬂ 7‘” 78%@‘}11}

+» Phase 2: 4, ol 22 AL ¢,,,, 4,
< F7HH oz AXAsta Ao e $FE =4
ANA £33},

- Decryption query on (ID,C): v+ (ID,,C)
7} Challenge derivatived] L EEHA Fo W, &
AAE Phase 13 53 33,

- Private Key query on D, =ID* w%¢f
(ID,C)7} Challenge derivative®l] E3+5) =] &
o9, £ @2 Phase 13 $Y45H 33}

- Public Key query on ID;: =4 X+ Phase 1
I FLsHA gt

- Re-Encryption Key query on (D, =ID*,
ID): A7t IDO tiste] Private Key query
A& AAA3H 3, (ID,C)7} Challenge de-
rivatived] LFE = A5 At =AA
+ Phase 13 5Y3HA Fafgic).

- Re-Encryption query on (D, ID, G, rk,_,):
A,7% Do W Private Key query 29 &
ARSR[ AL (ID, G)7} Challenge derivative®
3 HE A2 AYsta, HAE Phase 1

|o
u

+ Guess: v}A)g
A, gkeR B =bo|W A, FAC FFTh

RN 2ekA] AFE A1ES AR} 4,
7 EAND F e oA BT ol Beja.
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* Definition 3. TFoF 9/9]9] t~ A]7F FF FF
Ap ol giale] Advu(A,) 7} negligible 3 & ¢ & 7}
od PoIFAI ] uE dyrgk ZgA] ot o)y
Y I FE R i3l (t,e)-HE-ID, F&F
g 9pE i FFHof ordsiy gLl
AE-ID, A9 HE 34 (IND-sID-CPA)Y st
Hob mdle IND-sID-CCAY HEE Rdox
Decryption B E 38514 &8 ¥, 1 o A9
2 @A = IND-sID-CCA9] Xtk 2da Fd3jc}
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3. Bilinear Pamn £ 0|88t RS M|tk
A S5 T8

B Aol & Bilinear Pairing g o8-8t A7)
W ZEA s viRielM e 7] HE EAle %
2l FAA 71Nk ZEA] AREs 71 A5A

+AE A 5%01%‘—Al 719k Z2A] A&

g Lo

2,

S

L8

=]

71 et A 2
ol Hdel-ID, Ae g&F F2 (IND-sID-CCA)

=

d

A

& oA olEAret Ze A AYgas sy
< AA37 93 71H 714 2 A Bilinear Pairing 2
#d BAES g A vWe A8
Bilinear Pairingg vh&# o] M43H9,111

1. 63 G A5 (order)?t 24 ¢ 4 8

+ (multiplicative cyclic groups)o}t}.
2. g¥ G2 AR} (generator)©]th.
3. ¢: G X G—G,E Bilinear Pairingolg} s},

99} 22 Bilinear Pairing&
EAE 7l
1. Bilinear: ¥¢}9] wove G abe 2" o Bhsld
2 e(u’) =elu, v)?2 THE3ho},

2. Non-degenerate: e(g,9) 1,

obefst e T 7}

=elg, ) =elg" o) & B

w =
= =
g 7o, e, )& EH%]"E? {Symmetric)& 7}F&th,
##A 9 Bilinear Pairing 71 g+e] o] ¢

&} 7}

» Definition 4 (DBDH). Decision Bilinear
Diffie Hellman (DBDH) #A4+= (9.4'd%¢" 1) €
GIx G o] Fo]FE o, & T=elg.9)™ & HF3IE
EAojtk wref b0, 1} B £83le YuelE B}
oldf A& vrEsild Ye]E BE DBDH 248
Hdatr] Al evlgo o]lYE spFL

(rJ b elgg)™)=0) =
Pr [ B( «/,q ¢ o T =0
* Definition 5

(p~DBDHI). Decision

p-Bilinear Diffie Hellman Inversion (p-DBDHI)

FAE (g, g% g D) € GP X Gy o] FolFE a4
T=elg.q)/* & dHHE BAolrt wepbe {01} &
£ @ueg B} ol 4¢ BEITY 23
= p-DBDHI #A& eds}7] #ef e vh&s
o] H& sl

Pr [B(q ga’ "'79[1”’ eggtq)l;"a) :O] > €
—Pr lB(_% ga: "'a_qa ’ Tj = 0]

+ Setup: HSF Wil kS AE Go 2

4 A (KGCyre olelel #e HAg £38r)

1. k-bitYd 29 g8 4933, A5 ¢ 77%*%
Bilinear map group (G, G,)3% G 2] A4

g Adgg

2. KGCe] v~

3, FAI g =

B 712 doje] ae 2P & Hdes}
¢ € GE AL
3. ¢zetE §4 5 A {01 -G,
Hy A1} —2% | Hy {015 —2F
H,: G011, H, 10,1} =G,
H 0.1} =G, H, {01} -G & M¥sta, L
E A4 g, =elpg) € GE AL

A28 e parans= {4 G, Gpe, 0.9, 90 Hyo Hy,
Hy H, H,, H‘,,H}_M-.r. FREY, wAR FhR
M:=1{0,1}" o]

 Partial-Private-Key—-Extract: A2} A9
A94n B dH goeg, A9 BHE ANV
dy = H(ID,) € G& 43},

+ Set-Secret-Value: A28 W params 2} A}
S} A9 ADAR ID,E P goz 999 x, €
Z* g AEsia AAER A9 wE @gog &Eer)

» Set-Private-Key: * /\E;‘J W params, A&
AF Aol H-% AR 4,9 W G 0, & YY GoE,
Ae] 77l Sk,l=(dA::l:A)% Ekki=g

ro
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* Set-Public-Key: A28 W params &} A& * Decrypt:
A A9 M 7 0, B 9 GO, ALER A9 B S AREHHA e FBE (G, G GGy
7 pky=g"*e GE AAF} G, ) A, M-8R AE ofdlis} o] B3sl

H4E FYFok
L o' =G/leld,, G) + elg, G)/*)E A2,
2. m' =CBH,()E AN} Z

* Encrypt: AH84F A9 AYAR D, 8 F)7)
Pk B 0] 838t HAIA me Mo F GEF CE
ol ot 22 DAE T3t A4t

L pk,7t GO 92907 HAE 3 we G o] 9 7', = Hy(m/lo’|lID Ipk ,) £}
A7F old Aoo] 18 27 §_\;} 'y = Hy(m'lo’IlID Jllpk . ) & 2 A %+,
2. 999 o€ GE Mgt 3. ek 2 G =g s 4 G =pk g WEFT,
Hy(mllo|lID,llpk ) &}, = Hy(mlollID 4llpk,,) & HAAE SE5aL A& TSR 2
g dAg. oTOﬂr 1LE &FH3rt
4. ofefot Bol dFE €=(C, G, G, G, G, G)E - ARZE C'=(C. G, G, G Dy k) AT,
gLy AH8AL BE ofd¢} o] REst duEs &

Eikia=
1. & =e(H (IDy), dg) 9}

u = Hy (&' |ID,lIpk | IDyllpk5) & A 4+gHc},
2. 0'=G +elQu)/ ¢/ "8 A
3. m'zQ@%(d)% | 2kgE &

v, = Hy(m/lo’|ID lIpk . ) S}

* Set-Proxy-Re-EncryptionKey: 264 B vy = Byl VD, Ik, ) & A BT
o] FMI| pkpot AMER A9 FAF) phy 2 AT
sk B Y8 FoE, g8 2L AXE 539 A4
338 7 vk, 5 AT

1. s=eld, H(IDy) %} p=H,(sllID,llpk |lIDIpky)

& Aa.
2. ALES} 7] rhyp =+ d, ) E WV

C=(g" pk, o e(H(IDy),9,)" » g5,
m@H, (o), u, V)
o714,
u=H,(ID,pkllClGIGIC,),
= H,(ID lipk JICIGIGlIC,) o} T}

* Re-Encrypt: A58 7] vk, ;9 AHE-AF A
o thet AZFE CE 48 gog ZFHAE ol ¢

Zol AgzdE ST F, AR B et A3 F =

G/leldy, C) « elg, G)™)
oo e(H (D), g)" « g

e(H,(ID,)*, g") + e(g, ™)' /™

o =
cg §aﬂw. o elH(ID,),9)" » g
1. u :Hé(IDA”pkA”C{”CéHCQHC;)Q} e(jyl(]DA)’g)arl . g;z
= 1D, lpkJClICIGlG,) 2%t
2.4 elgG)elphy, G)=cld,G) + (), G) & - AYEE B4, AR Bl diste
TEEA oW, 15 Y} qQ - elC )G
3. G'=e(G % G =Gle(Gpnd) B A AL RLAT)
- ( 7y ) . 249/ 5
A} Q‘l-q, e\g , p 95
4. N2 QFE O=(C, ¢, C,C D, pk)E =L‘z'e_(g_’_iizg
e(g, )" = gy
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