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Abstract Recently, Chen et al.’s proposed mutual
authentication scheme based on the quadratic resiidue,
finding the squaring root problem, for avoiding exhaus-
tive search on the server. But, if a malicious reader sends
same random value, the tag is traced by an adversary.
Moreover, there is realization problem because of its
limited ability to compute squaring and hash function. In
this paper, we analyze Chen et al.’s scheme and its
weakness. Furthermore we present an improved mutual
authentication scheme based on the quadratic residue
which solves the tracing problem by generating random
value on the tag and uses only squaring. We also make
the scheme satisfy to forward secrecy without updating
and synchronizing and avoid exhaustive search.
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