st Z2MA FHE S8t £2 H0[H 75 EX|

Protective Mechanism for Sensitive Data using Lightweight Process Tracking
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As the usage of computers and mobile handsets is popularized, the processing and storing of
private and business data are increased. Hence we note that these sensitive data should never

be transferred out of these personal devices without user’'s permission. In this paper, we

propose a simple method to prevent transferring the sensitive data out of personal computing
devices through their networking interfaces. The proposed method determines which processes
invoke open system call related to the sensitive data, and then traces them within a specific
duration. The proposed scheme has advantage over the existing ones using authentication or
encryption because it could be still working well independent upon the new attack technologies
or the latest vulnerabilities of hardware and software. In order to verify the proposed algorithm,
we test it by implementing the necessary codes at the user and kernel spaces of Linux.

W keyword : | Sensitive Data | Steal Protection | Security |
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void check_systemcall(pid_t pid)
// pid is a process ID which calls a
isystem call
{
while(1){
do(system call event is occurred){
if((system call is
&&(file_name=sensitive.txt)){
if((pid != entry of tracing process list) &&
(pid != entry of white list)){
if(no. of entry in the tracing process list]

Sys_open)

> LIMIT)
make alert;
else{
insert pid into tracing process list;

invoke a process “pro_trace(pid);

} // end of inner if-clause

} // end of outer if-clause
} // end of do—clause
} // end of while loop
}
void pro_trace(pid_t pid)
// pid is a process ID which callg
Sys_open
{
int againg no = 100; //set aging number 100
system calls
int is_socket_called = -1;
while((system call event is occurred) &&
(againg_no = 0N
if(system call is exit) break;
if(system call is
is_socket_called = 0;
else if((system call is write) &&
(is_socket,_called == D)X
make alert;
break;

else

socketcall)

aging no——;
}
} // end of while loop
remove pid from the tracing process list;
terminate this process;
}
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