R R
£14% F5¥, 2009. 5. 2009-14-5-4-1

WiBro HEHZ0IA olalX, VolP =& X Z&l4] o3

=0

[} * O_**
AT ddg %

A Study of Forensic on Eavesdropping from VolP and
Messenger through WiBro Network

Woo-Sung Chun®*, Dea-Woo Park **

O of
4 05

2t WiBro7t IEEE 802.16e% A4 253} Ho] SE@RE WiBro WIEHD ARIE S35tz rt. &
oM e WiBro WEH AN sk dojube HlA Z2 3w} VoIPE B8 24 2 3P B3l dis) =
e AAEIT A7 283 BA71Q gololAag BalN Azl =4 st SIP, H.263, TCP, UDP
ZREZS Mo R RYARE AT dzlo] ¥z X goivke FANES DS 7

H

Fog A3 =4

o o
<
=3
vl
dlo
o
X
=y,
1o,
£
S
>,
N
i
=)
»y
o,
>
r_}j‘
u
i)
=
o
£
o
i
Jor
N
Jh
1o,
>
o)
o,
1o,
N
[L?_l',
o
olN
o
of
i)
-{d
b
oX

AT FAY0] A5E ARE BE F5d) oA FAL ARRA B8] 98] D8 o] pANRY] 71
Alate] WAddM o] SAZER AHE B 5 Ums FH|F)

TR

Abstract

Korean WiBro becomes international standard to IEEE 802.16e, and We are carrying out a
WiBro network business from capital regions. We executed eavesdropping about voices and
messenger program and the VolP which frequently happened in WiBro networks at these papers.
We have a lot in common with the Wireshark which is a packet collection and an analyzer, and We
execute eavesdropping, and We reproduce eavesdropping data with bases to a SIP, H.263, TCP,
UDP protocol through packets. In time of a copy of a packet negative the VoIP which verify time
with bases, and was eavesdropped on integrity packet and a X-Lite call record, be matched that a
packet is counterfeit forgery did not work, and We demonstrate, and verify integrity. The data
which integrity was verified put in a seaming envelope, and we prepare so as it is to a liver of
investigator, and execute, and to be able to do use to proof data after seaming in courts in order
to utilize as criminal investigation data.
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WiBro(Wireless Broadband Internet) (1)¥ 2.3GHz &
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2.1. WiBro

WiBro T2-& IEEE 802.16-2004 2 IEEE P802.16e/
D3 EE olF wHozA o|F3 WAL TDD(Time
Division Duplexing)& AME8la, F3= AAMEASE 1
£ TEaof 3, Add 9 Ee 9MHz o4 7R A, ©f
%4 A% 60km/h odelA A z7te] ZAATFHNA HA A
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@A) A5 i AFAA(CMC: Computer Mediated
Communication) FolX = ¥ ARSE 51 Sl Ae] I
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2.4. SIP(Session Initiation Protocol)

SIP ZREZLE VoIP AMAL] AdE AAsla. 4%
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Fig 2. SIP network formation
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3.4.1 WiBro HE®Z VoIP &Y &4

WiBro UIES|Z VoIP &4 4% #7413 79 2o}

(38# 1) PC SPEC - O.S. Microsoft Windows XP
Professional V2002, Service Pack 2, CPU Intel
Core2 6400 2.13Ghz, RAM 2GB, HDD 300GBe]t}.

(Bsl& 2) =EE SPEC - 0.S. Microsoft Windows XP
Home Edition V2002, Service Pack 2, CPU Genuine
Intel T2400 1.83Ghz, RAM 1GB, HDD 30GBe]t}.
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Fig 7. WiBro network VolP Eavesdropping
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