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RFID Mutual Authentication Protocol with Security and
Performance Improvements
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Abstract

In 2008, Kim-Jun proposed RFID Mutual Authentication Protocol based on One-Time Random Numbers
which are strong in Eavesdropping Attack, Spoofing attack and Replay attack. However, In 2009, Yoon-Yoo
proved that it was weak in Replay attack and proposed a protocol which can prevent Replay attack. But
Yoon-Yoo's protocol has problems that efficiency on communication and Brute-force attack. This paper shows
weak points of Yoon-Yoo's protocol and proposes an RFID mutual authentication protocol with security and
performance improvements.
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