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Enhanced RFID Mutual Authentication Protocol on Efficient
Supply Chain Management
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Abstract

Chen et al. proposed a RFID authentication protocol for anti-counterfeiting and privacy protection. A feasible
security mechanism for anti-counterfeiting and privacy protection was proposed using XOR and random number
shifting operations to enhance RFID tag’s security providing a low cost. However, their authentication protocol
has some drawbacks and security problems because they did not consider the surrounding environments. We
conduct analysis on the protocol and identify problematic areas for improvement of the research. We also
provide enhanced authentication and update scheme based on the comment for efficient supply chain
management. The proposed protocol was analyzed and compared with typical XOR based RFID authentication
protocols and it was confirmed that our protocol has high safety and low communication cost.
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