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Improving Reliability and Security in IEEE 802.15.4
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Taeshik Shon' - Yongsuk Park’™

ABSTRACT

Recently, various application services in wireless sensor networks are more considered than before, and thus reliable and secure
communication of sensor network is turning out as one of essential issues. This paper studies such communication in IEEE 802.15.4 based
sensor network. We present IMHRS (IEEE 802.154 MAC-based Hybrid hop-by-hop Reliability Scheme) employing EHHR (Enhanced
Hop-by-Hop Reliahility), which uses Hop-cache and Hop-ack and ALC (Adaptive Link Control), which considers link status and packet
type. Also, by selecting security suite depending on network and application type, energy efficiency is considered based on HAS (Hybrid
Adaptive Security) Framework. The presented schemes are evaluated by simulations and experiments. Besides, the prototype system is
developed and tested to show the potential efficiency.
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in Hop Cache Caching Pkt Caching Pkt Receive in

in Hop Cache in Hop Caché End node

«Hop Ack” «Hop Ack/” « Hop Ack/

Delete the cached PKT Delete the cached PKT Delete the cached PKT

“Success Case : Hop cache and Hop Ack is used for end-to-end relay .

“Failure Case : Sending node will retry to send the packet from a cache
with altemative path. Thus, there are not a round trip delay .
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Expected Overhead of HASS
=W, *EOS, +W, *EOS, +W, *EOS, +W, *EOS, +W, *EOS, -@
where,

EOS, : Expected Overhead Size,

W, :Weighted Value of HASS

—e— IMHRS Approach
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2 =0+1.0+1.35+1.3+1.05

=47
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