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RFID Mutual Authentication Protocol Providing Stronger Security
Hae-Soon Ahn" - Ki-Dong Bu" - Eun-Jun Yoon™ - In-Gil Nam™"

ABSTRACT

This paper demonstrates that an attacker can impersonate a random RFID tag and then perform the spoofing attack in the previous
RFID authentication protocol. To resolve such a security problem, we also propose a new secure and efficient RFID mutual authentication
protocol. The proposed RFID mutual authentication protocol is not only to resolve many security problems with the existing RFID
authentication mechanism and the vulnerability against spoofing attack, but also to guarantee reliable authentication time as reducing
computational overhead performing by tag. As a result, the proposed RFID mutual authentication protocol provides stronger security
including the forward secrecy and more efficiency.
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