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Efficient Transmission Structure and Key Management Mechanism
Using Key Provisioning on Medical Sensor Networks

Jaewon Seo” - Mihui Kim™ - Kijoon Chae™

ABSTRACT

According to the development of ubiquitous technologies, sensor networks is used in various area. In particular, medical field is one of
the significant application areas using sensor networks, and recently it has come to be more important according to standardization of the
body sensor networks technology. There are special characteristics of their own for medical sensor networks, which are different from the
one of sensor networks for general application or environment. In this paper, we propose a hierarchical medical sensor networks structure
considering own properties of medical applications, and also introduce transmission mechanism based on hierarchical structure. Our
mechanism uses the priority and threshold value for medical sensor nodes considering patient’s needs and health condition. Through this
way Cluster head can transmit emergency data to the Base station rapidly. We also present the new key establishment mechanism based
on key management mechanism which is proposed by L. Eschenauer and V. Gligor for our proposed structure and transmission mechanism.
We use key provisioning for emergency nodes that have high priority based on patients’ health condition. This mechanism guarantees the
emergency nodes to establish the key and transmit the urgent message to the new cluster head more rapidly through preparing key
establishment with key provisioning. We analyze the efficiency of our mechanism through comparing the amount of traffic and energy
consumption with analysis and simulation with QualNet simulator. We also implemented our key management mechanism on TmoteSKY
sensor board using TinyOS 2.0 and through this experiments we proved that the new mechanism could be actually utilized in network design.

Keywords : Sensor Network, Medical Sensor Networks, Body Sensor, Key Management Mechanism
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