i

YE|D|Cjo] BH=ZE0 2% DRM ¥

=z 2009-46CI-3-7

HEn|to] JAZHE 9% DRM +&

( DRM Implementation by Multimedia Fingerprint )

7}

o] 7

:ﬂi*
( Kang Hyeon RHEE )

2 o

Az, e BETte] Taz Az tel, BEEA, BANE L A%Y s 52 ge EAB 19 Yk o
98 BAle A2ar) s, Tdzel 44D AuS AU AH5HAH RSAE olgsel BURAE FXshc DRMO
A& % gidee ES0 AUdHAY B =EdAE, BIBDIZE 7k Hejuihe] JAZYES RSAS DRME §
sol ggEdxel EERS AU, =Y Aol FHET WP mefste] WPS Shn AR, Stirmark 3
49| PSNR 30, 40, 710 133 80oIA, 4kl 4dd WEFItle] BAZAE ;=sh AWGN TdBoIA 609 o4 AL
u, AWGN 10B olIME 100%9) $aghe Essi,

Abstract

Recently, according to the product variety of multimedia content, some problems are occurred as like an illegal copying,
an illegal distribution and a copyright infringement etc. So, for the solution of these problems, some methods were
proposed as like watermarking which inserts the information of copyright to the content and the cipher for authentication
to DRM which prevents an illegal copying using RSA. In this paper, the multimedia fingerprint based on BIBD code is
inserted to the bit-plane of the image content for DRM with RSA, and while the decoding processing. The experiment is
operated with the consideration of the image transmission and the transformation. As a result, it confirmed that the
multimedia fingerprint code inserted in image is detected 60% upper at AWGN 7dB and detected completely 100% at

0|2

AWGN 10dB upper on PSNR 30, 40, 70 and 80 of Stirmark attacks.

Keywords : Multimedia fingerprint(MF), DRM, RSA, BIBD code, Watermarking.

1. Introduction

For the recent days, digital technologies are used
in so many place that we could not have imagined in
the past. Contents producers are now able to make
audio and video file with high quality and the
technical development in internet and communication
make it possible to connect all the network of the
world. It became easier to produce and distributes
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digital contents’ ™,

These methods are publishing key encryption
algorithm, time stamp and checksum for the integrity
of the certification and data with watermarking which
has been present as copyright. Also there
DRM(Digital Right Management) that prevents from
illegal copy[5].

Using DRM technology for encryption algorithm, it
is categorized into two encryption methods, such as

is

symmetric encipherment algorithm and asymmetrical
encipherment algorithm whether encryption key and
decryption key are identical or not identical. The
typical symmetric encipherment algorithms are DES™
and AES, and asymmetric encipherment algorithms
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are El-Gaml, RSA, ECC(Elliptic Curve Cryptography)
(7

RSA(Rivest, Shamir and Adleman) method is
based on the difficulties of factorization and difficult
problem to factor the big number, and it became the
most frequently using public key algorithm in the
world today. And RSA used in electronic signature
algorithm messages
compressing algorithm and use to be the safe

transmission of symmetrical key in the encryption
format.

combined with  various

There are several algorithm types for encryption.
To prevent from the copyright infringement and
illegal distribution during the contents distribution,
DRM is used in representation of information of
copyright with digital watermarking and multimedia
fingerprint(MF).

In this paper, multimedia fingerprint based on
BIBD(Balanced Incomplete Block Designs) code is
imserted to the bit—plane of image for DRM with
RSA which is the public key. Among the decryption
proceeding, the proposed algorithm is experimented
with the consideration of image transmission and
transformation,

The rest of thesis is organized as follows: it will
briefly review the theoretical background of DRM
and RSA in Section [, Section I explains our
encryption realization by using RSA and multimedia
fingerprint for DRM system. Furthermore, it
implements the proposed algorithm and analyzes the
experimental results. Finally, the conclusion is drawn
in Section V.

II. Theoretical Background

2.1 DRM and Watermarking

DRM is the copyright protection system for the
distribution management of digital contents with safe
and trustable method and enable for certified user to
use the signified contents to protect the rights and
benefit™, The methods to prevent from illegal

reproduction and distribution are categorized into two
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Fig. 2. Watermark detection.

ways. The one enable authorized users to use and
transmit within a boundary of admitted limitation,
and another is to trace how people reproduce and
distribute contents illegally, when they are found to
be illicit contact with the unauthorized content™.

Digital watermarking method that indicates the
copyright by inserting the provider's information
directly on digital contents. This orientation of
technology comes from the intention to protect the
copyright because digital contents on web are easy to
reproduce. Fig. 1 and 2 shows the watermark
insertion and watermark detection.

When the copyright infringement has been
occurred, copyrighters can choose to insert the
watermark into their content to acknowledge who is
responsible for the original contents.

2.2 Multimedia Fingerprinting

Multimedia fingerprinting is contents security
technology based on watermarking technology. To
improve the weak point that illegal production
circulation process remains unknown, fingerprinting
technology has  been  being researched"”.
Fingerprinting watermark insertion and detection
algorithm  can Intellectual ~ Property
Rights(IPR) by inserting Unique Digital Signature on
every single digital content. BIBD code was used for

protect

multimedia fingerprint. Compounding a problem of
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BIBD code is using a matrix model to produce code
satisfied with constraints™".

v number of processed.

b: number of blocks.

r: (k<v) number of repetition of each processing.

k' number of processing contained in one block.

4. number of blocks that each processed pair
appears in.

5 parameters are satisfying following two limitation

conditions.
vr = bk (1)
rk—1)=X(v—1) )

BIBD is simply able to expressed with (v, k, ).

_vlv=1)X
b= 9
_Alv—1)

b=v or r=k then BIBD is symmetrical.
f X={X}_and A={4;}]_, then BIBD's
frequency matrix becomes matrix M as Eq. (5).

=1

m {1 if r,€4;
K 0 otherwise.

(5)

Therefore M satisfy Eq. (6).

MM!=(r—=X\)I+\J (6)

All row vectors of frequency matrix M in BIBD

my | by | by | by | b | by | b | b,
wiol1|lo|1 /0|10
vw|11{olo|1|1]0]0
wloloj1]j1]|o]lol1

M=
vvio|1]oflo|1]o0]|1
vu|1|l1|1]0]l0o ] 0]o0
vw|1]lo|loflo|o]1 |1
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Fig. 3. {731} BIBD code for multimedia fingerprint.
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becomes multimedia fingerprint code and authorizes
then to users. This M can be used like anti-collusion
code. Vector becomes 1 or k-1 when many users
execute OR's logical collusion attack.

BIBD code for multimedia fingerprint
appeared in Fig. 3 when {v, k, 4 } are {731}

1s are

2.3 RSA Algorithm

RSA public-key cryptography has been developed
by Rivest, Adi Shamir and Adleman from MIT
mathematics major in 1978, which is known for fully
reflected the public-key cryptography
suggested by Diffe and Hellman in 19762

This algorithm use two prime number. These two

system

prime numbers generate public-key by adjusting
themselves and personal keys are generated by
using existing public-key. It is the RSA that encode
and decode with public-key and private—key.

Fig. 4 shows how RSA cryptography systemn works.
Where M is message and C is the encrypted code and
e is public-key and d is private-key and N is modulus.

At this time N is determined by two prime
number. If this two prime number is called p and g,
N and key are determined following equations.

(7
®)

N=p-«gq

ged(e,¢(V) =1,
where ¢(NV) = (p—1)(g—1)
1<e<¢(N)

d=e 'mod ((V)) 9

Public Key (e)
Modulus (N)

RSA Encryption System

Encrypted Text
o}

—

Plain Text

—

Piain Text
M

——

Encrypted Text
o]

RSA Decryption System

Private Key (d)
Modulus (N)
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Fig. 4. RSA encryption, decryption system.
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Table 1. RSA operation processing.
Prime number D q
Modulus N=p -q
ged(e, P(N))=1
Public Key where @(N)=(p-1)(g-1)
I<e<@(N)
Private Key d=¢’ mod(H(N))
Cipher C=M mod (N)
Decipher M=C" mod (N)

On encryption and decryption using modulus,
public-key and private-key determined by Eq. (7), (8)
and (9) leads to Eq. (10) and (11).

C= M mod N (10

M= Cmod N (1n

The process followed has “Cipher” and “Decipher”
in Table 1.

III. Implementation of the proposed
algorithm and Analysis of the experimental
result

The proposed DRM system is shown in Fig 5. It
composed with BIBD code and RSA.

Multimedia fingerprint based on BIBD code is
inserted into original content then encryption is
operated, and multimedia fingerprint is detected from
decrypted It final multimedia
fingerprint  throughout the correlation with the
inserted multimedia fingerprint.

Multimedia fingerprint was inserted into LSB(Least
Significant Bit) after decompose image into each

content. decides

bit-plane. Because insertion of multimedia fingerprint

Private key
Modulus
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Fig. 5 The block diagram of the proposed DRM
system.
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Fig. 6. The multimedia fingerprint insertion proceeding.

into MSB could be relatively easily noticed changes
of image quality, insertion to LSB is intended for
difficulty of notification. Using two prime numbers of
BIBD code in the process of insertion of multimedia
fingerprint, combination of the row and column would
determine the place for multimedia fingerprint to be
inserted. LSB 7 bit of 7 pixels of determined place
and multimedia fingerprint are operated on logically
EXOR. Fig. 6 shows the proceeding for insertion of
multimedia fingerprint into its content.

To experiment on the proposed algorithm, Visual
C++, Matlab and Maple used for the
implementation and the application program of GUI

are

environment is shown in Fig. 7.
In Application program, encrypted contents were
decrypted with private-key and multimedia finger
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print is detected from the decrypted data.

The prime numbers composed with combination of
each column hit in Fig. 3 are used to create public
key. Showing columns v4 and v6 in combination of
bits is following

v4 = 0100101¢,
v6 = 10000110

37
67

Column v4 and v6 are used as prime number to
create public key of RSA to encryption. The place for
MF(Multimedia Fingerprint) to be inserted can be
determined by adjusting two prime numbers above
and each place denoted as P is same as P1=(37, 37),
Po=(37, 67), Ps=(52, 52), Ps=(67, 37) and Ps=(67, 67).

Fig. 8 shows each bit-plane image of LENA,
which is the previous process for MF to be inserted
in LSB in Fig. 6.

Fig. 9 shows the process of inserting MF
code(01010101) onto P1 of bit-plane which is LSB of
LENA image, and other positions of MF are inserted
in this method. Let original pixel be M, MF code be
B and pixel inserted with MF be MB, to extract the
inserted MF, like Eq. 12. MF inserted image MB and
original image M are calculated with EXOR together
to extract MF and then determine MF by using the
correlation with original MF.

M®B= My,

M@ M=B (12)

Fig. 10 shows each image that are both original
and MF-inserted. When MFs are inserted to 5

Bt
3

Biplane 74458

32 8 LENA g4re| Z} pit-plane S4t
Fig. 8. Each bit-plane images of the LENA image.
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specific points, PSNR between a point (a) and (b) in
Fig. 5 appears to be 85.4dB. The reason why 5 points
are inserted with MF is to determine MF with
estimating that extracting MF is more than 3/5,
when AWGN noise and distorted MF code by
Stirmark.

For encrypted data, AWGN was measured the
error bit from 0dB to 60dB at a point (c) in Fig. 5 to
measure the effect of noise in transferring line. As a
result shown Fig. 11 and Table 2, when AWGN
equals to 0dB, maximum possibility of error is 60
percent and when it equals to 20dB, possibility of
error is 0%.

When more than 20dB of gaussian white noise is
applied, decryption works perfectly. In each BIBD
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Fig. 12. The application program with GUI environment.

code, there was experiment to research the
consistency about MF noise with two BIBD code that
has most net change. In the experiment, when
AWGN noise occurs at a point (¢) in Fig. 5, MF in
point (d) was extracted. To acknowledge average
extraction rate, experiment was executed in different
points inserted with MF.

MF for each places inserted with MF. As a result,

MF code is extracted 100% in vl and v4 in more
than 10dB, and 60% in vl and v4 in more 7dB.

To measure the efficiency of extracting for BIBD
code depending on Stirmark attack, Benchmark(Ver.
40) was used™.

As a result, the detected number of MF in PSNR
30, 40, 70 and 80 Stirmark attack has a strong
resistance showing 60% detection rate, however, has
a less resistance in CONV, JPEG, MEDIAN and
NOISE showing less than 50% Stirmark.

The result of encryption and decryption, inserting
MF from image and creating MF based on BIBD in
GUI environment is shown in Fig. 12.

IV. Conclusion

In this paper, DRM system using MF to prevent
the illegal use of contents is designed and multimedia
fingerprint code based on BIBD code is inserted to
image. The place of image to insert is determined by
selecting prime number among the BIBD code value.
RSA block is realized with two prime numbers which
are used to create public key of RSA.

To estimate the resistance for Stirmark attack of
MF, Stirmark Benchmark was used for a decrypted
image after adding AWGN of 7dB. In measuwring
interrelationship, 7dB results 60% of BIBD code and
is determined as MF code. As a result, when more
than 20dB of AWGN was added, it does not affect on
data. However, when it is less, it damages so much
that decryption does not work properly.

Therefore, it requires powerful method to transfer
the data for the case of noise and method to correct
the errors when data were damaged from noise and
external attack.
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