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Abstract

This paper investigates the issue of efficient reading for sensor data of semi-passive sensor tag. The Cold Chain
management system requires complete sensor data without data loss and the short processing time of reading sensor tag
data. However, reading the sensed data could be interfered by RF environment such as a jamming, obstacle and so on.
This study found that it could lead to loss of the sensed data and takes much time to read it when data loss is occurred.
To solve this problem, we propose the transaction processing mechanism that guarantees efficient reading of the sensed
data. To do this, we present the technique of dynamic packet size and technique of data recovery to execute read
transaction. These techniques improve the reliability of reading operation as well as speed up of read process for the large
capacity data. This paper contributes to the improvement of efficient reading of sensed data without any loss of data and

-

large time required.

Keywords : transaction processing, efficient reading, dynamic packet size, semi-passive sensor tag,

RFID middleware

1. Introduction

Radio frequency identification (RFID) technology is

a wireless communication system using radio-
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frequency waves to transfer data between readers
and movable tagged objects. RFID system does not
require the transponder to be in line of sight and it
allows multiple tag identification. There are several
kinds of tag. One of the tags which are semi-passive
tag contains sensor and it can record sensor value at
its own memory".

A lot of logistics environments such as Cold Chain
tags
Semi-passive sensor tag could be used to manage
attributes of products such as temperature of

use  sensor for product management.
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perishable goods (e.g. fish, meat). It is useful device
for improving the control during the transport chain
and defecting weaknesses by identifying specific

problem  areas

where corrective  actions

are
nece‘ssarym. So semi-passive sensor tag is used in
the environment where the logging plays a very
important role sensing information.

When reader read sensed data from semi-passive
sensor tag, data loss may be occurred because of the
capacity of tag data is increased and more time will
be needed to read it. We do the case study about the
situation that data loss occurs. Noisy environment
and movement of tag are the two main causes. For
it cannot perfectly manage the
perishable products in logistics environment likes
Cold Chain.

To solve the problem of data loss, we propose

these reasons

transaction processing methods for guaranteeing
complete reading and high speed of read processing
while it read sensed data from semi-passive sensor
tag. Transaction processing uses Dynamic Packet
Size technique and incremental read method. Dynamic
Packet Size technique provides considerable reduction
of the time required when reading a sensed data in
noisy environment. And incremental read method is
to read sensed data one by one according to the
packet size. Using these two methods properly it
guarantees efficient reading of transaction processing.

We make a performance evaluation about proposed
methods, and “confirm that
reading of the sensed data. In the performance
evaluation, we compare existing read processing
method with proposed transaction processing method.

it provides efficient

We found the result that our proposed transaction
processing method provides complete result data at
the short processing time,

This paper is organized as follows. Section @I
presents target environment. In Section I, presents
problems of inefficient read of the sensed data.

Transaction processing for efficient reading is
presented in Section IV. In Section V, we present
performance  test over proposed  transaction
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processing. We analyze functions of RFID system in
Section VI. A summary is presented in Section VIL

II. Target Environment

The Cold Chain management system manages
status of products using sensor tag. Temperature
management of fresh products such as fresh foods or
medicines should be performed thoroughly in its
distribution processes. It requires high speed of read
processing because a lot of time is taken when read
a sensed data. And Cold Chain management system
requires correct data which is read from the sensor
tag. So, speedy transmission of a correct data is very
important for managing the fresh products.

A lot of product management systems use a
semi-passive sensor tag data for managing the
Semi—passive

products. sensor tag provides

[3]

a
function to store sensor information™. The sensor
information is stored to tag memory according to the
logging time interval. Semi-passive sensor tag
provides two reading modes for getting a sensor
data. One is getting current sensor value from a tag.
This method simply gets the sensor value which is
returned by the sensor attached to the semi-passive
sensor tag. Another reading mode is getting logged
sensor value from a tag.

Products management system using sensor tag is
shown in Figure 1. Sensor tag starts logging a
sensor data in tag memory when product is packaged
in the factory, Sensing value is continuously logged

while products are transported by vehicle. The reader

Cold Chain
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Fig. 1. Products managements system.
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read the sensed data when products are arrived at
destination which is warehouse or market because
products should be checked for management safely.

II. Problem in reading stored sensor data

Sensor values which are acquired from tagged
objects are used momentously in applied environment.
A large amount of sensor data is read at a time
usually. Therefore data loss can be occurred during
reading sensor data. Data loss is occurred because of
the jamming or obstacle in the reader range. Both
cases generate data loss while a sensor data is read
from the tag by a reader. So, transmission of a tag
data will be interrupted due to the reasons above.

The middleware cannot get complete data because
of noisy environment as well as moving of the tag
over reader range. If enter and leave of tag are
repeated over reader range, data loss is occurred in
the middle of result. And if the tag moves to other
reader range, data loss could be occurred while tag is
moved. At this time another reader read this tag
again, so tme may be wasted by reading a
duplicated data.

RFID system using wireless communication cannot
guarantee reliable transmission of the sensed data
always. A Jamming is often occurred by the radio
wave of many electronic products interfere with RF
signals of readers. Data transmission may be affected
by obstacles where data loss rate depends on the RF
signal strength in target reader range.

In this paper, we present the problems which are
generated by data loss. Memory Full may be
occurred due to failure of reading the sensor data
repeatedly. The sensing data does not be deleted
from the tag memory until application receives the
whole sensed data. If sensing data is deleted before
receiving whole sensing data completely, product
management system cannot manage the fresh product
safely. Memory Full causes loss of the sensor tag
data which is sensed currently or previously. Figure
2 shows Memory Full caused by continuous readout

gaSY MA EjD golEe E2XQl 97| 7Y
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Table 1. Data Transmission results according to the

environment.

<Use 16bytes packetsize>

.| B .
0% (0/4096bytes)

96% (3920/4056

Ideal environment
Noisy environment

failure. It is generated when a reader incompletely
read the sensed data continuously, because sensory
values are written on semi-passive sensor tag
memory continuously every specific interval.

Table 1 shows that data loss rate and elapsed time
is different according to the environment status. If
data loss is occurred while reading sensed data, it
spends much time until return the result data as well
as application cannot receive the correct result
without data loss. So the reader read again to get a
lost data. It spends much time because of big
capacity of the sensed data. Most sensor tag has a
lot of sensor data because a lot of sensor data are
generated from factory to retailer. RFID middleware
must read again the sensed data when data loss is
occurred. It has an effect upon not only processing
speed but also management of fresh products.

It is possible to consider air protocol to handle this
problem. A lot of researches which is anti collision
technique between readers and tags are existed
currently. However, the problem of data loss is not
solved completely by anti collision technique, and we
cannot find method for solving problem of mentioned
above. So RFID middleware requires reading method
which is efficient reading for complete result data
without data loss and speedy read for reducing
requirement time.
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IV. Transaction processing for efficient
reading

1. Defining Transaction for Read Operation

Transaction processing consists of one or many
physical operations (e.g. ReadMemory, Set PacketSize
and so on) for getting a sensor data. The reading
operation is processed when a Read command is send
to the reader. Generally, only single reading process
is executed in middleware when a Read command is
send to read sensor data. However, it is difficult to
guarantee complete reading using existing methods
because it is hard to get correct sensed data through
transmission of Read command at a time. Figure 3
shows that physical operation is executed by
middleware for efficient reading when application
command one logical operation to middleware in
RFID system.

Results of the read commands are reported to the
application either the complete result which is read
successfully or the incomplete result which is failed
to read when read operation is being processed in the
RFID middleware. Besides, it takes long time for
getting the sensed data when data loss is occurred.
However, applications always want to receive
complete results quickly to manage products. So we
propose transaction processing for efficient reading of
sensor data. It keeps executing Read operation one or
many times according to the state of reading resuit
until correct results are received. Therefore, several
physical operations are executed for efficient read
processing when application commands one logical

operation to RFID middleware.

Read
Sersed dda
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L
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Read Read
Mermory Merrory
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Fig. 3. Transaction Processing by physical operation.
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2. Transaction Processing using Incremental
Reading

The data transmission is affected by internal
condition of reader range. Table 2 shows that the
data transmission rate and error rate depend on the
packet size. The transmission rate and error rate
decreases as the packet size goes smaller. Larger
packet size makes higher transmission rate and error
rate. Small

environment, and large packet size is favorable in

packet size is - favorable in noisy
general environment according to the error rate of
each packet size. So we propose to use dynamic
packet size technique which controls the packet size
according to the environment condition,

IR (Incremental Reading) technique is that reads
sensor data one by one according to the packet size
from the semi-passive sensor tag memory. IR is
transaction processing which use dynamic packet size
technique for getting the sensor data and speeds up
of read processing. Dynamic packet size technique is
used in a noisy environment for minimizing data loss
and to speed up the read processing. However, if
reader read tag data using fixed packet size, it cannot
control the transmission rate and error rate. So, we
need to find suitable packet size for the target
environment before reading the tag data and then
read the sensed data from semi-passive sensor tag
using found packet size.

The flow of Read operation in IR is illustrated in
Figure 4. RFID Middleware sends a Read command
to reader to read the sensed data by default packet
size, and then middleware verify the result data
Controlling the packet size is in next step. If data
loss is occurred continuously, packet size 1s decreased
by this mechanism. Conversely, if data loss is not
occurred repeatedly, packet size is increased by RFID
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Table 2, Effects of packet size variation.
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Fig. 4. Read Operation in IR.

middleware, Read commands are sent to reader
repeatedly for getting of complete result until reading
point arrival at end point of the sensed data.

A control flow chart of IR technique is shown in
Figure 5 First of all middleware choice the default
packet size which is max or min in the Step 1, then
Step 2 that read a data only by packet size is
invoked. If data loss is occurred in the Step 2, RFID
middleware sends read command again to reader for
getting of lost data. It reads sensed data using same
packet size until fail to read n times continuously.
The opposite case, middleware checks state of
reading is finished or not. And then transaction
processing is finished if current reading address point
is equal to end point of a data, Step 3 is invoked in
opposite case. In Step 3, read point is moved to next,
then Step 1 is invoked again. In Step 4 and Step 5,
packet size is controlled according to the state of
reading. For easy of explanation, packet size is

1. Decide
packetsize
Min or Max’

2. Read data
fromtag

4. Increasing
the packet size

J% 5 IR7IHe Ho 8L
Fig. 5. Control flow of IR technique.

status of reader range. It can process Read operation
faster in noisy environment. However, Read operation
requires much processing time comparatively because
of reading sensed data one by one in ideal

environment,

V. Performance Evaluation

We test proposed techniques, and confirm the
guarantee of complete reading in noisy environment
with obstacles. We use default packet size which is
1byte, 4bytes, 8bytes and 16 bytes in test. And it
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read a sensed data of 1024 bytes from semi-passive
sensor tag.
Result of reading

environment  without

sensed data in

obstacle
llustrated in Figure 6(a). In this graph, we compare
proposed techniques with simple Read operation
which is to use static packet size (ie. 1, 2, 3 etc.).
Fach method guarantees complete reading in ideal

a ideal

jamming  or is

environment. However, reading time varies according
to the packet size. Using large packet size shows
better performance than using small packet size in
ideal environment.

Not each of the methods can guarantee efficient
reading for gefting of complete result data in noisy
environment. And there is considerable performance
gap among each method. Figure 6(b) shows that
results of test using packet size of static or dynamic
in noisy environment. General method which uses
static packet size is not able to finish reading of the
sensed data except only one packet size which is
1byte because it does not have re-read method for
lost data. Cn the other hand, IR techniques
guaranteed efficient reading for getting of complete
result data and high speed of transaction processing
in noisy environment. IR technique spends doubled
time than the general method which uses static
packet size of 1 byte. And general method may not
finish reading semi-passive sensor tag data owing to
timeout.

If middleware does not use the transaction
processing like IR technique that we proposed, it is
hard to find the packet size which is suitable for
readout in specific environment, and it may make fail
to read the sensed data although a tag is existed in
the reader range. If middleware does not recover a
lost data, the result is discarded with making Fail
message to the application. We can get the complete
result data which is sensing data of semi-passive
sensor tag quickly by proposed IR technique.

(315)
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VI. Related Work

IBM WebSphere RFID Systemm can be used to
track goods

business assets such as cars or computers and many

in the supply chain, and manage

other potential business applications. That system is
implemented according to the ALE (Application Level
Events)® standard in EPCglobal®. ALE standard
specifies an interface through which application may
obtain filtered and consolidated Electronic Product
Code (EPC) data from a variety of sources.

RFID

applications and queries. These factors raise increase

system may have a lot of readers,
in query processing time and network traffic. In
previous software or research™® ™ these issues are
resolved to improve the performance of the RFID
system. But we cannot find guarantee of complete
reading of a tag memory data in existing RFID
These RFID
messages to applications when data loss is occurred.

systems. systems transmit error
And those systems do not process anything for
getting the lost data.

So far RFID system cannot guarantee the efficient
reading of the mass data from semi—passive sensor
tag. ALE standard specifies a lot of functions for
passive tag. However, we cannot find function of
If Cold Chain

management system uses current RFID system, it

reading sensed data completely.

cannot manage the fresh product safely. Because
current RFID system do not guarantees the complete
result of reading sensor data and high speed of read
processing. Performance and functions of RFID
should be improved satisfy  with
requirements of environment where sensor tag is
used.

system to

VII. Conclusion

It is important to get correct sensed data in
logistics environment like Cold Chain. In this paper,
we analyze the cases that relates to data loss. Data

loss is occurred by jamming and obstacle in noisy
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environment. And we find common problems of each
case and propose transaction processing method as a
solution. We guarantee efficient reading through
transaction processing when reader reads sensor data
from semi-passive sensor tag using proposed IR
technique.

The technique that manages quality of products
using sensor data has been used widely. In these
cases, it is important to read the sensor data
completely. So we propose the transaction processing
to get the correct sensor data quickly, it can perfectly
manage the fresh products. If RFID system uses
transaction processing for efficient reading in Cold
Chain environment, the reliability of reading a sensor
data can be guaranteed. And proposed transaction
processing shows improved performance that provide
dependability of reading operation and high speed
over reading the mass data. We confirm that
improved performance using IR technique through
performance evaluation in noisy environment.

The main contribution of our work is that we have
proposed IR transaction processing for efficient
reading of semi-passive sensor tag anywhere. Future
research includes processing of the sensor data which
is semi-passive sensor tag as well as active sensor
tag, and extension of Middleware for Sensor
Network.
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