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ABSTRACT

Recently, the ERO protocol has been adopted as a standard to protect the routing optimization mode introduced by MIPv6. This protocol
uses the public key cryptography and the early binding update method to improve the Return Routeability protocol while optimizing both
security and performance. On the other hand, though various security approaches including the ERO protocol have been proposed for MIPv6,
they lack formal verification. Especially, to our best knowledge, there is no formal analysis on the ERO protocol. In order to provide a good
example for formal analysis on MIPv6 security protocols, this paper verifies the correctness of the ERO protocol through BAN-logie. For this
goal, BAN-logic is extended to consider the address tests on the mobile nodes’s CoA and HoA. 1t is expected that the analysis presented in this
paper will be useful for the formal verifications on the security protocols related to MIPv6,
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MIPv6E. o] 5 %==(MN: Mobile Node)?} th&
(CN: Corresponding Node) Akl 9] A4 §41& A3l A=
323} &4 RO: Route Optimization Mode)& 4713+
2, o]2 B353}7] 918 Return Routeability(RR) ZZE
< AATHI. RR TREZL o]Fx==2] HoA
(Home Address: SHIEH oM B & T4 o|F
=29 A&EHQ AEE AT F4)9 Cod (Care-of
Address: | FUEL AN SFEHE FAZ o|FE
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719 L 88381 o5t gE s Aol 7T
7] v (long-term secret) S M EH3}3, o] F9] FHA
A o] HA g v o g notd s T &3-S S
ot E£3, o] 2 ull g A 71 E A&t wiels
A HA A 2@} dolg] Ago] FA FAHEE F
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- Msg(SA, DA): T2 EZ WA A & JER T Mg WA
78] o] Fo| 1 SAE WA A 9] 47 F24, DAv FA
A F42E Ve

- H(msg): msg® A& Adsts 93 A F
ofu] g

- HMAC(k, msg): 37 k& 53] msge] HMAC & A
AelE HMAC 8148 9 &

S EAR A AakA) o alERY = AR

-MN: o] == HA: S oJAE CN: & =5
(F1ZZHE o] 7| ES FE AL A

-CNA: )& 5=E9] F4, HAA: Eoo|HES] F4

- CNI: Care-of nonce index, HNI: Home nonce index

- CKT: Care-of keygen token
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- HKT: Home keygen token

- CIC: Care-of init cookie, HIC: Home init cookie & MN©) Hvoﬂ &) 6} :2 szl Ag T
- First{n,m): M| 414 m2] 31 ¥l pH] E 2E B o R éﬂggﬂi o] Mo wAy57] uhito nh
- PUX: X1 3747, PRX : X2} 4 217] A A A Aol FE FA Bk ol H &+
-E(K M): 7] KE WAA M& <23 g H MN2 HoT WA A o]l £H HKTE ¥ 5 ¢k MN¢]
- S(K, M): 7) K3 WA A M& AR 3 e UEAZ AELME SA ST Ealy BU Y

2. 27147 1 Kbml(HKTZ 5 HA4 )& 3] AbE MACeba
ERO ZREFe] 27|9s 19 13 Zo] HoA H| & 233h=d) o] gh& CNoj Aujx AR FHd Hok
2=E 9} Early BU, Complete BU 3t 4 & 2 A 5] g &2 Y22 53 MNo| HoAd| £x1g-& SiAA +
242 MNZ} CN Abol 9] 47]u]H 3l Kbmperms ¥ & 7154 AFg o] #& FH MNIFCNS 2714
ah Zloltt. 2 9] Kbmperm& 2l 83kw, o] & vhel g A 719 3
MN-2 # = Q W(hand over) ©] H ol CNZ HoT19} HoT &3] MNo] CoAdl) &4 §o] AE = A Gk ® £

MN

FY 3} 53], EBU HA A=

HA

MN®| A2} 3} g

(0-1) HoTIHHoA, CNA) = { HIC }

HoA H2E.

(0-2) HoT(CNA, HoA) = { HIC, HKT. HNJ /}

(1-1) EBU(CoA, CNA) = { HoA, Seq#. HNI, CNI(=0), CoTL, CGAPyp. SlGebu, MACebu

Early BU ﬁ

4L

(1-2) EBA(CNA, CoA} = { Seg#, CoT, E(PUyy, Kbmperm), CGAP;, SlGeba, MACeba }

= N

Complete

(2-1) CBU(CoA, CNA) = { HoA. Seq#, HNI(=0), CNI, MACchu }

)

BU\\

(2-2) CBA(CNA, CoA) = { Seq#. MACcha }

- Kbmperm: Z7] Ao~ =& 37189 (long-term secret)
=CoTl={CIC} CoT ={CIC, CKT, CNI }
- Kbml = SHAI(HK T Zero64), Zero64i 648 E S 028 of#o & gt
~ MACebu = First(96, HMAC_SHAI(Kbmi1, CNA/CoA/EBL))

- MACeba = First(96, HMAC_SHA1(Kbml, CNA/CoAlEBA))
~ CGAPy X8 CGA 71¥ H8-& A% ves

~ SIGebu = S(PRyy CNA/ CoAl EBLA
EBU = EBU SN A AN MACebu H8& 022 el 31g o)

- SlGeba = S(PRcy. CNAICoAlEBA)
EBA = EBA WINA N MACebs §-8& 02.8 A3 AL 2y
~ KbnZ2: SHAICKT! Kbmperm)
- MACcbu: First(96, HMAC_SHA1(Kbm2, CNA/CoAlCBLY)
- MACcha: First(96, HMAC_SHA1(Kbm2, CNA! CoA|CBA))

I8 1, ERO ZREE9| 7oA
Fig. 1 The initial phase of the ERO protocol
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(1-1) EBU(CoA,CNA) = { HoA, Seq#, HNI(=0), CNI(=0), CoT], MACebu } l/

Early BUX <
-

(1-2) EBA(CNA, CoA) = { Seq# CoT, MACeba }

(2-1) CBU(CoA, CNA) = { HoA, Seq# HNI(=0), CNI, MACchu }

Complete

(2-2) CBA(CNA, CoA) = { Seq#, MACcha }

BU
) -

- Kbml = SHA1(Kbmperm/[Zero64)

~ MACebu = First(96, HMAC_SHA1(Kbml, CNA/CoA/EBU))
- MACeba = First(96, HMAC_SHA1(Kbmi, CNA/CoA/EBA))
- KbmZ2: SHA1(CKT/Kbmperm)

- MACcbu’ First(96, HMAC_SHA1(KbmZ2, CNA/CoA/CBU))
- MACcha: First(96, HMAC_SHA1(KbmZ2, CNA/CoA[CBA)

% 2. ERO Z2EZ9 F&CHA
Fig. 2 The subsequent phase of the ERO protocol
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Table 1. Notations used in BAN-logic
75 ofr
PEX | P=XE PEibelieve).
P 4 X | PEXE AT BETHsee).
P -X | PEXE A7F B cHonce said).
#(P) P9 Fhol & Al o| thfresh).
P X1 pe Xl i g o] 9 Gurisdiction).
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(1)MN — CN:{ H(EBU, MNQHoA)} o
(2) ON — MN: { H(EBA)} |

where EBAincludes(CoT,{ Kbmperm } PUAuAv)

- (3)MN — CN:< CBU, MNQC0A) > g
(4)CN > MN:< CBA> g1

97 (1)& B MNo| HoAdl EA5e A& 9vl
= MNGHoA7} 37 it} & CNo| EBU WA R off 3
B3 AAMEE AFshe oA Muls
< o} 7] 98 32718 MACebu= HKT(MN <} HoAol
A Faghel o8 AakE 7] ol AApA o] f &3}t
e o) v| = EBU WA A & 2188 4 918 #rl ol 2}
MNo| A HoAd| A gths A& vepdt o]
AHA, A 3)ol A= MN©] CoAdl EAE o3t
= MNQCoA7} 759t &, CBUE H33}7] 944
2719 MACcbu= Kbmperm3} 37 CTK(MN©] CoA
A FAFHERE Y Kbm2ol 93] AxE7]) g
ol CBU7} f&stthe A& vl Al A 240 i3t A 24
o] 9} o} MN©] CoAdll EA stk & ¢Al gt
Z7)G Al i3t 7H AL o3 2

1=}
5 34

(A1) MN E#(Seq)

(A42) MN E CN = Kbmperm
PU,

(43) MN e —L 0N

(A44) ON E#(Seq)

PU,
(45) cNE—2 v

A3 ZatztA CGACl 93 S H = MNS| PUnw

BAN =& 53] 9% 4 ¢17] W (3)¢ 45)
Fobst T 271941 94 Fold Aatst Fes
nigto 2 vt ol AFE. |

DA ()2 A6 R4 A3 A1)} o] fF=d
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o} 7] A} EBUE Seq#tS ¥3317] W0l (A4)% (R6)
o g&lA A@2)E T8 F A

CNE#(EBU, MNQHoA) V)]

AW AR 291 RHE AE3A 4OE HEY
& siek,

CNEMNE (EBU, MNQHoA) 3)

254 02 4(3)3% @) I3 @)t HG)E L&
2 931 0|58 £ CN2 EBU HAIA] #A| e+ MN©]
HoAd| &A1 8tk AL & A8 4 Sl

CNE MN® EBU @)
CNE MN 'k MNQHo A ®)

94 @ @A )F FABH (A3)% R2), 282
AN R6)S A2 &3 F, RHT H &3t 4(6)
o2 fEE T 9k

MNE CNF EBA (©)

T8, 26)F ®R8)l & A A(NE& T3 A©®)
L 2T 5 A

Kbmperm

MNECNE{MN = CN}tp (O

Kbmperm
MNECNEMN = CN 8)

ARA o2 4©®)d (A% R)HE A& H9E
FET 59k

Kbmperm
"MNEMN <= CN ®

21(9)E E3) 4] MN Kbmperm©] 2.7} Z}41 3%} CNoj|
AT g7t g v dojghs Ag AT 4 glon
nebd TEGAE £33 o] 59 AN T o] F F
MW7) 719e) 7) w3 glo] Hield BAE Ao T
F Qe TAE FusA gt

MNI} CNE 2(9)¢} (A6)S HIE O 2 Kbmperm¥
CKTo A A€ Kbm2 S SHA 3 v D 2 A A &4 3)
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A g3te] 41003 2ol FEE & gleh, ey TR oy
CN £ MNE (CBU, MNQCbA) (10) Kbm1
(BYMNEMN <= CON

U%f’/}/d (RS)O]] ]b}} &}(11)_}1]( )](]2)? 8 2= 9)r),

CN £ MNE CBU (11
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®R4el 3] 2/13)3} 2o} HrHTh

2 (AD (RO),

MN ECNE CBA (13)
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(2)ON > MN:< EBA> 4,

where EBAincludes CoT
(3)MN — CN:< CBU, MNQCoA) > 14,
(4)CN - MN:< CBA> 4,
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= AE A5 7] Wit MNo| Kbml-g Qs S 8
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