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ABSTRACT

RC6 which has different algorithm of encryption and decryption has been proposed o have the same algorithm between encryption and
decryption through inserting symmetry layer using simple rotate and logical operation. That means the half of whole RC6 round uses
encryption algorithm and the test of it uses dectyption one and symmetry layer has been put into the middle of encryption and decryption. The
proposed RC6 algorithm has no difference with the original one in the speed of process. However it is quite safe because by inserting
symmetry layer the path of high probability which is needed for differential and linear analysis is cut off so that it is hard to be analyzed. The
proposed symmetry layer algorithm can be easily applied to the algorithm which has different encryption and decryption and make it same,
and it can be good idea to be used to design a new block cipher algorithm.
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B =B+ §[0];

D =D+ §[1];

for(i=1; i<r; i++)

{
t=(B*2B+ 1)) Klogw;
u=(D*2D+ 1) Klog w;
A= ((A B 1Ky + §[2i];
C={(C D u) K1)+ S[2i+1];
(A,B,C,D)=(B,C,D, A);

}

A=A +8[2r+2];

C=C+8[2r+3];

3% 1. RCe &3 ¢naE
Fig 1. RC6 encryption algorithm

C=C-S[2r+3];

A=A-S[2r+2);

for(i=r; i>=1; i--)

{
(A,B,C,D}=(D,A,B, ()
u={{D*2D + 1)) € log w;
t=(B*2B+ 1)) €log w;
C={((C-S[2i+1) > t) B y;
A={(A-SP2i)) »uw) by

}

D=D-8[1}

B=B-5[0

3% 2 RC6 53 ¢1z&
Fig 2. RC6 decryption algorithm
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Fig 3. Symmetry layer flow diagram
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word32 b(word32 a, int rkey)
{
union {
word32 word,
word8 byte[4];
Jtmp;
tmp.word = a;
tmp.byte[0] &= KEY .byte[rkey](0];
tmp.byte[1] |= KEY .byte[rkey][1];
tmp.byte[2] &= KEY.byte[rkey][2];
tmp.byte[3] [= KEY .byte[rkey][3];
return tmp.word;

}

word32 Symmetry(word32 *pt)

{
word32 A, B, C, D, tmp;
A= pt0];
B = pt[1];
C=ptl2];
D =pt[3],
B =B " ROTL(tmp = b(A, 22), 12);
D =D " ROTL(imp = b(C, 24), 29);
C=C " ROTL(tmp = b(D, 23), 12);
A = A " ROTL(tmp = b(B, 25), 29);

a7 4 thalet 23na|E
Fig 4. Symmetry layer algorithm
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