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Privacy Information Protection Model in e-Healthcare Environment
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Abstract

The development of information tfechnology such as the internet has brought about rapidly changes the old medical
tfechnology, e-Hedalthcare has been to raise social issue. The e-Healthcare which new turning point of paradigm in the
medical information develops the medical policy in Korea and the technology, the prospective of reverse engineering in
infemet environment is incurring problems such as distribution of critical information and invasion and infringement of privacy,
efc.

In this research, we suggest the Role Based Access Control System, HPIP - e-Healthcare Privacy Information Protection,
for solving above problem. The HPIP is composed 4 mechanisms such as Consolidate User Identity, Hospital Authorization,
Medical Record Access Control, Patient Diagnosis and we are also prototyping the HPIP for feasible approach in the real
computing environment.
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DEFINITION

e A set U of users, a set R of roles, a
set D of data, a set P of purposes, a
set O of operation, a set S of sessions.

¢ The set of Data Permissions DP = {(o,
d | o€ O, de D).

e User Assignment UA < U x R, a
many-to-many mapping user to role
assignment relation.

e The role hierarchy RH € R x R is a
partial order on roles.

e DPA < DP x R is many-to-many

permission to role assignment
relations.

e Purpose binding PB < P x DP, a
many-to-many mapping data

permission to purpose relation.
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AEE 2% T2 Y2 XML 7o 2 8449
AEE -7 3o AlFdnh

- <appel:RULESET xmlns:appel="http://www.w3.0rg/2002/04/APPELvL"
xmins: p3p="http://www.w3.0rg/2000/12/P3Pv1" crtdby="W3C"
crtdon="1999-11-03T09:21:32-05:00">

- <appel:RULE behavior="request" description="Request general medical
information of patient">
- <p3p:POLICY>
- <p3p:STATEMENT>
- <p3p:PURPOSE appel:connective="or">
<p3p:sharePublicMedicalInfo />
</p3p: PURPOSE>
- <p3p:RECIPIENT>
<p3p:AuthenticatedHospital />
</p3p: RECIPIENT>
- <p3p:RETENTION>
<p3p:indefinitely />
</p3p: RETENTION >
- <p3p:DATA-GROUP appel:connective="or-exact">
<p3p:DATA ref="#hospital.publicInfo.ID" />
<p3p:DATA ref="#patient.publicInfo.ID" />
<p3p:DATA ref="#patient.MedicalInfo.date" />
<p3p:DATA ref="#patient.MedicalInfo.symptom" />
<p3p:DATA ref="#patient.MedicalInfo.checkUp" />
<p3p:DATA ref="#patient.MedicalInfo.diagnosis" />
<p3p:DATA ref="#patient.MedicalInfo.treatment” />
</p3p: DATA-GROUP>
</p3p:STATEMENT>
</p3p:POLICY >
</appel:RULE>
</appel:RULESET>

(3% 6) APPEL gigh o

<?xml version="1.0" encoding="euc-kr" ?>
- <medicallnfo>
- <hospital>
<ID>Hospital B</ID>
</hospital>
- <patientRecord>
- <patient id="1234">
<date>2005-02-04</date>
<symptom>tympanitis</symptom>
<checkUp>CTscans</checkUp>
<diagnosis>otitis media</diagnosis>
<treatment>tympanoplasty</treatment>
</patient>
</patientRecord>
</medicalInfo>
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User 1D 8502052345678

Name Kim Kyong Jin
Sex £

Resident Number 8502052345678

hge 23

hddress Changu-dong, Hanan i, Gveonagi-Do
Job Graduate student

hcademic Clique in university
Telephone 01234567890
Payment Infomation — Credit card

Hark 0

> Medical Treatment
Date Hospital 1D Diagnosis Pharmacy 10
20050204 Hospital B chronicity tympanitis
20040301 Hospital & comnon cold Pharm &
20030306 Hospital B hypertension Pharn &
A

20030305 Hospital cardiac failure Pharm B

(T8 8) 7HIEE 2RAe| ZZHE - View

Q15o] H AL AREAR] Sl A $kake] 7]
SARE 83ty A" A FHaehe] 4l
AAETS AFatm ol WA A X8 7
= 712421 AE7|FES HYUAdA HoFEoh

He Yelx 5dd Soldehwizst W)
o] AL A% “Particular illness”S A&} 3te] AFA)
S AE7ES 8T F Utk o] u, AJAFEI}
o]l &H Y A= AFAHE AN A confirm message

AEste] zp2le] st AEAHEE Il

£, of
o
e
r
M

ok 28271 BhelA e
3Ty, @ W o HeAe) 4

ol M

= 2
lo,
2
r
o
Qb

ron

b= QIE{U FE s3] (10722)
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struct PatientData
{

Date date; so Zada
PatientInfo ID; S/ Balp
Medicallnfo Symprom: P
Medicallnfo checklp: S AR
Medieallnfo diagnosis: /7 &5
MedicalInfo treatment; /) R_j'%l

}

s gEedeFe 2F 4
roid Reguest_SensitiveNedicalInformationpaciencID)
{

PatientData *medicalInfo;
Authentication() :
Authorizationi);

if (ConfirmNotice (patientID))

{
medicallnfo = Search NedicalInformation(patientID);
EMLFile (medicalInfo)

i

A FHe Hotice
bool ConfirmNotice (patientID)
{
string
bool

contactPhone;
result;

contactPhone = Search PacientInformation(patiencID);
result = Hotice (contactPhone) :

return result;

Hospital |0 Hospital 4

Patient 10 8502052345678

- Nane Kin Kyong Jin
- e i

- hge 23

» Pect Hodlcs| facords
Date

Synpton Checkup Diagnosis  Treatment Prescription

I 1
(Pnnl:ulnr{

illness

20040301 headache, cough general treatment common cold injection  phenylpropanolanine

|

> other Hospital Medical Records @ fes

Synpton
Checkup
Diagnosis
HedicalTreatnent

Prescription

(ag

Hospital 1D Hospital &

Patient 1D 502052345878

- Nane Kin Kyong Jin
- Sex F

- hae 2

2 Past_Hedical fiecords

Date Synpton Checkup Disgnosie | Treatment Prescription

Particular
illness

Particular
iliness

20040301 headache, cough  general treatment common cold injection  phenylpropanolanine

> other Hospital Hedical Records ! Ves

Hospital 10| Date Syapton Checkup Diagnosis Treatnent

Hospital B 20050204 tympanitis  eardrum observation, CTscans — otitis media  tympanoplasty

Synpton

(32 9) piztst IEHE 28 - Notice  —

A Slsty N SolAute] JAPNE i 2
HojF, oyl &2F = Request_SensitiveMe-
dicallnformation 2§ 3} ConfirmNotice 2§ 2] 34 (3% 11) gxlel JBHE IR
29l Fr o] dRES HojFErh Ud Aug R
2 90RFNL AL Ao T2 A7 AAAR A E 7152 $hape] AP S H SR oy
= Azt o} o5 FAol He A LFolA v Fag

32171 B BolA XE uke 7]2o] gitkd Q40lBg Helo] AREAe] XF7|FS ]88t
B AE B9 BAA ] EAJRIES 8 # & 79 Notice 7|5 22 AMEAF Al 84S
ot Bxte] AEARE TR WP A 2 ALEA A AR I AE 2
o wg} dutAel NF/|=US HAEA 37, sz, JHo] 9] - ¥z Y Zato|HA IS E 4
&7b8 W shale] Sol AR e NEAR) T A
< HoFoh o] u, Ao A confirm messageS
Aol o5 Ay U ABHRIES A 5. 2& ¥ I¥F A3
otk 19102 WY AdA B $hxle] dutk
A2l 7715 0]t}. & 714 Other Hospital Medical o)A RSl WAOoT HH AFLH I} Yo
records7b 91& 7A-$-oll o ol Bxe] o)A AWA zZefolm Al a7t Shekal Adgel=E &
WE 712L 23 F 9k J2d11e o2 3§y Y BB Y ARRT <zl 7|go] nF
ol A Fxpe] UntAQl ANEARE A|Fgit), gt Zdejoln ol & sl Asty] Pl = MEL &l
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AL s of SulE BdSs & Aotk
71 7] 2~E1© 2 A|QHE HPIP(Health Privacy
Information Protection) A]Z~®]S 9J&h7]uke] HZ
Ao1E Eaf wzksk AR gt Zalo|HA] 3|
2 A3k Fg ool a3 elH, AR 524
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AMH 22 = s 719 5 Ak
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