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HWbF(Hit and WLC based Firewall) Design using HIT technique
for the parallel-processing and WLC(Weight Least Connection)
technique for load balancing
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Abstract

This paper proposes HWbFHit and WLC based Firewall) design which consists of an PFS(Packet Filter Statfion) and
APS(Application Proxy Station). PFS is designed to reduce bottleneck and fo prevent the transmission delay of them by
distributing packets with PLB(Packet Load Balancing) module, and APS is designed fo manage a proxy cash server by using
PCSLB(Proxy Cash Server Load Balancing) module and to detect a DoS attack with packet traffic quantity. Therefore, the
proposed HWDBF in this paper prevents packet fransmission delay that was a drawback in an existing Firewall, diminishes
bottleneck, and then increases the processing speed of the packet. Also, as HWLF reduce the 50% and 25% of the
respective DoS affack error detection rate(TCP) about average value and the fixed critical value fo 38% and 17%. with the
proposed expression by manipulating the critical value according to the packet traffic quantity, it not only improve the
detection of DoS atftack tfraffic but also diminishes the overload of a proxy cash server.
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X2= HWhF(Hit and WLC based Firewall) A

2.3 DoS 32

DoS &7 3 SYN Flooding, UDP Flooding,
ICMP Flooding© & Ezf¥ <3} ##HH x4l
34 {3 olHHSII61[7].
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#include "capture.h"
void capture_init(u_int8_t *filter, u_int64_t cnt){
w_int32 t d_link, localnet, netmask;
pecap_dumper_t *p_dumper = NULL;
struct bpf_program bpf;
#ifdef DEBUG
fprintf(stdout, "DEBUG: capture_init()\n");
#endif
memset(&bpf, 0, sizeof(struct bpf_program));
signal(SIGTERM, capture_clean_exit);
signal(SIGINT, capture_clean_exit);
signal(SIGQUIT, capture_clean_exit);
signal(SIGHUP, capture_clean_exit);
if(strlen(r_file) > 0){
if((pkt = pcap_open_offline(r_file, error_buf))
== NULL)
fatal_error("Unable to open file: %s", error_buf);
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if(eth_header->h_proto ==htons(ETH_P_IP)){
if(eth_header->ip_p == 6)
/* TCP protocol */
else if(ip_header->ip_p == 17)
/* UDP protocol */
else if(ip_header->ip_p == IPPROTO_ICMP)
/* ICMP protocol */
else if(ip_header->ip_p == IPPROTO_IGMP)
/* IGMP protocol */
else if(ip_header->h_proto== htons(ETH_P_ARP))
/* ARP protocol */
else if(ip_header->h_proto ==
/* RARP protocol */

htons(ETH_P_RARP))

}
elsef
fp = (FILE*)open_file_log fd(LOGFILE);
print_eth_info(fp);
fprintf(fp,"/n DO NOT SUPPORT /n'");

fclose(fp);

}
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weba, B =R A ¢te PLBE PFDS9]
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A7 S DHY HEE Fo M, 7)) a9
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PLB(int packet,, []){
int i, wi4], wic[4], min,,., select,s,;
for(i=1; i<=3; i++) wli]=i;
for (i=1; i<=3; i++) wic[i]=packet,, [i]/wli],
ifwiclt<=uicl2) |
min,,.=wlc[1];
select,,;q5=1;

}

else {
min value =wlc [2]/
selectyqs=2;

if(wte[3l<=min, ., )
min, g, =wlc[3];
select,;45=3;

}

send_packet(packets, select,qs);

}
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ACLe| ©J3l] 318&-¥ HAET A =g A =
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PFDS(char packets[], int packet,,[], int select,,){
switch(select,, 4, ){
case 1 : if(type(packets)="TCP"){
if(check(hit ACL,,,, packets){
packet,, [1]=packet,, [1]+packets;
sendAgent(packets, agentA);
}
}
if(type(packets)="TCMP"){
if(check(hit ACL,,;, packets){
packet,, [2]=packet,, [2]+packets;
sendAgent(packets, agentB);
}
)
if(type(packets)="UDP"){
if(check(hit ACL,,,, packets){
packet, [3]=packet,, [3]+packets;
sendAgent(packets, agentC);
}
}

break;
case 2 : ;
}
}
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HWOF(Hit and WLC based Firewall) AA|

TAMS(char packets[], int agent[]){
switch(agent){

case A: tCPyasric = Y, Packety, /'Y, Packet;p;

lf( tcph.,,mf>= tcpm.,f{m”,)
sendMaster(alertLog);
Upey = (ECD1ragfic + LCDeriterion ) /25
tCD eriterian =calMax(ur,,,,,. tCPya ff,,,,) ;
break;
case B: udpy,qfpic = Y Packet,,, /3 Packet,p;

f(udpyapsic >= UdPeriterion)

sendMaster(alertLog);
Uy = (Udpyragic + WP riterion ) /2;
UAD grigerion :CalMax(uudp! UdPyrq f fi(?);
break;

case C icmpmff,»c = EPuck‘et,”,,,, /E Packet p;

f(Eempyrapric >= €MD griterion)
sendMaster(alertLog);

semp = (ECMPyy i + LCMP riterion ) /25

1CMPriterion=CAMAX Wiy 1CMPy1g ffz‘c)}

break;

u

}

CalMax(ul,y pl,mffi(t){
tuti = Divaggic/ TOW 51 )
teriterion = Ut T butits
1eturn(t . iserion);

}

}

(32 13) TAMS AR ALt L2|&
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FEolAES 23 i Z=A] A AH
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o
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PCSLB(char packets[], int cash[]){
int i, W4], wic[4], min,g,, select,,q;
for(i=1; i<=3; i++) WIi]=i;
for (i=1; i<=3; i++) wicli]=cash[i]/WI[i];
if(wlc[1]<=wic[2]) {
min, g, =wlc[1];
select ,0,=1;
}
else {
min,,.=wlc[2];
select q,=2;
}
if(wlc[3]<=min_value){
min,,.=wlc[3];
select q,=3;

}
sendPacket(packets, selectyq;);

(32 14) PCSLB ¢12|&

3.2.3 APDS MA|

APDS(Application Proxy Data Segment)l| A]
E-mail Telnet, FTP, Web &3 722 58 AH| X
oA EfEE #Aste] R YEHIZR
E% Wi MEYAR] S 88 e ALY
A AA gt} &, APDSOI A= 58410 2 ThA| o
A Hit ACL 7%= ol-&3ll QA= Aol AF e
T AL, & A2 ARl the El(logE
A 8] ZAEA 7155 AlgskH, Hit ACL 7]
HE ol&al #HF FEHNA sgd zlEe]
o] APDSOIA thA] HHF Hof kg HFlE A
HE ddsiA €t
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HWOF(Hit and WLC based Firewall) AA|

APDS(int slect,,,,q;, char packets|[], int cash[];){
if(check(Hit ACL,,,, packets){
switch(select ,q; )
case 1 : cash[1]=cash[1]+1;
sendProxyServer(packets, select,q;);
break;
case 2 : cash[2]=cash[2]+1;
sendProxyServer(packets, select,,);
break;
case 3 : cash[3]=cash[3]+];
sendProxyServer(packets, select,qs);
break;
}

}
sendProxyServer(char packets[], int select,q,){

checkTraffic(packets);
}

}

(3%l 15) APDS ¥12|&

4. HWbF DB A7

T e HeolE, 211 We EE 93 gXiE
W7 s o] A7FE = Elo]&, Hit ACLe] A
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= HWbF DBl A 4-ghtt.

HWbF DB+ 37l 24 <X AHHo7 A
THES o, @A AEo|E AZkE @EAY

T2 AAE
1% 162 HWbFS} HWbF DB9| t©o]E]
HAE A Aol

foi
i

pem | pam PFDS TAMS APDS
. E "
r . | HItACLplds Eauf“ ar | HIlACLapus |
Y

HItACLoats, HitACLesce
| 2! 24 Glole

I Holg

! FEEEEEET]
****** HOE

::::::

(3%l 16) HWbF DB

TUI Agentol| Al 345 ©A517] $l3te] Fzl=F
B 29 97 B4 2IF nigos 12EZ
H EQYE JHF3e AN £ JEE F 29 =
7Y FAoR APEES Wit Agd,

K

%7 el e}
Acent Z} TUI Agent TUI Master=
8 A8 AEA ZRES A

o
A7 cana| EAESE SR
= gl

Time i AlZHd dolE] Aol
23 Y A7 jany
Source 37l Soruce
Address Address
| 7)
Destination JH >
Address Destination
Address
Protocol H7 TF
Protocol_ | &1, €, Flooding €1
sub A= A A
Soruce g TE W
22~ XE W
Port -
Destination| 24X XE
Port WS

- =
Length M‘H?}l 73101 EH;,] ] qﬁ} 7]01 Zéﬁ.

A F B4 2= Ds%_1 HEAl A 7bR o
AEE 208, ¥ 32 AP B4 21 g4
o|t}.

et QIEUl FES3| (10723)

23



SEXE| HIT 7[32 2SReie

WLC7Z o] H2= HWoF(Hit and WLC based Firewall) AA|

&4 A €] 71Ek
AIZHE 579
Time 23 4 Az ol 5%
AALe] o] &
Protocol B AR TCP, UDP, ICMP
YA <t
Packet ©o] =% 47 0]%%

E 4T T4 FA BA 2O FAHOE, TUI

Master= TUI Agent’} DBl 7153 s 71 g #4]
ZE W=tk TUI Agentoll 4 Az AAIZE o]
Aol ¥4 E#Po] A3 S 7% TUI Agent
o] 2]¥ 2} Source Address, Portol] o3 A H 17
T YARE Hol 2718 Al HE Jue
TUI Masterdl] H73}7] 9JgF 21 Ew o]t}
(E 4) 34 X 24 27 34
&4 39 71Ek
BN
Agent Agent 282} ngaétgié °
. D AR e = A7 =7
Time ‘Q’Z;f?} X7k WA ST A A
PR S/ A | dARAE 243 HA
. Az, F7vske | olE el Us ARE
A“*Iaztmal AN ez TUI Master2
| Bl ax Fa, | HIsEE AL
XE, Zo] X
Esb Hit7| < ©]-§-3l= PFDS E &3 APDS
oA A "é 1 < & o AME-3HE Hit ACL
o] A=l 2 | o] E-o] T}
(_u_ ) Hit ACL g !
&4 49 7| e}
] _ |Telnet, FTP, HTTP% <]
ServiceType | AHZ F3 P PN
AW 7k
UsedServerPort | A&l ZE
W
o] AET}
UsedClientPort | AM&-3}=
XEHS

5. HWbF Al &# 0|4

o] PFDS®| 5ol %A 8%
e HHo= AMgHh

2 =rdAs EdY AR JHesAl §
2 A Z 7t gee 28 dyeE vt
TA Hax A4 gIEES 7NeE ol 7
= 718 sl Algd ol st As Hrtekd
[11].

7}4 1. PFDS 1, PFDS 2, PFDS 39| =% ¥ %
A 585 27 5, 10, 159712} 513, PFDS
o] 7bsAle 247 1, 2, 3018 ¢tk

7} 2. TIME_WAIT A7+ 5322 3hod, A&
A7 8N S BY A 5% oo 35 IS
Bz Z3td JHa%

7143 23 8% %* =
40packet© = 3o 103] o] vhE A3 kit

Nt ruEé
D% l‘ﬂir

oﬁi

a9 178 bE ees EW(WRR)FJr 7}
A AAWLC) ¢rdE9 1A
Jj =2 Jepd Hojth

_E
B
»y
o
4y ofN
f

g ze] Aol A d

24 7o) s

OE mAe] gjzlo] @ol WA Hoke

24

2009. 4



g5 glom, e zdow ¥ ITeFY A%
S YT A% M A2Y FuFel AN
Be 23 A7 Addts 2 & 5 o
g 49 AelM HEA Ak 97 LIAF
& AHESHE PRDS7F 71E Bhen 29l d3eE
S Apg-ah PEDSO] vls) Ao L7 el 7 A
I8 Bk

2= AlEd0lM

TAMS R E-2 libpcap 2}°] E.212] 9} tepdum
2IOHE S&sto] AASHI2H, DoS %1
SYN Flooding, UDP Flooding, ICMP Flooding >
at%ich TCP, UDP, ICMP 3+ Ej 3 33|
stel 0% Ed ) B ALY,
AR = 33 whEg Hgh Sl A AL 2w
2 A8t

TAMS X590 F#g2= A)E ol&3h

4o golch,

= (TAMS, pgic+ TAMSerg

= (TAMS, ojric+ TAMS, iterion
Eln—z]‘— EgY a‘to] —/x4017:ﬂ;<]

A= Foll wheh Hsh= TAMS R5 9
A& 4+E DoS FAE

5.2.1TCP

1% 18 TUI Agent A(TCP)S] EZj T & 2
e AW gzt

TUI Agent A(TCP)®] 3+ Ezf¥ o] 33MBYH,
DoS &4 ®©AE&L 100%°]A 5 QA&

L

50%(=(12/24)x100)°] 2. TA LA X7} 42MBL j
DoS 7 242 100%°] X5 DoS 37 287
£0) 25%(=(7/24)x100)°] c}.

packets (MB) TCP m2l Sehm 24

123456 7 8 91011 1213 14 15 16 17 18 19 20 21 22 23 24
Time

A M4 EzfZ W DoS 34 EgfiE,
(a2 18) TUI Agent AS| ZZEIX| J2f=

£9] 1oo%o]¢ DoS 34 QA& ] 17%(=(4/24)
x100)°1 82 7|1 314 HAgwud 1A AAA
£ o]£3 DoS ¥4 €A 7|Hel| vl Q€A &
S A AAT

5.2.2 UDP

19 19% TUI Agent B(UDP)2| EZE &4 2
FE A Jgzelrh

packets(MB) UDP 347l ST A

—A—UDP
- BAY
25 —e—ell3)

123 45 6 7 8 91011121314 1516 17 18 19 20 21 22 23 24
Time

A T2 Ezfz B DoS 34 Ezfg
(32 19) TUI Agent B2| AR Jzl=

25



X HIT 7|8y 2=WSA WLC7[H0] HEE HWhF(Hit and WLC based Firewall) A1A|

TUI Agent B(UDP)9] &+ EZ¥o] 13MBY ]
DoS ¥7 A& 100%°] A% DoS &4 LEA
£L 54%(=(13)24)x100)°]1 %, A AR}
14MBY™ DoS &4 HAES 100%°1A 7 DoS
T4 SRR S-S 33%(=(8/24)x100)°] t}.

SHAIRE B =FollA A Ey ¢ me}
H3E TAMS EE59 H#3 DoS 54 HA&
o] 100%°]3. DoS &2 QA &) 25%(=(6/24)
x100)°] 22, TAMS &9 YAXE DoS 24 ¥
A&o] 100%°]13, DoS &4 SEHAE&ES 13%
(=324 x100)01 B2 7]Ee] I A HFHp A
PAAE ]84 DoS ¥4 ©A 7yl nls] &
GA&S AT

5.2.3 ICMP

19 202 TUI Agent CAICMP)S] E Y A
AzE A defzolnh

packets(MB) ICMP ZH2L Eai s 24

4
=31

0 i

02 || & o
£
&
>

08 R f o

123 4 5 6 7 8 910111213 14 1516 17 18 19 20 21 22 23 24
Time

A FA EZfE B DoS 324 EziH,
(T2l 20) TUI Agent Co| SZEIX| Jefj=

TUI Agent CACMP)®] H++ Ezj o] 3.0MBY
1 DoS 74 A& 100%°1 A% DoS 54 2
BRI &2 46%(=(11/24)x100)°] 22, 14 YA 7}
3.IMBY™ DoS &4 ©A&> 100%°]A % DoS
4 SHAES 38%(=(9/24)x100)°] T},

SHAIRE B =FollA Al Ely ¢ me}

H3HE TAMS 259 332 DoS 34 ¥A&
°o]  100%°]X  DoS ¥4 €A S0
33%(=(8/24)x100)°] 22, TAMS EE9 UAX=
DoS ¥4 A0 100%°] 7 DoS 374 LEA &

==
o

L e
o
>
=

6. 2 &

 =FolA+ Hit 71" 3 WLC(Weight Least
Connection) &E|FS o-&a &FoAe] H
Aot EfY FAE st 25 WA 7]
g skl HWOFS  A7Iskth HWbF=
PLB(Packet Load Balancing) 255 ©]-83)] 72 gt
W7 FEE stste] A& E FHATIE
PFS(Packet Filter Station)¥} PCSLB(Proxy Cash
Server Load Balancing) ©&& ©]£3] ZFA] 7

A MME AFsted AW dele F3ke Ha
A71a, 7 EfE 202 DoS EFEE 744

3}32, DoS ¥ 742 ATsl= APS(Application Proxy
Station) 2 A H T}

HWbF Al2" 2 558 MESA JRESA
2102 v 71A] SHA s Hte] &
&= A

A, PFS(Packet Filter Station)o]~12] =7l 7Y
A BEZ w4 RES §9 RUHY ARHES
A8 S 7l FE 7]5 el A Hit 359 QHlolE
2 Qlate] Ak H7l I 75s gtk

= 8yA 7S ©)E3% PLBE ©
g A7 A NS B HE ddS
W7l A 25 B Al

AA, APSe] TAMS &

R
ol il
i

o

o _Q Rl

L (1R

olgate] 7Ee)

26

2009. 4



B 24 AAGE ©18-3h= Do

7% Ht} DoS & Al tieh 2FA &= 1

3, @AE DoS ¥4 Hit 7Y o= Apaigi
=

w2
ofJ
i)
o
B

YA, APS ¥3lH o] PCSLB ZEE ZEA] 7
7 AW AFoZ mE A7 U dlolHE A
YFo M M RE TAATIL AHhe] €

23 &gol 7kt

[1] ©1 %, 4281, “QTElul Wek, F 1A, 2004
[2] OTl—, .’F?ﬂ_ “Z% %‘/] ‘H%& 1_]_—_11—_'.01—0” oﬂo]
<, 2003

[3] W. Zhang, “Linux Virtual Sever for Scalable
Network Services”, Ottawa Linux Symposium,
2000. http://www linuxvirtualserver.org/lvs.pdf

[4] Y. M. Teo, R. Ayani, “Comparison of Load
Balancing Strategies on Cluster-based Web Server”,
Transaction of the Society for Modeling and
Simulation, 2001

[5] B4 BH ST, “IPve Bt 7] s 44,
Oct. 2005

[6] °15 %, &7, o &, “DoS 54 ] #38 w4 4
4] W7 KNOM Review, Vol. 6, No.2, pp21-32,
Feb. 2004

[7]1 $H e, T4, e FA7IN 22 A2
71H7-(DDoS) &4 ©A A 2~7)”, §= 4 B4 2] <}
3 FAdgedadI=Ed, A13d ALz,
2006.5.

s
&) nllo o2
_9‘
}‘n:
N,
<
8
BC)
_k{
[

ol
H
_>.:

“
it
%,

N

4%;4 “Z L1]E$4 3 HeHAd 7%, 52l

5t3],2004.3

[10] $:P17], “WI E9)21 o] &&] 7]4He Dos El
5 gA W7, A s =, 2 sk,
2004

[11] BL3], 24, o] “IPSec TEEF A%

/3 LSNAPT A Aol &gk A7, =21 E
NGRS =1, A5U 65, pp.dsS-58,
2004.12.
[12] L. Graber, “Denial-of-Service Attacks Rip the
Internet”, IEEE Computer(p.12-17), April 2000.
[13] CERT Advisory CA-96.21, “TCP SYN Flooding
and IP Spoofing Attacks”, September 24. 1996
[14] William Cheswick & Steven Bellovin, “Firewalls
and Internet Security”, 1994

[15] A5, ZAEG, o], “DoS &4 9 E&4<
g2 9} A2 &= AN 9] CLB(Cashing and
Load Balancing)”, $t=r 11Ul ©.8}3] 373}
=) 3], A 78 Al 23, pp.149-153, 2006.11.

[16] 1 H =, H7 3], F718, /g%, “PAH i
& DDoS T A U EY A E T 47, gh= 4
HA2es  =8A, 10-C(3), pp.253-263,
2003.06.

9]

¢

0{1

Fl

512 olEfyl &5t (10223)

27



X HIT 7|8y 2=WSA WLC7[H0] HEE HWhF(Hit and WLC based Firewall) A1A|

OXM A 2000

-

1975\ Fdiska Z1AEA s S0l

1986\ st tistd AAAE S} S (44D
19901 st tistd AAARE S} SA(Ah

1988\ 3¢ ~AA| dEhstul HFE S u

WAk HESA Bl AFE UEAS, AN, et
E-mail : bklee@kwandong.ac.kr

HEH

2005 s g AFHFY SAFEAD

20073 BEHEw ekl ARARRE S 244D

2007'd 3¢ ~ A Pt ik Al st st S(aAl)
TRl MESYA K3k, AFE MEYA HAAPEA, et

E-mail : kdh0108 @kwandong.ac.kr

32

(&ML

1901 Zg kst A8k Z(elshh

19989 ¥ mi‘ﬂ tistel A st 244D
2003 FEodha ek ARARREE £
2003 99~ 314 Aeehot A= AAN e

Bl MENZ Beh WA, 9 T2 e
E-mail : jeongeh@kangwon.ac.kr

|'>

=
70

“‘“ﬁ

28

2009. 4




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


