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ABSTRACT

Many organizations require their current and perspective employees to obtain industry-based
certification to maintain, and seek promotions. However, many certifications are simple knowledge
based examinations that reward memorization instead of actual performance. With industry’s
increased reliance and demand to hire certified professionals, there is much more dishonesty, as well
as incompetence, entering the system. This paper examines the issues and difficulties faced by
organizations trying to hire IT staff based on current certification methodologies and recommends
that IT assessments should be shifted from knowledge-based to performance-based examinations
through the use of scenario-based simulations. It also demonstrates how to integrate simulations
into certification and assessment testing using a proposed digital forensics certification as an

example.
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1. Introduction

In the past, during the hiring process, there were
few, if any, standards for hiring IT professionals. The
hiring process was dependent on the evaluation of the
applicant’s resume and work experience. Resumes
acted as a filter, and interviews were used to determine
if the candidate possessed, and could demonstrate their
skills. In the late 1980s, and early 1990s, companies
such as Novell, Microsoft, and Cisco, started offering
numerous certifications to individuals who could pass a
single, or a series of exams[8]. These certifications
started to become widely accepted in industry as a
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shortcut for the evaluation of an individual's
abilities[10]. It is now common to see job posted
requiring the possession of the certifications that the
hiring organizations deem necessary for the position.
Job position and resume databases such as Monster,
Careerbuilder, and others, allow potential candidates to
list their certifications, and employers to filter their
search results based on specific certifications.

Based on the growing demand in certification, more
vendors started producing their own certifications, to
certify candiates in the operation of their own hardware
and software. Other organizations, such as CompTIA,
have been formed to produce vendor-neutral certification.
Prometrics, Vue, and other testing centers have been
set up world-wide to offer certification exams.
Training institutions have started offering classes and
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boot-camps to prepare candidates for the certifications.
Certification acronyms have become standard suffixes
on titles, resumes, and business cards. Colleges have
even started to incorporate certifications into their
curriculum, or even offer college credit for those
students possessing specific certifications. For example,
Capella University's MSIT with an IA speciality
program is not only “designed around the 10 domains
of the CISSP certification”[6], but it will accept the
CISSP and other certifications in place of several
classes, to reduce the number of classes the student
would have to complete to achieve their degree[7).

But as the reliance on certifications grew in the
workplace, and their perceived value increased, it was
inevitable that fraud would find its way into the
certification process, and it is having a impact on the
certification process[20]. Cheating has become rampant,
and “paper certifications” - the ahility to pass an exam
via study with no actual experience - are becoming
widespread. The author has personally witnessed
numerous examples:

* Candidates taking digital photos of the exams

* Candidates writing down exam questions in
notebooks

+ Candidates assisting each other during the exam

* Candidates using cell phones, PDAs, and other
devices during the exam

* Candidates using reference materials, such as
books or notes, during the exam

* Website offering “brain dumps” - a list of
questions compiled after an exam is completed

 Companies offering “practice tests” containing
only slightly modified actual exam questions

* “Proxy” candidates hired to take the exams for
the actual candidate

* Trainers handing out pirated exam study guides

* Training centers handing out the actual questions
to the exam, and informing the students to take the
exam before Friday, since a new set of questions will
be distributed.

Rank Certification Vendor Brasi;(:::np
1 Microsoft 328
2 Cisco Systems 3%
3 Oracle 296
4 Citrix Systems 289
5 Sun Microsystems - SAl 286
8 IBM 283
7 CompTlA 281
3 Ch 212
9 CYWNP 7t
10 Hewlett Packard {HP} 269
1 HMevell 269
12 Linux Professional Institute (L PI} 268
13 Apple 287
14 Check Point Software Technologies 268
15 EC-Councit 263
16 Juniper Metworks 260
17 EMC 258
18 Adobe Systems. Inc 254
19 Hortsl 252
20 Lotus 250

“trfcrmation grovides by and Copyrighi of LadBuerd, ine.

These are not isolated incidents, but are happening
world-wide. Cisco Systems and Pearson VUE
conducted a trial run of an anti—cheating system that
they hoped would identify proxy test takers. Out of
200,000 tests given in eight countries located in Asia,
Europe, the Middle East, and North America, over an 8
month period, they identified 1,400 possible cheaters,
and were able to confirm that approxirmately 1,000 were
taking the exam for someone else[3]. Microsoft has
gone after Pass4Sure.com, who they believe are selling
copies of their exams. Not only is Microsoft going after
the companies who sell the exams, but also the
candidates who make use of them. Microsoft has
announced that buying exam answers PassdSure and
other companies to be a form of cheating, and will
imposed a lifetime ban for any candidates caught using
these materials[5]. But this is only the tip of the
iceberg-exam security vendor CertGuard found 328
braindump sites selling Microsoft exams, and 326
selling copies of Cisco certification exams. The chart
shows how popular braindump sites are, and how
widespread the problem is[31].

Cheating is even rampant in the military. The U.S.
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Army is currently investigating whether thousands of
soldiers cheated on various promotion exams by
downloading copies of exam questions and answers
from various websites. Over 1,200 different exams from
a number of military schools have received over 500,000
hits per month[4].

Aside from the cheating and fraud that is starting to
permeate the certification industry, there is even a more
fundamental question that needs to be asked about the
current certification process - does the current
examination process really test the skills required, and
allow the candidate to demonstrate mastery of the
domain? Many of the current -certifications are
composed of multiple-choice questions, and there are
specific strategies that students should use when
taking multiple-choice exams. Eliminate distracters,
taking a guess, favoring B & C over A & D, and other
techniques might allow students to obtain a better
grade and possible pass the certification, but how often
on the job are employee presented with multiple-choice
problems? Many of the multiple choice questions
appear to be in the lower regions of Bloom's
Taxonomy, and taken word-for-word from the training
materials, so students can just use memorization to
pass the exams. The validity of an exam is determined
by how well it measures what it is intended to
measure. To use an exam as a way to measure
performance, there must be a relationship between
exam score and the actual performance[32]. So it is
possible that an exam might be a better measure of the
individual's recall or even their test-taking ability
rather than their ability to complete the actual task.

2. Simulations and Performance -Based
Testing

Simulations have a long history and have been used
for decades in aviation and medical fields for training
and evaluation. The first crude flight simulators were
developed in 1910, just a few years after the Wright
brothers made their first successful flight in 1903
(Page, 2000). With the advent of computer technology
and the growing sophistication of the aircraft, more

sophisticated simulators were developed. Over time, the
simulators have become so sophisticated that in the
1970s, the Federal Aviation Administration started to
accept simulator flight time as actual flight for training
and evaluation purposes. The medical field also has
used simulations for diagnostics and to simulate
surgeries. In 2004, in a decision very similar to that of
the Federal Aviation Administration, the Food and
Drug Adminisiration started requiring the use of a
high-fidelity, virtual-reality simulator for training
doctors who were to perform a carotid artery stenting,
a complex and risky procedure[12].

It is only logical that candidates should be tested in
the manner in which they learned, and in the way they
are expected to perform[11]. The assessment should be
based on three factors: the candidate’s expected
knowledge and competence in the subject area, a way
to test and observe the candidate’s performance, and a
way to evaluate their performance[19]. Simulations can
address all three factors.

The goal behind simulation is to measure the ability
to execute, not just the ability to memorize and repeat
information. The advantages of using simulations are
many - they are more realistic, more representative of
the actual tasks that need to be performed, and more
difficult to cheat on. Microsoft, Cisco and Oracle have
started incorporating simulations into their certifications
[29]. In lower-level, entry-level certifications, there are
a few simulation-based questions, while in the
higher-level certifications, such as the Cisco CCIE,
student actually build and trouble shoot an entire
network. Microsoft Office User Specialist exams are
entirely software - simulation based.

While it would be possible to cheat even on a
simulated exam, the complexity of the answer, with
possible variations, makes it much more difficult. In a
recent brain dump put out by a commercial vendor, the
answer to a CCNA simulation, with two variations,
takes up 3 pages of single spaced type. In one of the
Microsoft exams, the simulation answer goes on for 6
pages. The length and complexity of these answers
{contained within a 1544 page brain dump), makes the
process of memorization difficult - it could even be
argued that it would be easier to learn the material. But
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on many of these exams, simulation questions are
targeted pseudo-simulations. ‘The
complete environment is not simulated, many of the
functions not needed for to complete the task are
disabled and the simulation question typically begins at
a logical starting point, all of which can provide
additional clues to the candidate on how to solve the
simulation[17].

actually just

3. Digital Forensics - A Complex, Growing
Field

To see how simulation and performance - based
testing can be used to assess competency, we will now
exarrine how these techniques can be integrated into a
certification program being developed for digital
forensics. According to the Federal Bureau of
Investigation[24), the amount of digital evidence
processed from Fiscal Year 2000 to Fiscal Year 2005 has
increased 3,060% to a staggering 1,42 terabytes of data.
During the same time, the number of forensic exarriners
only increased by 182%, to a total of 264[24]. Shreeve
(2005) also indicated that the field is growing at
exponential rates and that the police and government
agencies are not prepared to handle such growth[22]. In
fact, a large percentage of cases dealing with digital
evidence are being outsourced to private organizations,
due in part to the lack of properly trained law
enforcement professionals and increasing demand for
digital evidence processing.

Whether collecting physical evidence, such as
fingerprints or DNA, or digital evidence, a digital
forensics investigator must follow certain laws and
procedures. Digital forensics is the application of
methodical investigatory techniques to solve criminal
cases involving computer systems[9]. Digital forensics
deals with the preservation, identification, extraction,
documentation, interpretation, and presentation of data
collected from a computer system. Digital evidence is
hard to destroy but easy to damage. If not collected and
preserved properly, the evidence, digital or otherwise,
often cannot be used in a legal proceeding[91[271[281(30].

The National Institute of Standards and Technology

has recommended that all organizations start
incorporating digital - forensics processing into their
mncident-handling procedures(16]. In addition to the
precautionary measures that sure procedures provide in
the event that legal actions are necessary, forensic
tools and techniques can be used for data recovery and
troubleshooting. The major premise of Kent et al’s
report, however, was that “organizations should ensure
that their [information technology] IT professionals are
prepared to participate in forensic activities” (pg.
ES-2). They stressed that incident handlers and first
responders should receive forensics training and
education so they know what they should and should
not do when responding to a potential incident. They
need to be prepared to cooperate with law enforcement
and to make sure that they do not hinder the
mvestigation or damage the evidence.

Digital evidence collection, preservation, and analysis
are complex and time-consuming tasks. Forensic
training is demanding and costly. Organizations have
started to recognize the need to provide digital forensics
advice and training for system administers{16], law
enforcement(1], military personnel{14], and even college
students{15][26). Although there are now numerous
digital forensics courses, college programs, and
certifications, they tend to be very broad in scope, do
not focus on any specific industry applications, and can
take months or years to complete[15][25].

4. The Need for Simulation Based Certification
in Digital Forensics

Aside from the basic knowledge, those out in the
field also need to be kept up to date with the latest
forensic applications being developed. This role is often
filled by vendor-based certifications[13]. Only two
vendor-specific, digital forensics certifications are
currently available, the Encase Certified Examiner and
the Accessdata Certified Examiner. However, both of
these certifications are set up similar to the
vendor-neutral certifications, wherein the student must
take a multiple—choice exam and then has several
months to process a sample digital forensic case using
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that tool. With the numerous tools needed to complete
complex investigations, the complex and time-
consuming nature of vendor certifications, and the
recertification processes, it is difficult for the digital
forensic investigators to keep up to date and maintain
their certifications.

An efficient, effective way is needed to determine if
a digital forensic investigator has sufficient expertise in
operating a specific digital forensic application. Any
digital forensic investigator should have a solid
educational background in the field and should keep up
to date with the latest technologies. Aside from being
able to conduct the investigations, investigators often
must present their findings in a legal proceeding, the
results of which can have severe consequences. Since
the improper operation of forensic software can result
in a loss of data, misinterpretation of the facts, and
possible exclusion of the evidence, the courts have
become more concerned about the qualifications and
abilities of the forensic investigators, and their mastery
of the tools they usel[23]. The opposing counsel also
will attempt to discredit investigators or expert
witnesses by challenging their abilities to process and
interpret  the evidence, and by questioning their
credentials[2]. Thus, it is important that the
investigator know how to properly operate the tools
being used. A common way to establish credibility is to
present various credentials, such as degrees and
certifications.

There are two kinds of digital forensics
certifications: vendor neutral and vendor specific. There
are numerous vendor-neutral certifications of varying
quality(18][21]. They range from requiring a
multiple-choice exam to processing numerous, sample,
digital forensic cases on supplied media. One of the
most widely regarded is the Certified Computer
Examiner certification, which requires a criminal
background check, verifiable forensics training, and
experience in the field Candidates accepted for the
certification process take a multiple-choice exam and
then have to process three sample cases using any
forensic tools they wish, documenting a complete report
of their activities. The certification can take up to 90
days to complete[25].

There are numerous digital forensic applications, and
researchers are developing more all the time; however,
only two commercial vendors, EnCase and Accessdata
require certification. Given the complexity of these
certifications, it would appear that the vendors are
trying to certify the overall investigative process
instead of just the operation of the vendor’s software.

If other vendors follow these existing, vendor-specific
models for certification, it will place an overwhelming
burden on an investigator who needs to be certified on
several different software programs. In additional to
obtaining the initial certification, there is typically a
2-year recertification cycle, which also requires
processing additional simulated forensic cases.

Whereas many of the forensics certifications use
multiple-choice questions and complex sample cases
requiring the generation of detailed reports to test the
candidates, a simulation-based examination would focus
on common, specific tasks and would require the
candidate to complete those tasks. This process would
increase the authenticity and relevance of a simulation—based
examination over a traditional knowledge—based exam.
Rather than the candidate simply selecting one answer
from a predefined list of possible choices, the candidate
actually must operate the tool to solve the problem.
Candidates would have to demonstrate how they would
use the tool to solve the tasks required in a real-world
investigation29]. The simulation-based assessment process
also would have the benefits of being faster to
administer and complete (hours as opposed to months)
and of not being dependent on a subjective human
grader to interpret the results and assign a score.

5. Developing the Simulator Assessment
Framework

Whether collecting physical evidence or digital
evidence, certain laws and procedures need to be
followed. The improper use of digital forensic software
can compromise the evidence, making it inadmissible in
a court of law. A simulator would be able to determine
if the investigator can properly operate the digital
forensic software, to ensure that the digital evidence is
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properly  processed. The proposed  Simulator
Assessment Framework (SAF) would implement a
criterion - referenced, performance - based assessment.

A survey of industry professionals and experts will
be used to determine the basic sets of skills required of
a digital forensics investigator, Once the skill sets have
been identified, scenarios will be developed, and
implemented in the simulator. In order to test the
simulator, users who are considered by the vendor to
be experts will test the simulation and provide
feedback. In addition, the answers and time required for
the expert to answer the question be collected to help
establish a baseline that will be used to determine the
proficiency of the candidate. Once the baseline is
established, the simulator can be used to test
candidates and see how they perform compared to the
experts. The SAF environment would allow for
multiple-choice, true-false, selection, short answer, and
NUIMETIC TeSpPonse.

In order to increase operability, and maximize the
number of applications that can operate within the
environment, there is no coupling between the SAF and
the application being used. The application doesn’t have

to be modified to work within the SAF, and the most
current version of the application can be used as soon
as it is released. The SAF requires the user to
defermine when they have answered the guestion, so
the questions need to be design for the student to use
the tool to derive the correct answer, and then move on.
For example, a sample question might be, “In
Case(02.dd, how many deleted files appear in the root
directory?” The answer could be a multiple-choice
selection, but that might give the candidate a clue as to
how many to look for. But using a numeric response,
the subject would have to open up the case, examine
the root directory, and on their own determine how
many deleted files appear there. The questions should
be focused on things can be found by using the tool,
with a definitive answer being revealed.

When a candidate wishes to take the exam, they log
in, select the test, and start the examination. The SAF
environment is broken up into two parts - the
simulation area and the testing area. In the illustration
below, the simulation area is to the left, and the testing
control area is to the right.

In the above simulation, the software being tested is
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X-Way's Forensics WinHex, however due to the open
design of the SAF, any software could be used. While
the SAF environment is Windows-based, the area on
the left could be used by any software, include
virtualization software such as VMWare, Microsoft
Virtual PC, QEMU, Xen, or VirutalBox, to allow testing
of non-Windows environments or software. Since
many forensic tools are Linux-based, such as Helix3,
FBCD, Encase Linen, a virtual environment could be
used within the SAF environment. With the proper
drivers, the subject would be able to move seamlessly
between the virtual system and the SAF environment.
On the right, the testing control area displays the
instructions, the questions, and provides a status
window about the exam.

As the student completes each question, they click
next, and move onto the next question. Once the
student has completed all the questions or the time has
run out, the results are calculated and displayed. In the
SAF environment, the proficiency is based on two
factors — speed and accuracy. Their answers and times
are compared to the answers and time collected from
the experts, and the score is calculated. The more
questions the candidate can answer correctly in a given
amount of time, the higher their score will be. Since
time is a factor in this exam, this reduces the
possibility that the candidate would be able to use other
resources to find the answers. For example, the help
files for the tools can be loaded within the environment,
but the use of them to search for how to solve the
current problem would increase the amount of time
required to answer the question, and then, even if
answered properly, would result in a lower score.

6. Conclusions

The early testing of the SAF has generated positive
feedback from the experts and candidates who have
participated. It appears to be easy to develop questions
for, and provides a more realistic environment to assess
the skills of the candidates. It could be used as part of
a certification process, or used as part of an in-house
hiring process to quickly assess the skills of candidates,

based on common tasks they will be required to
perform and should already possess.

The proposed SAF environment should not be the
only requirement used to determine if a candidate is
qualified to process digital forensics, or any other field
in which they are applying. Instead it should be seen as
a way to validate a portion of the candidate’s
qualifications, in addition the other skills and
requirements needed for the tasks they are to perform.

With the proper controls, and the dynamic variations
allowed for and provided by a sufficiently large enough
test bank, it should greatly reduce the possihility of
candidates cheating or revealing the questions and
answers to others. Even if some of the information
about the examination process were to leak out, it is
more likely that what would be revealed are the skill
sets required by the candidates - which is exactly
what we hope the candidates possess, rather than the
exact questions and answers.
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