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A Transparent Monitor Based on JDI for Scalable Race Detection of
Concurrent Java Programs

Young-Joo Kim' - In-Bon Kuh™ - Byoung-Jin Bae™ - Yong-Kee Jun™"

ABSTRACT

Race conditions in current Java programs must be detected because it may cause unexpected result by non-deterministic executions.
For detecting such races during program execution, execution flows of all threads and all access events can be monitored. It is difficult
for previous race detection techniques to monitor all threads and access events in actuality because these techniques analyze the files
traced during program execution or modify original source programs and then monitor these programs. This paper presents a transparent
scalable monitoring tool to detect races using JDI(Java Debug Interface) where JDI is 100% pure java interface to provide in JDPA(Java
Platform Debugger Architecture) and is able to provide information corresponding to events occurred in run-time of programs. This tool
thus can monitor execution flows of all threads and all access events without program modification. We prove transparency of the
presented tool and grasp the efficiency of it using a set of published benchmark programs. As a result of this, the suggested tool can
monitor all threads and accesses of these programs without their modification, and their monitoring time is increased to more than 20

times.

Keywords : Java Programs, JDI, Race Detection, Scalability, Transparent Monitor
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2.1 JDI (Java Debug Interface)

JDI[14]+= JPDA(Java Platform Debugger Architecture)[13]
of A=A UWA 23 A4S A Yste Java APLO]
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= (2% 13} #2o] Debuggee = Back-end?] JVMTI (Java
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i o5 kel BAIGFZ Sl JDWP(Java Debug Wire Protocol)
2 o] FoA it

JDWPE tH 79t HHAR ¥ dtE Java 7HdH A
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Debuggee VM JYMTI
* Java Wi Tool Interface
Back-end
icat JDWP
COrT(lerllaJ:;]Ceﬁldlon ‘ * Java Debug Wire Protocol
Front-end 1Dl
* Java Debug Interface
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Commands Event Requests

Monitor using JDI J1 Y., JVM

Monitoring Events e s

(22! 2) TFM (Transparent Filtering Monitor)2e| s=ai&tAd

main

w inflaters : main : javautil. Vector
W name : main : java lang String

v total : main : int

v jzfile - main : long

zZ =2

2

r: elementData : main : java lang Object[]

: capacitylncrement : main : inf

i UserVector : main : User Vector

2th-child =—=

= =2

1th-child=——=
12 UserVector : 2th-chuld : User_Vector
1 UserVector : 1th-chuld : User_Vector
12 tempvector : 2th-child : java.util. Vector
1 tempvector : 1th-child : javautil. Vector
r: modCount : 2th-chuld : nt
w: modCount : 2th-child : int

(22! 3) TIMSE 2Bk java T22 AT}

public class TFM { ...
public static void main(String[] args) { ...
private final VirtualMachine vm;

VM _Generator VG = new VM_Generator(args);
vm = VG.requestVm();
VG.setDebugTraceMode(debug TraceMode);
Event_Monitor EM = new Event_Monitor(vm);

EM.setEventRequests();
Event_Filter EF = new Event_Filter();
EM.start();
EM.join();
}} //End TFEM
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Java 2] AFe] de] o] &= The Java Grande Z2I9E FHANAES o] FPA S Ve Zlojth 1
Forum Multi-threaded Benchmarks Suite[Epcc07]o]th. ©] g1 TFM & TFMoﬂ A AFsE RE 7% o]&dtd
{E 1) Transparency: Benchmark programs(start-only monitoring)
Fact Whole Program Target Program Only
a - #Shared #Total #Totally- #Shared #Total #Totally-
u
;p #Threads | Variables Accesses FilteredAccesses Variables Accesses FilteredAccesses
ize
.| non . . . . .| non . . . .
Example static static static |non static| static | non static | static static static |non static| static |non static
Series 1000 4 8 26 40097 173 43 29 4 10 40072 52 13 13
LUFact 500 4 6 41 4042 538694 9 59 2 25 4017 538536 5 43
SOR 1000 4 8 78 | 3984896 | 416581 12 99 4 14 | 3984871 | 410868 8 29
Crypt 1000 5 6 84 65 33523 10 113 2 20 40 27779 6 36
Sparse | 10000 4 11 83 422106 | 1245021 15 120 7 19 420060 | 1235175 10 35




X ?2) Efficiency: Benchmark programs(start-only monitoring)

Example Fact|  nstrument Type #Shared Variables No TFM(ms) VM Generator(ms) TFM(ms)
. Source 14 25765 27703 601000
Series
JDI 34 25765 28203 694359
Source 27 25765 1109 13761891
LUFact
JDI 46 25765 1156 13870391
SOR Source 18 39610 16406 40963594
JDI 18 39610 17031 39740062
Source 22 250 437 470547
Crypt
JDI 42 250 625 478547
. Source 26 15 468 42257531
Sparse
JDI 93 15 593 42777985
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