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A Light-weight PKM Mutual Authentication Protocol for Improving Initial

Authentication in WiMAX
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ABSTRACT

Now a days, as increased the use of mobile units like a laptop computer and PDA, the demand for high speed internet service is
increasing. On the other hand, PKMv2 which is provided from IEEE 802.16e cannot support fully on the security of high speed internet
service. This paper proposes light-weight mutual authentication protocol which solved security problem of PKMv2 related to integrity of
mobile node for transmission of safe high speed data of mobile node operating in mobile WiMAX environment. Proposed mutual
authentication protocol increases the efficiency as the user in network can move in network safely without additional procedure of
authentication between subscriber and base station after user’s initial authentication. Also, the proposed mutual authentication protocol is
safe from the security attack (the man-in-the-middle attack and reply attack) between subscriber and base station by generating a key
adopt to PRF() function using random number and secret value in order to secure certification.
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