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Energy Efficient Distributed Intrusion Detection Architecture
using mHEED on Sensor Networks

Mihui Kim" - Jisun Kim™ - Kijoon Chae™

ABSTRACT

The importance of sensor networks as a base of ubiquitous computing realization is being highlighted, and espicially the security is
recognized as an important research isuue, because of their characteristics.Several efforts are underway to provide security services in
sensor networks, but most of them are preventive approaches based on cryptography. However, sensor nodes are extremely vulnerable to
capture or key compromise. To ensure the security of the network, it is critical to develop security Intrusion Detection System (IDS) that
can survive malicious attacks from “insiders” who have access to keying materials or the full control of some nodes, taking their
charateristics into consideration. In this perper, we design a distributed and adaptive IDS architecture on sensor networks, respecting both
of energy efficiency and IDS efficiency. Utilizing a modified HEED algorithm, a clustering algorithm, distributed IDS nodes (dIDS) are
selected according to node’s residual energy and degree. Then the monitoring results of dIDSswith detection codes are transferred to
dIDSs in next round, in order to perform consecutive and integrated IDS process and urgent report are sent through high priority
messages. With the simulation we show that the superiorities of our architecture in the the efficiency, overhead, and detection capability
view, in comparison with a recent existent research, adaptive IDS.

Keywords : Sensor Network, Distributed Intrusion Detection Architecture, Energy Efficiency
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+ Self-organized criticality & stochastic learning [3]
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Jamming Attack [14]

+Detection Strategy

- ~ +Evasion Defense strategy
Hierarchical +Competition strategy
. _/
S| AE 7|gto| A HEYIE /3 DS [4]
«H[HHT 70| = 2 [6] —— Denial of Sleep Atttack [15]
*Mobile AgentE 0|£TH IDS [9]
e _/

—— Denial of Service Attack [16]

p
Distributed & Cooperative

| * Decentralized IDS [7]

+Adaptive IDS [10]
e

e N
Qther Attacks

+Sybil attack [17]

= +Traffic analysis attack [18]
*Node replication attack [19]

+Attacks against privacy [20]
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Mobile AgentE o4&+ IDS: P. Kannadiga®} M. Zulkermine
< Mobile Agent(MA)E ©]€3F DIDMAE Al¢taitt. MAE

HYEYFo 9 HE TAEE o]E3 £ 9 AZEY0]

DA - T
NAZA Static Agent(SA)ZHE W& APy dolE Y
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UH e B3 494 Heks ©dshE Nodal Agent(NA)
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® Distributed & Cooperative IDS
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Adadptive_dIDS¢] & o]
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(¥ 1) Adaptive__dIDS Xz| ZtH

Adaptive_dIDS #+#

el 374

. Compute degree (degree is the number of one-hop neighbor) and broadcast it to nodes in Sy

18. Completed voting

17. Reduce thresholdl&threshold2

% 7] 3H(Initialization) 1. Supr < {v: v lies within the specified hop count}
2
+ 2 1. Send_voting_msg(NodelD, Node_WithHighestDegree)
(Main Processing) 2. While(Not_Timeout)
3. If(Recevied_voting_msg())
4. vote_numl++
5. If(vote_numl>thresholdl)
6. Send_challenge_msg(NodelD, Nodes in Sy
7. While(Not_Timeout)
8. If(Recevied_challenge_msg())
9. vote_num?2++
10. If(vote_num2<threshold2)
11. Active intrusion detection
12. Increase threshold1&threshold2
13. Else
14. Reduce threshold1&threshold2
15. Completed voting
16. Else
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cIDS(Centralized Intrusion Detection System):
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dIDS(Distributed  Intrusion  Detection  System):
mHEEDe] 9] Ad&¥ JPTA A2HER DS S
o] dIDSEZHEH 3% MAE F3ste] 54 7|iks
Qb Aple] oo g AYFAE A RUHY 7T
S 8. Fride2 RYEHY A%E duk A4 b
AlAel A F(piggybacking)sted AE3si™, 5 AHES
AN 2 MAAE A8 DS
&3l dIDS 3 7]zto] k5 =H mHEED
o HEE o9 v dIDSONA =

o

2 X oo
ey
it
2

[

o

2l

T

o

o,

st Aol 9ok MAE Thzisit).

MA(Monitoring Agent): ©X4 & $3 oo|HE xZ2 7
o B X% AIDSEANA FPFE 249 E
e om] wAE Mol sk RS xFstu e
o, o) &AL % B EdY A4y F9E 9%
ARE e

SINK: dut A7 ARE F7ste] #delste Alzade



156 MEX2ISS =2 C M16-CH H2Z(2009.4)
2 YEY A s =2 oy s &4 7hssith b & 9 1 dugFs AN B8 FYaHY 57
A AR HEE AJEA 1% 2UHy d3= A < 93] HEEDEA FelxH = 4AF 2 g 2o 2H
Aol cIDS7} ohetd % cDSAA 54 7IRFESH b dIDS FBE olE FEsht @ wRe] Wit 2o
mob Mgt cDSsh Sl KE e N2PY FE HYe EISA QA Fomz ol #AE 9 o) o
Slat opd k= gl kA e
« SN: dukd oz *ﬂ/‘] 715 8= =24 mHEED 7} wEx FIAHORE Tsel(dDS A& A7HS 7HAH
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Aol dIDS7F B HES thEel Ao Atk

dlDSprob = Cprob * Eresidua/Emax

= Cpropt 7] dIDS & A (announcement)®] +&
7 98 A E @

A ==sk @A Fob dE AuA AP
A ¥ (changed) oA

A ek}

- Eresidual:
- Emax Z‘]EH >

o 52l Mg HAsE AT FFEA =t HAF Fe
g 24 58 fo g e F ouE A9 sk
E2 H-& AAF dIDSest = AMRP 3-8 node degree
- 2Tt g v 24 BAE 9% HA AF o

A dde 24T § e 49 AMRP(Average

=201~ MinPwr /M
Y3t HA 19 el

Minumum Reachability Power)
- MinPwry ©]% =t i9}e] E41&

- M AHF AJAACEY] A 3] dEs A3
Al 7hs et t"-ﬂ-?%) QFo] o] % & F
- A% 39 A 24 59 e 49 dDSes = 1/node
degree &, o] % =t Fo] o
<¥# 2>+ Proposed_dIDS®] ##] #4& 7]&3F Pseudocode
olty. 273} HFHoRA, HAFHS Y xEE o] k=

2 dibs M=

=1
=

BT AKX =Ml 24 AYUEX 22 157
2AE(Spoel Frpstt, 4 === A9 AMRP E&
degrees ©]8-3to] H| S-S AAtela o] =EEA HAF
gtet, zAle] dIDS7F E SE#Q] dIDSprs H oAU A 9

uel x715F gk F AE 3L dIDSye’t 10] 2 w7t
2 W= 1) 73 dIDS B 2EQ Sgpsol] ==7F &
At 2 w==E Fol HA nEE e =25 AN
dIDS® Ateth 4) 3 o 5% H[-§-9 =t} zpile)H
dIDSp7t 10] HATHA, o] 25 A final dEigts &
TR 22 obA dIDSprob7]' 1o] ®A| eFokthd, o]
oA A= dDS7F 2 7FsAdo]l S-S tentative ZdEl
e A delA @ 9) dIDSye’t 10] Hivhd wht
7HA 2 o] Sl A final FEIFS LElH st} 13) =
2ol g gto]l AAl 249 dIDSypETH AAE™E Aol
dIDS7F 2 7154 o) < tentative JHIFLZ LA
= A S e X}/‘PJ SEFE 2R F/AA F A

T

a
A

[e}

=g

O i

o] o
AT

& WESHA "t TR AAHdAAE FAYAA FRHA
He R EES x%alo}wl Saps® H& H]E x=E=E A4l
o] dIDSE AAY, Sapsdl =E7F flE A9l Ao
dIDS7} = A €t

98 F928y dugE HEEDOA +49 F2&

HEED®] %% (Finalization) #Al4 Final Jei7t =¥

2|8t mHEED oHA

mHEED #%

Ael 34

%7] 3H(Initialization) 1. Spr <

4. is_final = FALSE

{v: v lies within communication range}
2. Compute dIDScst and broadcast it to nodes in Sy
3. dIDSpmb <~ I'HaX(Cpru‘b}:< Eresidua/EmaXy pmin)

F A Repeat
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