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Hash-based Pattern Matching System
for Detection Performance

Byung Hoon Kim* - Ok Hyun Ha** - Jae Chul Shin*

ABSTRACT

In the environment of development of network bandwidth and intrusion technology there is limit to the
pattern analysis of all massed packets through the existing pattern matching method by the intrusion
detection system. To detect the packets efficiently when they are received fragmented, it has been pre—
sented the matching method only the pattern of packets consisting with the operation system such as
Esnort. Pattern matching performance is improved through the use of NMAP, the basic mechanism od
Esnort, by scanning the operation system of the same network system and appling pattern match selec—
tively scanned information and the same operation system as the received packets. However, it can be
appeared the case of disregarding the receivied packets depending on the diversity of the kind of operaation
systems and recognition mistake of operation system of nmap. In this paper, we present and verify the
improved intrusion detection system shortening the pattern matching time by the creation of hashy table
through the pattern hash of intrusion detection system independently with the users system environment
.in the state of flux.

Key words : IDS, Snort, Hash Table
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