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Research on Effective Security Control Measures
Against DDoS Attacks

I Kwon Jung® - Jeom Gu Kim*™ - Kiu Nam Kim* - Ok Hyun Ha***

ABSTRACT

It is very difficult to completely block the DDoS attack, which paralyzes services by depleting resources
or occupying the network bandwidth by transmitting a vast amount of traffic to the specific website or
server from normal users’ PCs that have been already infected by an outside attacker. In order to defense
or endure the DDoS attack, we usually use various solutions such as IDS (Intrusion Detection System), IPS
(Intrusion Prevention System), ITS (Intrusion Tolerance System), FW (Firewall), and the dedicated security
equipment against DDoS attack. However, diverse types of security appliances cause the cost problem,
besides, the full function of the equipments are not performed well owing to the unproper setting without
considering connectivity among systems. In this paer, we present the effective connectivity of security
equipments and countermeasure methodology against DDoS attack. In practice, it is approved by
experimentation that this designed methdology is better than existing network structure in the efficiency of
block and endurance. Therefore, we would like to propose the effective security control measures
responding and enduring against discriminated DDoS attacks through this research.

Key words : DDoS(Distribute Denial of Service), Managed Security Service
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