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A Watermarking Method Based on the Informed Coding and Embedding Using
Trellis Code and Entropy Masking
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ABSTRACT

In this paper, we study a watermarking method based on the informed coding and embedding by means of trellis code and entropy
masking. An image is divided as 8x8 block with no overlapping and the discrete cosine transform(DCT) is applied to each block. Then the 16
medium-frequency AC terms of each block are extracted. Next it is compared with gaussian random vectors having zero mean and unit
variance. As these processing, the embedding vectors with minimum value of linear combination between linear correlation and Watson
distance can be obtained by Viterbi algorithm at each stage of trellis coding. For considering the image characteristics, we apply different
weight value between the linear correlation and the Watson distance using the entropy masking. To evaluate the performance of proposed
method, the average bit error rate of watermark message is calculated from different several images. By the experiments the proposed method
is improved in terms of the average bit error rate.

IIHE
AEnbs, EReais, RS 9 A, dERY wpaF]
Key word

watermarking, trellis code, informed coding and embedding, entropy masking

« otECfstm MAMY R AR SHE H A - 2009. 06. 08
AARFZ R} 2009. 06. 22



58] G EA 318 A A 139 A 125
.M E

N

H dHYV s o R g YL, &4
A & vheke "E o] dojEl o] B ARl frE o]
me Sew Frketal 9], o5 HlolH o AXAR S
7t 8% FAE g ATHL2) webs HE T
ol S E 9 vheket Y v
o] AT QITH1,2]. HE WS HE R t]of HolH
of AAAARR YHAE At WHoE 9
na7 AR G EEE A AYRTE
ATEAIZEA | 2wllo] Q1A ZE = glojof st H|IAA
(imperceptible) 271 0] 5 2 3}t}. L3 7}§-A ok 78
7y, 4% "JH%] sta gk =34, JPEGY 5 2

23Y gHuta AR A E A ggo}
(obustness) zz710] YJEjutE Wy el A

TG A =R ARSI QT o] ¥
Aeintao] Al wek Frd
F49 9 YEmH o R s g e,
vk gl vl Fakeg el Yt
= o] HIRIAA I 1A 231 Wl A

e

O

O

2

o
o
lo,
Y
2
AL
T
o o
m\m
I

=)
t =3 7+

0‘3
N OH
_lh‘.

]IO

O
re,
o’

S

- g
o8 e r-?L
N
L

oL —
oz o

H

)

12 oY
raAN e FIF

[e]
E o H
& A ATH1~3].
g0l Fard el AEvAE A=W
o2l M ALEH = VIS A& T AT
u

—

ol = X 1o

ol
-

Fo U ol o T oof 2 &

o A TS g o

oo o> o2 H ool

> o

%
L fo

] o
% 3l(informed coding) 2 4 %) (embedding) B4 o] %
A5 3L QL TH4~8]. ©] W2 Costa[7]7} Al 2H3E 91 E]
R o 8 AT A 5] SR 4 A e
FEe dele Al Addss Astr A gethe

ogolth. YwHoZ o FELET BN (side

¢

information)2} 3} YE R A A 28 M= Y G Ao
of 7)ol B FFHCH]. wekA] B3] Foll A JEAE
AbelEh o 9 Gt AR E %—E—ﬁl o] &3] YH kA
E A Slete o R a91d o] fynta AR
s g AYHRg o AT

Chen?} Wormnell[4]> AR 5538} 9 ARQo=
QIM(quantization index modulation)2 ©]-&3F HH¥-S A

et =, o] e F kA SAEIE }%3}@1
4 A el G2 S BASE

o AEnaE
f3 Ast: vBlud A e, sfae

o
(valumetric scaling) & Z ol Y Er}F o] 245 &= ©H

2678

S 7HA AL . ol & s Astr] 93] Miller [5]% 2
trellis’- S 34[9,12] & o] &3 WHES A|<tak 3t Wang
[13]5 2 Miller® ' & 7} A1 81 tr elhs:rLZOH w2 A
S ¥l P 713t} Abrardo[10]%5 < trellis 322 7}
7421 €] Bl &(cost) SE AN W AMAIT BG5S
Al A wFHFE AR S & ARSI o] 9ol
dol2y MEdde] ARy Fe L AJAYHS A&
o AT E AAEH AT

Foal

A

Criginal Image

Encoder

i
I

I

i
Watermark !
Message !
i

'

I

i

'

I}

i Informed " )
Infarmed Cading — Ermbedding @E_’ Cw
i
|
|
i
]
i

‘Watermark
Key

a1 HERS3E J(dh gfgorz
Fig.1 The watermarking of informed coding and
embedding

g AEnHA 712 HE T of oy A4
Aolmz A dlojHe] ¥s
CuRERA Q1E W 7] 9]
L1 HRIA S s A g
ol Zﬂoh‘cl"iv}[l,z] AgukA] o & o] WL Q17
Al z=Ele] BEAS e e A0 2 Watson [14]¢]
(perceptual) 22 & Wo] AHEFT} o] RElE <l
I YEr AT AYE G4 AAA IAA
et = A 22 94739 5S 91 ¢ DCT (discrete cosine
transform) ¥ 3+ A =71 uke] FAH 2] 7oA F=
AbgEt) Sk 2](Watson  distance)™= 34 E17)
(luminance) % ™) H](contrast) "} 27 3F4=E o]
RAOoR AN o2 Wizkeh Fitd 7t &

(distortion) & ¥ & 4= ¢l
L3 ASH} A=

—.~
of e >
Moox XN, N o oy

oko
rot

14
1

P
m

|

oo
ol
o

=
nn

2
I

oy 2
ol

ZEA ZE A 28 o] EXJ S uked s Aoz
o] g7]vh& o] &g PSNRE U} 9 E 1}
2 v @ol ARg-®TH1,13,15].

B =R AE gddlolE o] HEnH R JAS
F53t W AR S o] 838to] ¢E
ATt = trellis & 3Hol| A 2} 714
EW5,13]1¢) 7H-A ¢ Y429} DCT
B ghol 2}

o\“ r_@
of
[

] o]

oX,
o,

N
-

)
A
H
r&
rr rL%
HI

ol
o

5}
o u]
Asshel

bt E{Eo‘ oX,

2 oo
=

>, > oZ —101'

> N M

ofl
>,
o

Al<*(linear correlation)

[e2
¢



Trellis 1% 3! AE 23] v} 7 & o] &8 G553} 7|4 Y Er]

entropy masking)< 4 &

[€]
sto] W ESAHE B Bk E e s & A

o
il

)
Au)
WE,
2,
m
frl
A=)
3
[>
oY

2.1 3 2.5 % 3} (Informed coding)
ARF S o= TR 100 A o)X E LA WAIA &
G el Adstrl skl A G o ZHE FE% DCT
T2 PR W e AYFAAFIE A
WE S 2 ggolth & 9 JAe] HRE o] &3
Fel EAe 7HE 7k FEHE AYAE w, S
k= T o)tk o] = trellis 5315 o] &3] 423
B Fofof ARE-E = A A wrellis T 3= 3t
] 7

> SLoox

}ellstate)©ll 271 €] 714 (branch) 7} 472 =4 $] €]
79 7 018 A 3l o Fode] Frof T 9
Ejnta vl A A B E 0 &-& 19 wat 523 7 Z(path)
7} AR A =W o] & blind -3 3}t e} e 3
BHEG = o g ARE o] g3te] AQIHEHE 4
gatofof st 19 29} Zo] ahte] A (state) ol o
2] 719 7HA 7 A A H trellis T2 S THET

Holo ooy oo )y
O:

a7 2 Trelis 7+ Oi|(42tEH, 47X/ AEH)
Fig 2. An example of trellis structure with 4 state and
4 branch per state

714 A& EutA HAIA R E 1 E AL 0
A}, o] E A sFH Al 2 e A (stgae A)oll A H-E v}
Al (stage L)7FA] Abolof o]zl ]l ] A] A
3.31817] §l g A =7t gol THEA XA Hr} 3 Al
Fefjoll tist BRIt gl AS FElFE S, 3t 4

£+ 7HA & B, @A F(H ElvkA w A A 1]

i N o
4o 22

EL RO
ox,

u

E )& Lojeha ahul shite) A4S B3] 9@
Ane s(%)ﬂ 7 aEo] A H oz A8 A trellis

(Aol vla) Ao 2] BB #A 7} o] Fol 2
o

a8 29} 2L rellis TRZRE H A AR 3 dst

A4 S8 YA w, & Feke HALe e 2ok o

S A 8x8E-E 0 2 L}l 0] 2 DCTH 351

33 Zo]l FrFIE o N9 ATE F5

2 3 WA A ] Eof| upe} 7} S Ao A AAE 5§
o

rir

m\l

Ll

N
S
>

AASE 17 49 22 WG trellis T2
4 9l 7)o AHARASE 712 HE
AHE-8 Viterbi[ 1214 312 58 A 83510 9 G
(OCTAI) ¥ 71 FARRE 4425 2t

89 trellisS w}e} 2} 7}A] o] 825} NI ] DCT
g} 7Fe Al YR R E AL wE oo AEad
£ uaske] Viterbi T FO R HHHEE 1
of sldste 7H9AIGE B ATl & gk
WS T30 29 45 YEna vl A A B E 7} 1011¢)
739-2] M9 trellis T3 o o] T},

ox HU o
AN fo v om0 e |4

rE

gy

O X X O Jn ka2 rff & oot oR
oM,
H‘Um

1]|5|6|14[15/27|28
4] 7 |13|16] 26| 23] 42
8 |12]17)25] 30|41 43
1118} 24]31) 40| 44|53
10 (18] 23| 32| 39| 45| 52| 54
20| 22]33)| 38| 46| 51| 55| 60
21|34)37|47|50| 56| 53| 61
35| 36) 45| 43| 57| 58| 62| 63
8x8 DCT block

a3 3 o3 ALEE 8x8=F DCTAHS
Fig.3 The DCT coefficients to be used for
watermarking each 8x8 block (N=16)

2.2 A B2+ 9] (Informed embedding)

Ao ARET 8 A A L3 Y Eua
Gl AQlste HAEndE S dS F a
o e R o] ThAI S, FE Y, sha
7ol T4, JPEG 45 59 T4 B s fAE
AEE wy, & WASHE B4 o] Qdrh F dE3] ¢

Hula w,ol 9743 F38HA 4t 7 = (strength) &



g Fal4 AEntag A s
Aol A S A o7

%

0
OE 4 HEE trelis = o

Fig. 4 An example of modified trellis structure

ukeha] 3 Aol 2l g -‘ﬂ‘ﬂ }53%
5.3} A A Viterbi ¥ 5

3t WE g o] & A9 A=
205 wgra?/]‘?] 3k 7131)':5 7} O}Uq 371]

L
G2 + 9% e v,

ot A A= ol AR A o=

M111er[5] £ o] = Monte Carlo} ™}
21 AR S sl o Gl

v ¥ H w, & A= T

x o
o
1t ofo

Mo St
e

l']I
32
in}
o
==
[V N
2o oo
o oz

oo

o
2
-
o

tlhﬂ o H]—EJg Al ‘r}ﬂ ]H Viterbi &
dtofof a2 A AbA| Tho]
Lin[15]> 9748 FAE%E FAS 5
(normalize) ! AT E AHE3I] ARG
m# ;q]o]_o}oﬂ OUﬂ,Wang ‘%
gt HE ek st WS A eksiTh

=
=
vk
N

Lo
fat)
(o3

rol 0¥

i yo IF

o 1
oL 0
o ok

o
T
o

.

o
o
X
o
=
jines

e Pl WS QoA AR Ak ol Ejnka
o %744 Fad AH 7 Awel 7914
N2 4 eA0 gk = Ay

ys
e AR RS AT

il
o
X
o |0
)
ol
o

2680

o2
ool

B

Aol ka7t FA A Fake] Flgel A
= A 7E Sl

olgld EAIZ sZstr] s QIZFAIZA]
(human visual system)®] 572 1&g $JE{w}7] 7
A5 L = E 53] stE R A[14]5 08

¢ ookl o

¢

FAG 5 g, w2 1A S FAs o
Z
=

4
il
=
oo yo,
oA _Q
o
Y
o FW
o= m
Mg
> fo
=
> 8
N3
22
T,
C oot gg o
T lo ox
olo jin°
o ﬁ e
BN -y o oz
o E g o nE
Bt fon gy 2 gm [y

it
o
fetl
i
ol [l
prE= SN
A
i

fr
v
=
g
N =
ilA
<.
o
g
(@)
H
rE
(ot
Q‘L
32 g
o =
& F
B e o2
e oo &0 R 2 32 O g

5
i
n
S
IA
\]
fr

= X[0,0,k] = kt‘WH 4 i}i 3
Watson[14]-2> 917F = e o] & ¢]i, ]
ol 7t E5ME Fustd U

bl golth & AR A A e

ol
; mlm ?41
Frox =
o 1o o
ﬁ‘ ol

° & 2 +

N S e

L
X N
RSy
o
22 oy 4y & =

o ML
rls

g0
-,
rir
it
oX,
tlo
=3
fi
=
fuj
e
pou)
o
O,
I
L)
I
i g
N
)

%2
I

2}

ol

i

|

kD

L |y oo

4714 ot A4E Watsons 0.649= 3190
X,0,0,k]3= € 342l DCTAIS0) 2, X, 942

Hit7 otk duletag $4s Uo7k AR e
gole] w7] A7k A& 749 ol & AT 5 gk A
2 vhe v o] mAHT.

=max (tL[Z.7j7kL

|Xo [i7j7 k“[]'?tL [i/jy k}O'S)

sli.jik] o

919l 271 E ol §3f]
.

st = BE 3t 2ol ARt



Trellis 1% 3! AE 23] v} 7 & o] &8 G553} 7|4 Y Er]

Du'at (Iw Iu') =
ikl =Xk 7 @
{E (Kuligik] = X[i.j.k] )4}

i,j.k S[i,j,k}

A7V x,,w, = A7 9 G AB v E 93
et L X, [0, 5, k], X, [0, k] = 9 94 2 HEwbd
®l g7l kA 52 DCT Al AHlﬁiD}

& Aol A = trellis 320) 7F 7kX] 9] W]
Abe w7t 55 0 2 R E %% N/ DCTA
T TR AR S A ko] o] F ME €
AeE FrataL ol & ZF @Alvkt A4 8ho] Viterbi &l
gea A8ste] ARG 2 o) AR T
k= 7 ARt
ol A Sh 1§ 1 = ANA] 9 Gl
A g 5A4& aeshA] o HER AF4
o tEATE SO 1
Wang[13]2 -7l =9} sk 2] o] A 249
HES Albehs fE V] B Al skl

et FEAGEe st ElAtel o] ARl t
e Aol thEA ¥ i =3 o] gh& AREAE )l ek

sk} of 2] ol i A4 A= AdE L717k
oHe

o M AER vl FE A

T

it
=

1

r_@ ¥ _1>4'
o 2 lﬂ
N

S ox
M orlo

o

P

A48 A2
.ol E S8 ofg oF 22 oA 7]
227 5 o] &-3hH11]. L7 5ol A<t
& UERTE 2 g7k gl 2 A}
={z, 2, » - -z, 2 FH3HE, T
942%%f%x)=ph1%w)=p%
Zo] Yepd 4 9k Frel
H(X)=

=
o ofp

=

e g o m
1
o M

o

o

» oo
o
R

=
2>
oy

oo ot o
L U )

ox
b

)
)
[

)
&
49

=DPn

ru
=2
5
e,
=
»
ro
=
(m
frtl
=)

Criginal Image
Embedder s

i
|

]

I

I

1| Entropy Watzan Cptimal
: fasking Model [* Strength
I
I
I
]
|
]

Watermark
Meszage

¥ YY¥ ¥

Infarmed Infarmed
Coding Embedding

A e e T e R e e e e e e T
Key Watermarked Irmage

Entrapy [#
Mazking

DCT

Watermark

I
|
I
I
I
Cetected I ¢
I
|
|
I

Watsan
a0 3 *—— decoder (% Madel

______________________

Detector
J% 5 HMotdtEe] 28
Fig.5 The block diagram of proposed method
o] AL A4yl st ol U= 7]ut AE 23] gh4=
H(X)&

©)

- % Zi (logrxi - lOgTS)

H(X)= n%logrn =log,n ©)

23, 1714 r = nolel ek A, (X) = 10] o
o A(X)9 Adgelt w3 2,40 ol

Lo =Tz = * * :.'L'”:OO]‘E

2681



o
2
:Cg:
oQ
o
T
off
>
o
10_1
r-{n
B
2
&
g
2
=
(3]
fol

¢;=1—H)l,— Hp; ®)

714 ¢ & trellis¥-3.9] 72} ©A o A H]-&-H Eo] L
Hez oluA71 dER), [ = 3385, p = ¢
&1 ol

Aentae] ASHHS AAEHY 9 FAHow ¥
A AEvtAE G 5L TS T S 8xREE
o7 FEHA & Yol DCTH st dEZ v}
27 3 ko] A A trellis 2201 A Viterbi & aLe] &
& AHEske] A @) & whEete HAAARE Fof o] 2
H A E fEnta2E 4E&8 5 gk

V. N8 Zo o DE

B ol A Ak W] e s Hrte] 9l et

o] trellis -3 3} = 644 B & 23}

~
Atk o] 7)ol 256x256 8H| E G4 107] & AL-§-3}o] 2
43}k

DCTEE%O]’F—’ —} E59 ¢ HES] %Ei ‘:‘]'ﬂ A A &
At gttt o] g A et shite] g2 10245 50] HE
2 1024H E YE A E AY T Ak A9 mAIA
< 7FEAIRE SR A0, BAH)E o] &5k QleE A
A8t 2.1, ¥] E Q }-&(bit error rate, BER) S 1 A ¥ H
AR Eof ok QPR AYH EC] HI & & Tt H R
Fost LA, B A& S A8 24 EFol A ALE
st DCTAlG= HEvta 9] 24143 vdA g S il

2682

glsto] 19 33 2o ThFaka v o] A 16715
ARgET) e S U A 7]k lE 2 3= 3x3 ARG
o5t ezl 13 60l Lena Gl 283k ol &
LR L

(a) (b)

O 6. Lena d& & o {X|7|E AEZ=TOpAZZE

Fig.6 The Lena image and its the energy-based
entropy value

2
Wang[13] % Lin[159] %2} vl wsisich 19 1)
7H-AIEFR S A 7 R =

T~ -@r’\%k 7 FZol gt

9 7(d)= JPEG 97345 49l vl g BER Z¥}o|t}
A T TE A4S AT 1.2Y W) 74A]
A7F AL BAEA &S U 5 Ut



Trellis 55 2 AEZ 3] w7 & o] 8§43 JHF 53} 7|0 §JE n}7)

Gaussian Noise Attack

45
£
i
d = —
i e
2 20 //l(’
W 4y ./ o i\ AOE
2 g R
'F"“J""T =@ Proposed
5 —7%4-1
o HE—
3 35 4 45 5 55 6 65 7 75 8 BS 9 95
Standard Deviation
@
Gaussian LFP Attack
25
— +
F 20
T
£ 15 s -
F /
2 10 i
P &
L ot
g 5 e —@—Wang
—&—Proposed
0
03 o4 05 0.6 o7 08 LE] 1
Filter Size
Scaling Attack
25
>
F 20
i
15
= ——Lin -
'E - —W—Wang
o s Proposed
L

05 06 07 0B 09 1 11 12 13 14 15 16 1.7 18 19

Scaling Factor
©
JPEG Attack
50
15 i
— a0 [
£ 35 [N
Z 30 A%
a:_:s = L nY —t—Lin
2 20 % -
L =
2 g \ Proposed
5 5 -
b

5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 B8O 85 S0

Quality Factor

(d) JPEG &=

O 7. AFEEe AZT
(@)7tAlSH &3, (b) 7HRAlIQH X F ot &
(a2t 34, (dJPEGYEE 34
Fig.7 The results of computer simulation for
(a) gaussian noise, (b) gaussian LFP, (c) scaling,
(d JPEG attack.

AT}, o] 2 9] 3 trellisH 5 3},
A5te] 9 Enlz
& Aljkakal

o,
(m
by
=)
[>
oY
o o r2
e
do
2
(G0
A o
> [ o
o &

o
D
SR
N
r)~

TR )
L oo 1o
e
(>
L)

d
-

qn £ & Lo
o
s
=
W, E oop
e A P

O_>|: r&
(¢ lm
B

olr
-

Nl

M
-0,
4,
ol
U[O T
o
oX
olr
o
3
|
to
B
o
o
B

A
F AFIAE ANAZFRDE AHgeke] Felo v,
sloln s ool Alha e s A7t 8
st
23

[1] 1J.Cox, M.L.Miller, J.A.Bloom, J.Fridrich, and
T Kalker, “Digital
Steganography(2nd edition)”, Morgan Kaufinann2007.

[2] H.T.Sencar, M.Ramkumar, and A.N.Akansu, "An
overview of scalar quantization based data hiding
methods”, Signal Processing vol.86, pp.893-914, 2006.

[3] O.H.Kwon, Y.S.Kim, and R.H.Park, “Watermarking for
still image using the hunam visual system in the DCT
domain”, Proc. IS-CAS, vol.4, pp.76-79, June 1999.

[4] B.Chen and G.W.Wornell, “Quantization index
modulation: a class of provably good methods for digital
watermarking and information embedding”, /EEE
Trans. Inform. Theory, vol.47, pp.1423-1443, May
2001.

[5]1 M.LMiller, G.J.Doerr, and I1J.Cox, “Applying
informed coding and embedding to design a robust, high

Watermarking and

capacity, watermark”, [EEE Trans. Image Process.,
vol.13, no.6, pp.792-807, Jun. 2004.

2683



rol

3%

o

HEASE=EA 41338 A%

[6] L1.Cox, MULMiller, and  ALMcKellips, K KFATH
“Watermarking as communication with side
information”, Proc. IEEE, vol.87,n0.7, pp.1127-1141,
Jul. 1999.

[ 71 M.H.M.Costa, “"Writing on dirty paper”, /EEE Trans.
Inf Theory, vol.IT-29, no.3, pp.439-441, May 1983

0| & gH(Jeong-Hwan Lee)

1984\ 7 ol &l 7 A3 8} 3
SpAL

[8] LJ.Cox, MLMiller, and G.J.Doerr, “Dirty-paper B 1986%d k=87l 7] 4
trellis codes for watermarking”, in Proc. 9th IEEE Int. M 4.@-\ AAbs eh A Ak
Conf Image Process, volll, Rochester, NY. 1993 st} etr] & A7) D W Apg-eka) wAt
Sep.2002, pp.129-132. 2007~2008 7] = A EFH st AL A2

1990+ ~ @A kg o kot A} HAkq) o5

9] T.R.Fischer, M.W.Macellin, and M.Wang, "Trellis- -~ B
o1 e A ok ; A 2], WE v vlo), e vl g 5

coded vector quantization”, /EEE Trans. Inf Theory,
vol.37, n0.6, pp.1551-1566, Nov.1991.

[10] A.Abrardo and M.Barni, “Informed watermarking by
means of orthogonal and quasi-orthogonal dirty paper
coding”, IEEE Trans. on Signal Process., vol.53,10.2,
pp.824-833, Feb. 2005.

[11] G.Wu and P.Huang, “A novel entropy based image
watermarking in wavelet domain”, /EICE Trans.,
Comrmu., vol. E91-B, no.10, Oct. 2008.

[12] A.J.Viterbi, “"CDMA: principles of spread spectrum
communications”, Addison Wesley Longman Inc.,
1995.

[13] CK.Wang, MLMiller, and 1J.Cox, "Using
perceptual distance to improve the selection of dirty
paper trellis codes for watermarking”, in Proc. I[EEE
Int. Workshop on Multimedia Signal Processing, Siena
Italy, Sept. 2004, pp.147-150.

[14] A.B.Watson, "DCT quantization matrices optimized
for individual images”, Human Vision, Visual
Processing, and Digital Display IV, SPIE-1913,
pp-202-216, 1993.

[15] L.Lin, I.COx, G.Doerr, and M.Miller,”An efficient
algorithm for informed embedding of dirty paper trellis
codes for watermarking”, in Proc. 4th IEEE Int. Conf.
on Image Process., 1, pp.697-700, Sept. 2005.

[16] SW.Kim and S.Suthaharan, “An entropy masking
model for multimedia content watermarking”, Proc.
37th IEEE System Science, Hawaii, Jan. 2004.

2684



