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Design of robust Watermarking Algorithm against the Geometric
Transformation for Medical Image Security

Yun-Bae Lee* - Guan-Tack Oh**
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ABSTRACT

A digital watermarking technique used as a protection and certifying mechanism of copyrighted creations including music, still images, and
videos in terms of finding any loss in data, reproduction and pursuit. This study suggests using a selected geometric invariant point through the
whole processing procedure of an image and inserting and extracting based on the invariant point so that it will be robust in a geometric
transformation attack. The introduced algorithm here is based on a watershed splitting method in order to make medical images strong against
RST(Rotation Scale, Translation) transformation and other processing. It also helps to maintain the watermark in images that are compressed
and stored for a period of time. This algorithm also proved that is has robustness against not only JPEG compression attack , but also RST
attack and filtering attack.
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Fig. 1. The Processing diagram of patient’s

information and image acquisition
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Table 1. Type of medical image, resolution and bit

depth
=5 = Bit Depth
X-ray (CR, DR) 2048x2560 10
A &9 (RF) 2048x2560 10
ERE-SON) 1024x1024 12
@4Z &9 512x512 12
7] 3 (MR) 256x256 12
Z23HUS) 640x640 8
& 2 H(NM) 6464 8
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class
Information Object Definition Information Object
Instance
Patient name 4%
patient ID 123456
Patient
L atient birthda 1976.04.15
patient sex M
study instance UID 1.2.310.123456...
study date 2003.11.10
Study -
A study time 13:30
study ID 23645
image number 1
sample per pixel 16
Image TOWS 256
(F9) columns 256
pixel data 256
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Service Class DIMSE
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Result management
service class

Patient management s A gk A
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Table 4 The watermark inserting algorithm

void EmbedDCTQWmkInimage( unsignde char *c, int width,
int height, int seed, double alpha, int *wmkBits )
{

double aQ[64];
int coefs[64];

/* quantization matrix */
/* assignment of coefficients to bits
in block (coefs[0 .... 6] give
the indices of the 7 coefficients
used for the first bit.
coefs[7 .... 13] are the bits
used for the second bit, etc.) */
double block[64]; /* one 8x8 block in the image */
int numBlockRows: /* number of block rows in image */
int numBlockCols: /* number of block columns in image */
int blockNum; /* block number */
int row, col: /* location in array of 8x8 blocks */
int i0: /* index of first pixel in current
Block */

intx, y: /* location within an 8x8 block */
/* Get the quantization matrix, scaled by alpha. */
GetDCTQMatrix( alpha, aQ );
/* Compute the number of 8x8 blocks in this image. */
numBlockRows = height / 8
numBlockCols = width / 8;
/* Embed 4 bits from each block. */
for( row = 0 ; row < numBlockRows ; row++ )

for( col = 0 col < numBlockCols ; col ++)

/* Get the assignment of coefficients to bits in this block */
blockNum = row * numBlockCols + col:
GetDCTQBitAssignments( seed, blockNum, coefs );

/* Get the pixel values of the block. */
i0 = row * 8 * width + col » 8:
for(y=0:y<8;y++)
for(x =0 x<8; x++)
block[ y * 8 +x ] =c[i0 +y * width +x ]:
/+ Embed four bits into this block. note :
wmkBits + blockNum * 4 is pointer arithmetic.
The 4 bits embedded in this block are given
by (wmkBits + blockNum = 4)[ 0 .... 3 1. %/
EmbedDCTQWmKInOneBlock( block, coefs, aQ,
wmkBits + blockNum * 4 );
/* Copy the modified block into the image. */
for(y=0;y<8;y++)
for(x =0; x<8; x++)
c[i0 +y * width + x ] = (int)block[ y * 8 + X1

2591
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Table 5. The watermark extracting algorithm

void ExtractDCTQWmkFromimage( unsignde char *c, int width,
int height, int seed, double alpha, int *wmkBits )
{

double aQ[64];
int coefs[64];

/* quantization matrix */

/* assignment of coefficients to bits
in block (coefs[0 .... 6] give
the indices of the 7 coefficients
used for the first bit.
coefs(7 .... 13] are the bits
used for the second bit, etc.) */
double block[64]; /* one 8x8 block in the image */
int numBlockRows; /* number of block rows in image */
int numBlockCols: /* number of block columns in image */
int blockNum:; /* block number */
int row, col; /* location in array of 8x8 blocks */
int i0; /* index of first pixel in current Block */
int x, y: /* location within an 8x8 block */

/* Get the quantization matrix, scaled by alpha. */
GetDCTQMatrix( alpha, aQ );

/+ Compute the number of 8x8 blocks in this image. */
numBlockRows = height / 8;
numBlockCols = width / 8;

/* Extract 4 bits from each block. */
for( row = 0 ; row < numBlockRows ; row++ )
for( col = 0 ; col < numBlockCols ; col ++ )

/* Get the assignment of coefficients

to bits in this block */
blockNum = row * numBlockCols + col;
GetDCTQBitAssignments( seed, blockNum, coefs );

/* Get the pixel values of the block. */
i0 = row * 8 » width + col * 8;
for(y=0;y<8;y++)
for(x =0;x <8 x++)
block[ y * 8 +x ] =c[i0+y * width + x ];
/* Extract four bits into this block. note :
wmkBits + blockNum * 4 is pointer arithmetic.
The 4 bits extracted from this block are
(wmkBits + blockNum *4)[ 0 .... 3 1. */
ExtractDCTQWmMKFIHmOnNeBlock( block, coefs,
aQ, wmkBits + blockNum * 4 );
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