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Design of the Kernel Hardening in USB Driver for Linux DLM Function
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ABSTRACT

It is an important problem without system breaking. Like this, to make a computer system operate normally, various commercial fault
tolerant techniques are used. Almost commercial products of fault tolerant system consume much cost. This paper proposes kernel hardening
technique that are reducing panic using DLM modue in Linux USB driver. I experimented the design technique in Linux O.S. By the
experiment, the suggesting technique which includes USB module with DLM is working well.
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71 9] /.. /linux-2.4/driversfusbjusb-uhci.c A2~ = 9]
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230 Frhgtt aeal A S st AAH o R
panico] T F gl AFS WHEIL o) EE T
A= Z 29 &gt USB_ASSERT() v == 370
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2% 12 DLM71 5% ;‘t Al st=d 7le = A
§H USB_ASSERT() "} ZL& 9] A2 S = o]t} ‘exprl’&
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9] Type

Jxx% DLM7] 5 S 2+ USB_ASSERT() TEST ***/

/] exprl :
/] expr2 : value
/] expr3 ; 1->address type or 2->value type

#define USB_ASSERT (exprl, expr2, expr3) \
if(expr3 ==1) { \
printk( “\nerror USB_ASSERT3.\n"
__FILE__ ":%d: Assertion "

#exprl ” failed\n”,__LINE__);\
A
else if(expr3 == 2) { \
printk( “\nvalue type error!!!!!!!!"); \

printk( “recoverable this variable\n"); \
exprl = expr2; \
} else { \

printk( “unrecoverable this vanable\n") \

}
Je%* DLM7] 52 2+ USB_ASSERT() END ***/

3 1. USB_ASSERT() ti32 &~A ZE
Fig. 1. USB_ASSERT() Macro Source Code
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/] exprl : variable
J expr2 : function INW() parameter
// expr3 : panic flag
#define USB_ASSERT_INW(exprl,
expr2, expr3) \
if(lexprl){ \
exprl = inw(expr2); \
if(exprl == NULL){ \
expr3 = 1;}
Jelsef \
expr3 =0;}
I
}

I3 2. 74 sted 7|58
2+ =USB_ASSERT_INW() &= ZE
Fig. 2. USB_ASSERT_INW( Source Code with
Kernel Hardening Function
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_static void uhci_interrupt (int irq, void *__uhci, struct pt_regs *regs)
{

uhci_t *s = __uhci;

unsigned int io_addr = s->io_addr;

unsigned short status;

struct list_head *p, *p2;

int restarts, work_done;
int t;

o

Jfpanic("1111111111111111111111111 usb_uhci \n");
/// USB_ASSERT TEST

info("PANIC TEST 10 ---rermmmmev \n");

Jfprintk("s address : 0x%x", s);

fIs =0;

JJUSB_ASSERTS, s, 1);

t=0;

printk("before kernel hardening --------------—- t=%d\n", t);
Jfinfo("----- t=%d\n", );

USB_ASSERT(, t=5, 2);

Jfinfo("PANIC failed -------------- \n");

printk(“after kernel recovery ----------—---— t=%d\n", t);
/// USB_ASSERT TEST END

}

% 3. USB_ASSERT() 714 st=d &A™
flgt 2E

Fig. 3. USB_ASSERT() Code for Kernel Hardening

Experiment

HJIO

[fprintk("57@"),
/*
* Read the interrupt status, and write it back
* to clear the interrupt cause
*
1! status = inw (io_addr + USBSTS);
int P_flag = 0;
USB_ASSERT_INW(status, io_addr + USBSTS, P_flag);
if (P_flag == 1){

I panic(status);

}
printk(“status : %d.\n", status);

T2l 4. USB_ASSERT_INW() tHZEE A%

A ac

Fig. 4. USB_ASSERT_INW() Macro for Experiment
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o
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0] = Wbl DLMOl = 2 entry &} exit &7} &
A gkt (kernel version 2.6.x0 Al = ©] St o] 55 nlg
&2 vhE 5 Qdth. BEo] A4 & 501& W entry T+ I 6. ioctl) AlAH 22 ALESH HE #HA
7} &5 o] 2785 1, Uz v exit 57t 2F 5 o Fig. 6. Variable Change in ioctl() System Call
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module_init( med_antry_func | Entry / exit giq—
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gl 5, ZicHst DM 25 v TR e
Fig. 5. Simple DLM Structure THA(F) HQ(_J BIY) EHOE(D) G SEuH)
[[root@ ocalhost logl# I'smod
M:\cule Lsec by Mot tainted
jlusb—uhci—deu 0
7 5k HUUDIME Big nelEt RE WD 1T T
= s )= \ 13004 )
2 o] olal Bge] o 2718}, T8 Fe] Al el ol AR S el T
SE7E U, whA e 271 stek SR wjan e s e
t p 18076 1 (autoc] 1)
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Fig. 7. Display Picture for New usb-uhci-aed Module
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T ‘usb-uhci-dew EES Ado ZE=gk dhHo|t)
‘usb-uhci-dew’ BES A sty 7o) F71E BEE
= ‘usb-uhci’ BE 9| 7|5& Lo 2 7FA AL Qi) 18]
u o] Aj 2 WHE ‘usb-uhci-dew’ RES 7o) 2= 3}
U2} 7)ol A3l USB tlrfo] & A iy 5o
ek ket

E{OiE(T) (B} =ZL(H)

kernel :

kernel: before kernel hardening —————————— t=0
kernel X

kernel: value type error!!!l!!!lrecoverable this varla
kernel|: after kernel recovery ———  t=5

kernel: status falled!11!!
kernel: status . 0O,
kernel: usb—uhcl—deu.c: PANIC TEST 10 ———— |

a2l 8. jvarflog/messages Tt W&
(Fg stEd M g)
Fig. 8. var/log/messages File Contents
(For Kernel Hardening)

I9 82 HIZEF -&o] A A A = A7
%l messages IQ o] W&ot} A A4S A FEE
& AA Mk AL s A A S A MAA R &
8 5 QA L2713 3T} ‘fvar/log/messages’ Y
M= Ad HAARE FYHE FHETES AT EE
715& sto] AL 7 €] Z”"H’\Pﬂol‘)r Al e
s 4GS g F QA Az S E WA A A gk
0ol R WSt s B ”jr.

e}

ElOI(T) 2H3NE) E=SE(H)
kernel: status @ 0. [=]
kernel: usb.c: USE dlsconnect on device 00:1d,.7—7 addr

dewvlabel: devlabel serwvice started/restarted
kernel: ioctl.c TEST arg=01111111]
kernel: loctl,c [ Oenable usb_ker_hardening =0

kernel: hub.c: new USE devlce 00:1d.7—7, asslgned addr

kernel ; usb-uhcl-deu.c: PANIC TEST @ —mm |
kernel :

kernel . before kernel| hardening ——————————— t=0
kernel! enable_usb ker_hardening =0

kernel . after kernel recovery ————————— t=0
kernel: status falled!!111]

kernel: status © O,

a2 9. Nvarflog/message It L&
(Zd stEd H| Mg)

Fig. 9. var/log/messages File Contents
(For No Kernel Hardening)
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