== 09-34-11-11 A1 8}5) = HA] °09-11 Vol. 34 No. 11

A AIYA 7k o8 BT 25

F09 9 A S g A B U E AT wann o] A 9 gamn 7w g

Statistic Signature based Application Traffic Classification

Jin-wan Park*, Sung-ho Yoon*, Jun-sang Park* Associate Members,
Sang-woo Lee* Student Member, Myung-sup Kim**° Lifelong Member

S5 A BT S0 S Ul maslel A A sl ol 43 el
Eejmle) 4 8 HRol U FOHL ol B5F bk olek Edme) 34 ¥ HRel g 87l wet

7|EANE B At o]F hMiE} XE 7] B, delR= ke ER, wAled 7|uke] ER ubHEel
A== o] EdiFE A BRevie WHES iER 4 *E‘Zéow}. HT AT Foll= 259
FA ARE o] 83 W Eoe] Wol ] Qi B =ielie BA AUAE 53 8 =Y 5
E5 Atetas) gk 25 F A N A9 dojRe m7]9} wigRE o]83le] A Al HE A,
o]& o]g3ld &8 EES BRIl 1Py AF Aavs T8 & ER wbEEe] =& HERe] B wh
Eolgl= Z& Bl

Key Words : Traffic Classification, Statistic Signature, Application Traffic

ABSTRACT

Nowadays, the traffic type and behavior are extremely diverse due to the appearance of various services and
applications on Internet, which makes the need of application-level traffic classification important for the efficient
management and control of network resources. Although lots of methods for traffic classification have been
introduced in literature, they have some limitations to achieve an acceptable level of performance in terms of
accuracy and completeness. In this paper we propose an application traffic classification method using statistic
signatures, defined as a directional sequence of packet size in a flow, which is unique for each application. The
statistic signatures of each application are collected by our automatic grouping and extracting mechanism which
is mainly described in this paper. By matching to the statistic signatures we can easily and quickly identify the
application name of traffic flows with high accuracy, which is also shown by comprehensive excrement with our

campus traffic data.
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: procedure Flow Grouping(flow)

transforms a flow into vector representation
search minDistGroup in all groups

1
2
3
4
S:
6: if founded minDistGroup then

7:  insert the flow into minDistGroup

8:  recalculate representative value of minDistGroup
9: else

10:  make new group

11: end procedure
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Figure 4. Pseudocode of grouping algorithm
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Coverage
Process 75
Signature 2,789
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Table 3. Completeness and overall accuracy

Completeness Overall Accuracy
Flow 18.99% 97.20%
Packet 30.31% 97.89%
Byte 31.52% 98.11%
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Table 4. Precision and recall by application
Application Precision Recall
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torrent 98.49% 42.57%
skype 78.40% 76.05%
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