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ABSTRACT

As the use of mobile device is popularized, the needs of variable services of WiMAX technique and the importance of security is
increasing. There is a problem that can be easily attacked from a malicious attack because the action is achieved comnectionlessly between
neighbor link establishing procedure and TEK exchange procedure in mobile WiMAX even though typical 1 hop network security technique is
adapted to WiMAX for satisfying these security requirement. In this paper, security connected mechanism which safely connects neighbor link
establishing procedure of WiMAX and TEK exchange procedure additional to the basic function provided by IEEE 802,16 standard to satisfy
security requirement of mobile WiMAX is proposed. The proposed mechanism strengthens the function of security about SS and BS by
applicating random number and private value which generated by SS and BS to public key of neighbor link establishing procedure and TEK
exchange procedure. Also, we can prevent from inside attack like man-in-the-middle which can occur in the request of TEK through
cryptographic connection of neighbor link establishing procedure and TEK exchange procedure.
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