220l AY) 9] AHgA} Aol 24 F5s AE Y 9 Evfe)
7S Eo THR SE B2

O] FFx . o)A A** « ZAAxkx . E|Fakwx . ZIokrnk

h 1A

Collision Attack on Cellular Automata based Hash Function Applicable to
Authentication on Online Game

Changhoon Lee* - Jesang Lee** - Sung-Eon Cho*** - Tai-hoon Kim**** - Soo-Kyun Kim***+**

2 o
BB 2ol A Bol AER A5 A b5 ol 49l BT LEUE 7 AATF e 3
B4 342 AAUT ol AL L= B0l M ALLHE H NG el m AR AL o S3ke] YT WA R
P RE 202 4N A0\ B, A2 SR Wange] EA 71U S o] g3 $F 12 BEo: S
4 34 AN TG,

ABSTRACT

In this paper, we present a collision attack on hash function with 2-dimensional cellular automata[1}; which is useful for providing
authentication on online game. This attack can find a collision message pair with 2%

computation using property of nonlinear function. We
also extend basic attack with probability 2 ®

to improve attack with probability 1 using Wang’s analysis technique.
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