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ABSTRACT

Earlier researches on Sensor Networks preferred symmetric key-based authentication schemes in consideration of limitations in network
resources. However, recent advancements in cryptographic algorithms and sensor-node manufacturing techniques have opened suggestion to
public key-based solutions such as Merkle tree-based schemes. This paper proposes a new concept of public key-based authentication using
Polynomial Secret Sharing that can be effectively applied to sensor networks and a detection of malicious node using the hash function. This
scheme is based on exponential distributed data concept, a derivative from Shamir’s (t,n) threshold scheme, in which the authentication of
neighbouring nodes are done simultaneousty while minimising resources of sensor nodes and providing network scalability.
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