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Abstract Multiprecision squaring is one of the most significant algorithms in the core public key
cryptography operation. The aim of this work is to present a new improved squaring algorithm
compared with the MIRACL’s multiprecision squaring algorithm in which the previous work [1] on
multiprecision multiplication is implemented.

First, previous works on multiprecision multiplication and standard squaring are analyzed. Then,
our new Lazy Doubling squaring algorithm is introduced.

In MIRACLE library [3], Scott's Carry-Catcher Hybrid multiplication technique [1] is applied to
implementation of multiprecision multiplication and squaring. Experimental results of the Carry-
Catcher hybrid squaring algorithm and the proposed Lazy Doubling squaring algorithm both of which
are tested on Atmegal28 CPU show that proposed idea has achieved significant performance
improvements.
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The proposed Lazy Doubling Squaring algorithm reduces addition instructions by the fact ap * 2 + ay *
24 tan 1 *2+ap*2 =(aotar+..* a1 ta)*2 while the standard squaring algorithm reduces
multiplication instructions by the fact Sy=x;*x;=Sy. Experimental results show that the proposed
squaring method is 25% faster than that in MIRACL.
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Ada, 2+ selres @9 a7t 49 Aol doubling
< 3] 93 "we3 g A 5 vws) B2

2% 59 Carry-Catcher Hybrid Squaring®] 7-%,
Z} Hybrid €9 ¥ 54 A5 viashd, self F410]
obd ©¢] Hybrid F49 A% & 34 A5E d%H
o]5¢ ¥F doubling S22 d%o ol BAETE N
9] Hybrid @99 AFES A% 49 2L B¢t
N(N-1)/2 ¥l 28t} self-FA2 ©@$ Hybrid #4)

o A% F FA A5E dP-d)/2+dolH o F, U
2o byte @Y self F40) dH EAI}EE dou-
blinge.2 <13 fAl 5E (d?-d)/20lh A3 N
7§el Hybrid @9 AFolA #19} 2& self AL 73
2= Ny 24t A3 02 doubling 2.2 I3 of
719E % QA A5 dPxNIN-1)/2+(d°-d) / 2 *
N=Nd(Nd-1)/2 #el w#Agdct 23AW 4§49
AT/} 2ulolE wjolug FFAH o2 Nd(Nd-1) ¥
RAAlo] Tl gt

2% 79 Lazy Doubling Squaring®] A$ole 2+
Hybrid ©$ W2dAE doubling2 8 F71 H&
QAle] EAskR Ferh Al byte D9 self-F4
RBES A RE Hybrid @9 S ost Ao
d*2N byte FFol thalA doubling RAle] sjxict.
(29 79149 MO~M7 §4) A#A 22 2Nd ¥l SA
o] wbAlEA W} wEhA #AAEE Gl dde) Fe
Nd(Nd-1) - 2Nd = (Nd)*-3Nd °|¥ atmegal28 ¥4l
A AR de 4018 N& 1 ojdolez 4 A% ¥
do) A Bk
322 AA QirEY va
¥ 18 atmegal?8 Aol 4 160bit * 160bitS] Squaring
g o z+ ¢uE @ AeE Nz Holoh A
W3} Carry-Catcher Hybrid Squaring ¢1g]&39]
2 AA}E Jehdoh AHSEHE cycle®] FollA ARt
Hol 7]& wWhel wHls] oF 2019% TAE AE &
ATk
Carry—Catcher Hybrid Squaring$]. 4t ¢} Hlm
F 2w 7 & Aoy e e B4
adc)olth. ©]AL Lazy doubling &2 <13 B4

==

Ay oE I o o



BHIE A == oA 583 7] ¢5E AT M= AF

E 1 MIRACL®] Carry-Catcher Hybrid Squaring¥} &
19] Lazy Doubling Squaringd] &4 4 il

This Work (Lazy Carry-Catcher

Doubling Squaring) | Hybrid Squaring
Instruction | CPI | Instructions | Cycles | Instructions | Cycles
add/adc 1 804 804 1265 1265
mul 2 210 420 210 420
ldd 2 120 240 100 200
st 2 40 80 40 80
mov/movw| 1 84 84 70 70
other 20 30
Totals 1648 2065

71%¢2] Carry-Catcher Hybrid

& ok 28y 1dd instruction
9|
e A% @ &

e, ole 19

79 QEZE oA byte B9 self 4 AAE F
Fol gaiFr] W o) LA 12t olHg ewsl
== AQF Wo] A7l B Aste] ol uiE w

nsleg AAzow A% o] AA @t

¥ 2% U9 HE Zol9] Squaring 94 F3E
A9 Aot HI 712 W9 dHlweltk AMAOZ
Aststs HIE Zojrl dojd4= Al W o]5o]

3Hge & 4 Aok

% 2 MIRACLSY Carry-Catcher Hybrid Squaring}
¥ w9l Lazy Doubling Squaring®] A3%H]iL
64bit | 128bit | 160bit | 256bit

320bit

Carry-Catcher

Hybrid Squaring
This work 370| 1126 1648| 3790| 5698
saving cycle 27 239 417 1239 2027
6.80% | 17.51%| 20.19%6 | 24.64% | 26.24%

397 1365| 2065| 5029| 7725

saving percent

ditel #A st 509

323 AME-EE B2 429 Hla
olgle] ¥ 3& 71& Wi Ak WH-2 atmegal2l
Aol FEA AMREE HAA2EY £5 ® WA S

of sl el slck & WY 2R AR sMed 9
2E9 A (327]) W d=4gke]l AHR JhEd A

Fho] €tk
4. ZE U 3% T wE

B =R2dME AMieEy 2utEslEe e AAY
CPUIA &-&7< Carry-Catcher Hybrid €xg]&S
AAdste Bl 5822 Squaring dxn8EE A
o} Agshe ¢RYELS Atmel AVR ZHEFNA
MIRACLel  #@8=o] 3l& Carry-Catcher Hybrid
Squaring ¥1¥EF Bt €53 d4 E8A4S B
Squaring @4h& RSAW ECCoF 2& 377 dxes
o] AAHQA Aite]7} wiiel o] =& ARE o83}
o olzjst F7HY] duEEY s APHeZ FH
A Aeg st =g AQrd uEEe vny
ey i oy tE EABAE JHA FA F
£ 7158 Aoz Jqadth &%, At gnIdEs
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