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Abstract As an effort to secure Semantic Web, in this paper, we introduce an RDF access
authorization model based on an ontology hierarchy and an RDF triple pattern. In addition, we apply
the authorization model to RDF query validation for approved access authorizations. A subscribed
SPARQL or RQL query, which has RDF triple patterns, can be denied or granted according to the
corresponding access authorizations which have an RDF triple pattern. In order to efficiently perform
the query validation process, we first analyze some primary authorization conflict conditions under
RDF subsumption inference, and then we introduce an efficient query validation algorithm using the
conflict conditions and Dewey graph labeling technique. Through experiments, we also show that the
proposed validation algorithm provides a reasonable validation time and when data and authorizations
increase it has scalability.
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AlE $1(Semantic Web)[113} #HAFE B2 g7t
EES =8EL Yool o WA Wo] AFHAU
4 AMvlze] gFolA ULS HFErh ol Bt
E d7RE Ay 98 9F F2 Aol(access con-
trol) B¢ AFE P vk o)Eid =9 d@o
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Bt A2l {FEA HZF(query validation)2 ¥
3(b)oliAg o] AHgARRE <I¥e RDF A7} &)
%‘.*}%1}94 AU wet AREHAY A7 EHE 3
< e AT olF AF[23]dAMe Kt #EA
(security administrator)”?} 35 AREAbe] gl AHz2E
ATE FAT 5 7S PAE AIEHY FEAF
g ZAsl= H2dd  WAl(authorization  specifi-
cation) FF(LH (@)X A FE 2HE F43)
At Aol HAE Aje] 71E A FEHYE AR
Hi 2¥8A o B AFie] AFFL B =8
NE olde) BAY 527 FELR guuZe] A
%% o] FEA BFFE A%t 98 d¥s &82
F J8-2 HAY =8 FE4 AFA RDF F99 #
29 g A9 AHel Aol mEHolol & AIch

RDF #9 #3854 AF9 g o= v 2tk
I 19X Musicoll W@ Fol A& Davedl A &
EHA RS AP 2¥E ole] Popd ¢
3x 3= RDF AdE W7k & de7l? g8 ohe
olt}. shushy <Urke Aelel] 98] Pope] A2E2E]
DavedlAl &=, Pop? UZEAEL subClassOf
F&o o8} Musice] J=HEER 4" £ 7] 9
o, 3iF Fee Adsoe} gtk & RDF 49 #&
A 7AF AAQZdME RDF F84 93 (J=Hd As)
M A AlololA Y] FEQRE HAo] o]FojHot T
t}. olgo] Aol= Musicrdf EAZREH Ho v
= $A4E Az e Aotk

prefix ex: <http://example.org/schemas/contents/>

select ?uri

from <http://example.org/data/Music.rdf#>

where { ex:Pop ex:downloadFrom ?uri . }

B =89 4L g9 Zrh 23894 RDF A2
Alojet #HUT E7HA Fa% ATE AT 3FNA

I3 1 RDF L=

© B 479 #¥% RDF A9 doje] 78 B4
BT 4geME B ATolAM o]l A RDF
g A BdE e &gtk Oee g 5 Ae
o FE4Y AT B A FE EANE 448
B, 6FoAE THZL Hol&y V&g ol&F EEH
29 FEA AT d1gFE AT 7R AL
H dxnEEy dsdd 294E f8h, 8FelMe £
A7) dEE AT

Lo

2. BE HF

Jain?} Farkas®l A7 [4le £ 479 771 Aok
Jain®} Farkas =% RDF EgZd] 7wtgd HZ Ao
2dS AASIPgow, RDF dlojele] FIAoloA g
F2d 9% A% 5 FAE NSg AT 28
o] A HZ A BWAXY FE A nIPEFS
B A7 old =&3lAM A uie} Zo] me &
& 2% AHA(brute force) EnEFE AHEF. Ajgtd
gneFL HAA FE o3 =& RDF E& & i3t
o] #% HsH(authorization propagation)E TRt
dgog ¥E RDF E&Zd sie AT 5] AN
AE ZARIY, weF Y 1 82 "o
olelg HHH-& RDF dlolEl7} 2 7RIt ofd wj H|
EgFojtt. B =Eo]Mde RDF A9 FEA ZHFoNA
o] FE A Y= FHolEY WS B3I K
BE3FHQ FE A dnYdEE AAFT

Qind} Atluri] |75 9 2EZA Ho]H(RDF
¢ OWL)Y] HIZAel M2 &4 9%t A% 5 &
AE BANE g 972 A€t I1ES RDF
oY ¥ A #BHEHP subClassOf, subProper-
tyOf 2ol F 7'd Alele] % BAl(equivalence rela-
tionship), AA W3} 28 Ad Alele] AA(HE, inter-
section, union), H] 383 A (non-inferable relation-
ship)& ©HE 9v]d @A) g A ARE 133}
Sk At Jaind Farkassbe 22 B ARz
XPath$} FAMSE RDF path® AMHEStdch 8§ 2t
A Aole wiEA3A Yk dustd OWLH
RDF 2a& 7|Exo= RDF EgZd 7|uksly) mi&
ot} Wt RDF EZ&o] 712 & Jain#®} Farkas
o} mdo] ¢ A3 & 4 i

AEde 299 A76lHE RDF 2824 ol
e S ARsHTh ARde] B #EAe vlolH
o]z H(view) NE Zo| 2zt Aol sy
RDF dlolgje] tigk {55 Felgol webr] AMEA:s
A A HEE Hol disiAT RDF A& F3T
Stk AMERLZRE] RDF A7t Fold 739 389
FENE] do AFEE Bk A9 AHE ANS
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o 152 RDF 92482 27119 B ¢ ¥ RDF
Zg0 9% A9 ARH TASS 2AHGT

HZ Finin® 629 AF[7194%E NISTS RBAC
(Role Based Access Control) Ed€ OWLE 7|&3l=
el thdte 28kETh 288 HIE OWLo] < 2%
PAE 9ste AwE dojzt oly=Y RBAC 2L 7]
&3 o2 TR B8E F IS Ho Fuk

RDF H¢l8= XMLE 7|&H7] @& XML HZ
Aol |AUES ¥ & dart ek 4 Lee et al.
8] ATNE 2 AT9 fA A% A2 Ao
32 3ld, XML dlelgfe] dls] ol 42[9]
E AMRElY HIEUS Qd2E A =3 H 2F
o] gl 7]<%(nearest neighbor search technique)2
o83l WHAE HAZAINE TE&FHoR S F A
gtk AT B Aol RDF dlolge thg 28
X gollAe] Algol 9§ A FIZEE 1 FE
o] 9% dAF HIZAF v wWE Ao FEA H
£33 HI7AY XML FHIA oo B¢
gk A AuEIA[10,1115 F2T 4 ok 4]
THEANAE T2l Hol g~V LErtE-7e
XML FHTAO] vAYUEE @4 A7l 23t
ovf, AT PN AFE G2 olHAF AFE0| RDF
daje) FEE Tl FTAC AAVEE TEA
Fee % gk

A %A A6 200912

3. RDF &2 214

3.1 RDF Ez2|&

RDF ©le]El& RDF Schema(RDFS)ol AelEo]
2E8ZA MES AHE-sh= RDF E3(statement)EE
o}Fo]Zt}. RDFS[12]= 7B 32 282X o sub-
ClassOf$} subPropertyOfdll 23 Zej2e) &A1 A

TZE Aog £ Utk 92, 39 2949 RDFS
Ae g 2Ux @8 Y29 $4 AFTERE B
& Zth RDFS RDFS 32 [S, P, 0l EdE
B2 ¥¥5 9, RDF HolEl= RDF EZEE o]FolA
oY gz g@88 4 Ik

Al 1 (RDF 13X, RDF EFX).

RDF a3 =& RDF EZEE9 etk RDF E
gELe [S, P, 012 #3899, S € SUBJECT, P &
PREDICATE, O € OBJECT o|th.

- A%t SUBJECT= RDFSIA9 29 £4% A
9J8l= URI (Uniform Resource Identifier)®t RDF
AAe A2BAES AHodl= URI gz 3
(blank) ==5-& T35}

- A% PREDICATES RDFSAAY &4& =z
URI =&5& 23}

- A% OBJECT:= P9l 93jA d@5oixEs Aupd
Fx B d2®2e URI ==9) FY k= g
B8 (litera)E& T30}

& % o

of

e

<rdf:RDF xmins:rdf="http://www.w3.01/1999/02/22-rdf-syntax-ns#"

<ex:Classic rdf.lD="Fate'>

<gx.

dBy "ex >

<ex| pnce rdf: dxmtype="&xsd string'>20</ex:price>

<X
</ex:Pop>
<ex:Music rdf:ID="Twinkle_Twinkle_Little_Star'*>

<ex: cmatedBy df:, resoume—"ex.]ane Taylon"/>

hitp://www.music.com'/>

<ex:price 'd-fluuua_yr\- Y 10</ex:price:

<rdf:Description rdf:ID = "Contents'>

<eX:
</ex:Music>
</rdf:RDF>

"http://www.music.com'’>

RDF &

<ndf:type rdfzresource = "http://www.w3.01g/2000/01/rdf-schema#Class'/>

</ndf:Description>
<rdf:Description rdf:ID = 'createdBy'"™>

<ndf:type rdf:resource = "hitp://www.w3.013/1999/02/22-rdf-syntax-ns#Property V>

<rpdfs:domain rdf:resource = “ex:Contents'/>

<ndfs:range rdfiresource = “ex:Creator'/>
<rdf:Description>
<ndf:Description rdf:ID = "Music'>

<rdfitype rdfiresource = "httpy//www.w3.01g/2000/01/rdf-schema#Class'/>

<nifs:subClassOf rdf:resource = “ex:Contents'/>

</rdf:Description>
<rdf:Description rdf:ID = dBy™

<rdf:type rdf: resource = "http//www.w3.01g/1999/02/22-rdf-syntax-ns#Property />
<nifs:domain rdfiresource = "ex:Classic'/>
<pdfs:range rdf: = "ex:Composer'/>

<rdfs:subPropertyOf rdf:resource = "ex:createdBy'/>

</rdf:Description> RDES &

<nrdf:Description rdf:ID = "Classic™
<rdf:type rdf:resource = " http://www.w3.0rg/2000/01/rdf-schema#Class ">
<ndfs:subClassOf rif:resource = "ex:Music'/>

</rdf:Description>

39 2 9 E€lzd) e WE RDFS RDFS 4]
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dg oy 19 adgze oy 29 RDF2 RDFSE
R8st} RDF EZE [Classic, composedBy, Com-
poser]® SEA &8 URI 4% Classics 7}Aw, P
24 &4 URI 4% composedBy, 024 82 URI
3¢ Composer® zvi=th. [Fate, Price, 2012 S£A4
¢l282 URI A4 Fate$t OEX &8HE 208 zteth
A9 2 (subClassOf BA|, subPropertyQf 9A).
e oy FUx o7} T Fdls o sl FYa
ol (¢ € ¢), ¥ ZAY U2HAEL (o] £48
A3, F29 A o= 2 AN = dd T
o' &4 prt B &4 pd ¥ 4989 (p ©
p), pie 8 3 pE H4E $ gk

A2, 29 2004, <ex:Classic rdfID = "Fate"><
subClassQf F&9) A8 <ex:Music rdf.ID = "Fate">
2 siME o deov, <exicomposedBy rdfresource
= "ex:Beethoven">& subPropertyQf & 23|
<ex:createdBy rdfresource = "ex:Beethoven'>2.2
18 4 Ak

3.2 SPARQL RQL

YEES) RDF 39| doj&2 FFH2E RDF E¥
o g e 48 AdEHi3-15] HA dEH
2l RDF A9 o2, W3ClA $<9¥ SPARQL &
9 ¢ioj[141% 3#iskAk. SPARQLE RDF dolgls 2
93h= AL RDF Z¥=o tistd A" o4& S8}
= A% 2 HHEL RDF EYEs 1d9y, 2
(Join) A4Yel i o #HEy A% ddE & 3
o 2079 42 dEHE Al FTHHE 59 4@
o ddew RHED A=, g9 i, WHERE
e 5 /1A E8FE #8[?music, downloadFrom,
2uril$} [?music, createdBy, ?creatorlE QFHTE L
g £ e Mg musico]l YalA zE oA
SPARQLAJA ¢} WFolg $ F& 72 Al3gt)
FROM & 2o dliel RDF Helezt $11% URL
F0E WAISHE, SELECT de 3 A9 dxzA
WEE W2 gARth & 29 Q1& A4E creator
o osia wrEol gof mye] oW ¥ FhuAE
gEzsg & e Aed FM S HY o,
creator 18, URI 49 39 AHE ghaidic),

Q1: prefix ex: <htip!//example.org/schemas/contents/>
select ?music ?creator 7uri  from <http://exam-
ple.org/data/Music.rdf#>
where { ?music ex:createdBy ?creator .

%4

ft

?music ex:downloadFrom ?uri . )
2 A8 AE 4uEA Q2 AR 94 4o &
P& HAFch &, A Ipaintero) AsiA Ipainting
paintedBy ?painter hasPrivacy ?privacy®] AR B4

o] olfojAth Q2 oW 1YL ¥ #be Aud
¢ ARE BEg

Q2 prefix ex: <http://example.org/schemas/contents/>>

select ?painter ?privacy

from <http://example.org/data/Art.rdf#>

where { Ypainting ex:paintedBy ?painter .
?painter ex:hasPrivacy ?privacy . }

F9] 3 (Q-pattern, pti{Q)).

Q-pattern® RDF E2jojA{e] RDF #He& e}y
W, RDF EHE (S, P, 09 g5 714} S¢ P=
dele] Wz ¥ § lon, B 479 ov &
4 Wy gyt 248 PgEHort dzga
URIO|AY #EES 3% dA "ol gl O o
EFE Hode oAUES 279 B dpeMe
o} uiAjtch. od Foizl RDF A9l Qo tistsd, Q7
7VAle 4989 Q-patternEg ptd(Q), i = 1,2, 3, ., n
o2 FAF.

F9% AL SPARQLS RDF FEo] ®ig® Ao

AZE AYEA guvh oA Aege] 2AHEAQ 943
of o8 Ao Mg A9} 2 Q1Y B9 AHzle
Q-pattern [?music, creadedBy, ?creator)® HHHo
2 oA S84 Musicol Wishe w©=x Agc,
Q12 subClsassOf %83 subPropertyQf 380 &%
Fdl& Classicd] WA EdEs5L ¥igsia gsd.
SPARQLS ®EUHE AMeprtere 27ivl 49 XE)§ A
QA =tk dg, 23 24 RDFS 27|viela] SPA-
RQLE, “E#2 Classicel] W3l 28 $4& 3437
A, £& “44 hasPrivacyd) Q) Ed92E B4”
817) $ig 29 FEE AFeA] etk F, SPARQL
27198 A § RDF wielelo] wiajAgt 2o g
Tg o k.
E=OHE tfE3 RDF A9 <doj24 RDF E&Es
Q-patternel] 71¥Hgk RQL 49] ¢de[15]8 8@ 4
Atk RQLE SPARQL#A €] F2¢ 23 de| i
I 27)utel] digk A9 AElE AYFrh SPARQL A
9 Q1, Q2% H¥ss g RQL 29 Q3, (48 ¥y
B

Q3: select Pmusic 7creator 7uri

mn rlo

from {?musiclex:createdBy{?creator},
{?musiclex:downloadFrom{?uri}

using namespace ex =

http://example.org/schemas/contents/

QA4: select ?painter ?privacy

from {?paintinglex paintedBy{?painter}.ex:

hasPrivacy{?privacy}

using namespace ex = http.//example.org/
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schemas/contents/

RQLS 49| ZA7E wiggd o 28 FEH 2ol 3%
= ¥t s o2 Q39 A9 dike Classic
of thet 38 Ang X3 {[Twinkle_Twinkle_ Little_
Star, Jane_Taylor, www.music.coml, [Fate, Beethoven,
www.music.com]}oltt. HeF RQLAA old 28 o
WE 98 deuW, ROL dodMe) gz 44
ol ¢l 71Z " & ol Frh T3 RDFS 270t
o) disfiagt Ao AME d3 A4S e, FP2ot
&4 ©o)F ¥ 71E "$"E Bold "rh

4. 2 st M

4.1 A-pattern

7] AE AR 2d23M, 2 AFEe
RDF Eg&olt}. H @ B AAE of
A-pattern2 2 ZYHIA EEE £ Ut} A-pattern
Q-pattern® FAFS}th

9| 4 (A-pattern, pt(A)).

A-pattern A2} 50 HT AN Y ohiE 78]
#, RDF EZE [S, P, O]9 ¥ejz ZdAh S9} P
© Yoo ez 2¥E £ Jleor, B 744 08
4 W5Ye AAZ FrHO7E ds"A URICIAY
ZEE F5 A4 oy ol wE thd 54 J
A HAUSE 273 B dpdAe ofg HiA
geh. aEln Sl 3 x==E 4% 5 givh oW
A H1g Aol distod, A9l A-pattern® pt(A)E A
gt

d=2 3¢ 12 RDF Z#iZdjA], RDF #H¥l ptA) =
[$x, composedBy, %$z1¥ {[Classic, composedBy,
Composerl, [Fate, composedBy, Beethoven]}2] W&
EZZES 7MAth [Classic, $y, $219 =13 EZZL
{[Clasic, price, literall, [Classic, createdBy, Creator],
[Classic, composedBy, Composerl, [Classic, down-
loadFrom, URIl}elt}. A-pattern [$x, $y, $=21-& 1
A=z ZE AAZ =R T}

4.2 HZ Ast

RDF & 982 83 28 3228 rlegch

Aol 5 (A A

A2 AFL <subj, obj, act, sign, type>2] A 7}
EAHo8 FIHYT}

- subje AT o] ke AMgAE st

- objv A-pattern®]th.

- acts objol didlte] S8 dArg sl £ =

FolldE SPARQLH RQL de] ¢iols} A
7] (read) @itekg meshch SPARQL3F RQL

2 27] (write) F2+& A PEA] et

dieletuo] 2 Al 36 # Al 6 £(2009.12)

- signe FZo] HEHY, (+), FTo| HEHA &
< e ) g2 Zed
~ typee subClsassOf 9+ subProperty(Qf #7191 €
3te] b9l o2t Sy £40F HT dAdel A
28 A% R, AT dFo] MFA=A &§ FF L
&g etk 51N 2o AAE AR A4
£ Zlojrh
B =RdAde $U8 Fo ARSI disld 9¥d€
RDF A& J&sAY AZste A 58X A5
st AuE Zeljth 19 39 HE Ao Al=F A
<b>9} HeHPL Fo FEA HEE B vl 99
€ A9t 49 §EAY #Z7)(query validator)oll 23}
o A FFL uslx) g Aoz wadg A, 9
= RDF A9 #Hal7{query processor)diAl WAXE,

@<

CRECTE ! & Contichugni
<y
\ L Y=L 2 AB
% {Authorization) 248
. (a) /

e

\

39 3 RDF A Ao} Al=H

5. RDF &2 &4 AS

5.1 YA|H 2 He o0l 02 7eld AS

HoAFe tpe @ol RY W HZ Hde A
(inheritance)ol] ©JsiA stgjgels F& 39 &4
g2 Frh w2 A-patternso] 9JdiA 48E RDF
Aolgl Q-patternSol FFe W o, 1 doe AR
g 4 glrk B FoME type = RY W9 o] F84
HE-E Avsc.

Ao 2004 A AAY, Wk o C oW, oF ¢
9 £AES Ak wepd o] peoll diste] FAE
ou A A% AF o $4 pols %8 £v 9
HE HE A% A%E gy FF Ayt ok

of 1. A; = <Dave, [Music, downloadFrom, $z],
read, -, R>7F BA4E v, 42 9A1E B Ay A
o &sle] {<Dave, [Pop, downloadFrom, $z], read,
-, R>, <Dave, [Classic, downloadFrom, $z], read,



EGRA FE9

-, B>, <Dave, [Video, downloadFrom, $z], read, -,
R>}«I HE 4¢EL 458 Aok A Davert o
oA 29 HUEL deI2=F & Y AE As)
A & o, ¥ " 98 <Dave, [Classic, down-
loadFrom, $z1, read, -, R>< 48} & A= A4
€t

prefix ex: <hitp://example.org/schemas/contents/>

sekect Zurt .

from <http://example.org/data/Music.rdft/>

where { ex:Classic ex:downloadFrom ?uri . }

= <Dave, [Art, $y, $2], read, -, R>°] BA€

g, P{4) = $yol7] WEel As Artdl RE &£4%

Asste 819 FHaBdE YA FLET. gEbA
-8 Q-patterns-& X¢3e= RDF Ao} Ag 28
BAE ek {{Painting, price, $z), [Painting, crea-
tedBy, $zl, [Painting, paintedBy, $zl, [Painting,
ownedBy, $zl, [Painting, 8y, $z1, [Sculpture, price,
$z]1, [Scuipture, createdBy, $zl, [Sculpture, scul-
ptedBy, $z), [Sculpture, $y, $z], [Video, price, $z),
[Video, createdBy, $z], [Video, $y, $z1).

ﬂ}"‘**?]-x]i subProperlvaf FA JAME, T} p;
T p; o1, poll Ui HZ #Y 45 4 pol tisiA
x 3?%{'3}‘ u:}a}/\} RDF &7 {48d = subPro-
pertyOf A% FZ2o] tisixz HA1Z A Agd 2
3 Aol FEA FFo] o)Fo] ol gt} AE A =<Dave,
lart, createdBy, $zl, read, -, R>T <Dave,
[Sculpture, sculptedBy, $z], read, -, R>& #X3}7]

o, U SPARQL 2o Ads ojof g}

prefix ex: <http://example.org/schemas/contents/>

select ?sculptor

from <http:example.org/data/Artrdf#>

where { ex:Sculpture ex:sculptedBy 7sculptor . }

Aj = <Dave, [Art, $v, $2], read, -, R>ol #&},
Arte] BEE &Xe RE I FA4ET WAHE
Q-patternd 7FAE RDF dole Adgct ob &
2 2E2 B S go® ’IXle RDF dde 9 &

A— A+
a P
A-pattern
O+ P
s &>,
Q-pattern
(@

A Ao A%te] e A& RDF 29 fA

4 A% 427

e cﬂs}oq Bolg 2 A% A% Bed EF il
oW &4 p& 712 ®, RDF A9E pel sk 4
4% A2 AY AS gag,

2 YAIN FT B MO e REN B

%”‘1’3 A At Aol oF Aeoletd, gAl9 A
g HsE RDF &89 93 dg A%E ougt £
Aol X gl A Asbe] oste] RDF Aoyt A4
He Ag Mgt Fo 294 d9st A, 39
a9 £NEE sublClsassOf & subPropertyQf 3
&9l gatd 9 FH29 FAHEE S48 & glen
B, g Wl 1R gele) gojgl BF Alelollajg] #A)
Mg_ 7L‘_—_q.
* Sptd Q) < S(pt(A)), sign(A) = -, type(d) = L,
Q+ = A+ (5E): QE RDF 39|, AE F< Ag]
g A 28 Ha)MAMH, Spt@) ¢ Sipra)
& ©E3e Q-pattern pt7t EAY A, pa(Q)el
45 RDF EZEEL subllassOf 389 25t
ptAyel WAsle RDF E&EE 34E 4 ok o
A A9 QF &3l A (= 92 sign(4) = +E
L7 ol#d ¢AA #I WARE Qr = AE
HEAE &R sign(A-) = sign(A'+)ol2 &, o]A
o FEolt} dlE, A = <Dave, [Music, download-
From, $2], read, -, L>°] 348 3% & RQL 3
ol Adsolol dtt. AL pr(A)} pH(@QIERH
F22 & Q7] WECT FE58oF & HL type(A)
= Lojng ojAL HAH Ag A A g
o= Aojth
select ?uri
from ex:Classic.ex'downloadFrom{7uri}
using namespace ex = http://example.org/schemas
/congtents/
SEptdQ)) < Spt(A), sign(A) = +, typelA) = L, @+
= A+ (WFE) oldd ALdE, sign(4+) =
sign{A'+) o]7] W&o, FEo] olyth,
s S(ptA)) < Sptd@)), sign(A) = -, type(A)
L/R, A- = @'~ (FE) 2% 4b)AMHY, ptA)e]

QO-pattern

A-pattern

®)
9 4 subClassOf FEAMS 44 AF FE
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i3 viA Ea)Eo| subllassQf F&9 A3 prd Q)
o) Wiy EEE HugE AL wEEHA F 328
oA dEE ZAAY, RQLF #& RDF A9 dole
29 Fo @dg Agsc} ojeg At 4
AP B 4A- = Q' -7} o Tk sign(Q+)
#= sign(Q'~)0]7] ME], )AL FEoIth d=F, 32
Aol Q3% Musics A7) W&, Q3+ <Dave,
[Classic, downloadFrom, $z), read, -, L>3 &
BAE zrerk S(pHA) < Spa()ol7] W&o W
AA B Adghe dojuA] et mEA tpe(A)9d
ol Adaglel gA A #HF Mmyl nejglofop §o
Spt{A) < Spt(Q), sign(A) = + typel4) =
L/R, A+ = Q'+ (¥FE): o3 Aol sign(Q+)
= sign(Q'+) o}7| giof, ujFEo|ct

subClassOf 283 FAV8HA subPropertyQ F&0l
ME 5 7HA] 28 x40l A%

Plpt{@) < P(pt{A)), sign(A) = -, typelA) = L,
Q+ = A’'+ (38): Ai- = <Dave, [Art, createdBy,
$z], read, -, L>3 A~ = <Dave, [Art, price, $z],
read, -, L>¢l ti3 o8& RQL A4S nsah
select ?sculptor

-

from ex:Sculpture.ex:sculptedBy{?sculptor}

using namespace ex = http'//example.org/schemas

/contents/

HE 9lo] Aoe A9 FF DAL oA, HE
AF Aol g3l Ads ool gt o|FAL A-pattern
[Art, createdBy, $z)°] subPropertyQf F&°] 9314
Q-pattern [Sculpture, sculptedBy, 321258 FEH
7] wj§-olch
« P(pt(A)) < PlptdQ)), sign(A) = -, type(A) = L/R,

A- = Q'- (=) B8 RQL A= subPropertyOf

220 o8 HZ WE <Dave, [Classic, composedBy,

$zl, read, -, L>9 FE BAE sHA

select 7creator

from ex:Music.ex:createdBy{?creator}
using namespace ex = http://example.org/schemas
/contents/

6. ¥2% Ho Fa4 AE d12F

a8 4904 dEE RDF Helst FEHE (-)
sign& Zte HT Ao 98 Af, A oJRe B
Zgolnatn ¥ & gtk B7R 49 F®e] Aok
B oM 49 1, 3, 49049 S} Parel 484 w
g olgig dl9] 4L ¥AH%C S € {F¥<£ URI
A, 2 URL A4), P € {$y, 4 URI 3=)
S = $x8 ALl &4 PE AN FYY FUz9
URI A2 oiAlg & slvh weA S 534 disjise
Fh2a9t g1z URI 459e n3dc. 92 RDF
e [$x, price, $2)= &4 priced 7HAE ZE £
29 QiE29) ojXEr] i), HAY
Contents® $x& A8 & Stk [Contents, price,
$z). 219 59 FE @4 o)y (CDDE S, P) #E
9] o i FEY 7MEARE A O 58
& 9viEkn, X'e wFES 9usy, 7L 280 I
=AE o A Holof ke AL fujdith thg o
£ E3lo] CDTOl #sle] A3z s Stk

d 2. 1Y 69 HT AgEY uisle) o SPARQL
Aol Q58 #3kA.

@5 select ?y, 7z

from <http://example.org/data/ Music.rdf#>
where { Classic ?y ?z . }

© X Music® Clussic®) &% Z#o0]il, R1S (-)
signg Z3L L typeol)7} Wi, R1& Q59 ¢A1H &
& Auto] osld 2% BAE /M ¢ ok SR €
22 URL S(Q5) € €& URL PQ5) = %, PRD)
= $yol7] wWiEol, CDTY 3 1o osiy AFHY
B E FEolh olg¥ WA TAE "PWQD) = 7y
“7} Musice 28 Asd ZE £48 TF}r] dE

i)~

URY

mosstor > VRI ancesior ? UBI
o T ey 7 T B dukid -
sclass | s e | s=class s=class | s= s=class | s=i
20F ety v | um | R U Er URI | URT | URI | UNI
sl | P01 2X | 0| #X saasURI [ PO | WX | WO | WX
Sy L
oY [ omsae [ 91 ox | 70 | ®X oY | s Vg | oy [0 | 2

sl | 99 | X [ we | X

 p~URL

Hnus]tuznce 13)9 14) )9 169X

mcassURI | 20| WX |0 ] #X

| p=URY

s=instance 32)
wance [0 | WX | Mo | WX

(a) subClassQf BA

(b) subPropertyQf A

% 5 CDT (5 ¥4 Hol8)r O &, X ¥%E, ? 3718 3%



EFAA FEA A AP AP 5183 ROF Ao] FEAY A2 429

Rl: {Dave, [husic, 83y, $2}, read, - L>
R2: {Dave, [Art, price, $2}, read, -, LD
R3: <Dave, [Twinkle, Twinkle Little Star, $y, $z], read, -, R>

¥ 6 RDF Agao] A48 4 Ho 9§

oltt, FAWHAl [Contents, 7y, ?2z1% WA= EgE
S Aotk RQL Ade 513 19 o8 R1% &
Eolo},

o 3. 3¢ 69 F HEFEY) sty SPARQL &
9] Q6 HHHAL

Q6: select 7y, 7z

from <http://example.org/data/ Art.rdf#>
where { Painting ?y ?z .}

Q6E CDTS 74 3] sl R29} FEolck sign(Q6)
=+ sign(R2) = -, S(QB) € &8 URL SR &
g2 URL, P(Q6) = 2y, P (R2) € £4 URL "P(Q6)
2Y"E Q67 ArtE2HRE ASE priceE F3FE A
& ouigheh. FAVSHA [contents, createdBy, 72191 )
Xee EEEES 9%k RQL Ao 73 349 9
1A Ris} £E0|d)

9 4. ©HF SPARQL de] Q78 n3iA.

Q7: select 7z

from <http://example.org/data/Music.rdfi>
where { Pop downloadFrom ?z . }

sign(RI) = -, sign{(Q7) = +, SR € Zdx
URL, SQ7) € ##< URIL PRD = $y, PQ7) &
441 URIo|7] Wiiel, CDTS 73 99) os)a 513
SERF Aol a7E A7) M 248 A
= A% H2F BYL FEk duEtE £ down-
loadFromo} Music@2RE Agsr] Bgojct. x|
W TR} downloadFromo] ASEHA S, oA
HZEolck. FAHA, T 119 BfdME T &4
URIE®] Y URIZH FEolx, I%8A ¢god ni
Eolth o 4v 73 139 73 150% FHgs oo

o] 5. R1°] w3l SPARQL o] Q8E :sha).

Q8: select 7y, ?z

from <http://example.org/data/Music.rdff>
where { Fate ?y 7z .}

sign(R1) = -, sign(Q8) = +, S(R1) € ¥ UR],
SQB) € Az="x URL PR1) = $y, P(QR) € $yo]
71 W&o, CDTY #3 50] 9 o)RAL 521 2
Eojrh s, Q2EA Fatelr MusicCBRE A
#3871 WEolth 471 ol CDTY 7 7o =3 &
9T o2, Q8% R3E TE8kAL o] Ao, Fate
= Twinkle_Twinkle_Little_Star, %, 5 Q&EAV}
AME THE AFelng, o)L HEFEolth f& Yutg)

L

o Il

N o

&, URI (Uniform Resource Identifier)o] & %
A=E RDF 2€d2s 2 44 U3 98
o, Sol WiEd U482 URIE 7HAE 5 42 488
Fz7A wEEelth FYle H §EA FF BHL
2o} g3} Al7le AEA URIY o338 E4L A
Ehis=g

A9 1. 2d2=¥s URL i S ¢teg 71-%& RDF 4
o B L A= Ut &Ie Y2 o8 o Y
EH2 ¢ (a C© )8 S o2 71A%E RDF A= A
T E2 A9 9A FBelt I 99 A vEE

% () RDF 2829 URL @& 9dA #dst
7Wunique) &, Soff oiste] thg <l="~ URI #
& 7He AT 9gd Fels WFEolt (2) o9
RDF Q1&®lae subClassQf 80 )X 91 49
o] LR FEHBE, 9] FY&E S goz 71X
T S #E e do9e uFsoitk (DI )
A, 1x¥E2 URIE S #oE /A& RDF HeE
A To Aole dreadl st g4 B 2
d EH2E S HeE e Ho A% e Aoy
3= $AE Zend

%3 (Dol AdA, CDTS 73 6, 8, 14, 168 Bl%
Eolv], $% @9 o8A 73 2, 4, 10, 12 WIFE
o]t}

o] 6. 198 5(b)9] subProperty(f CDTA], A1
o gt FHEE AN BE FHES FEoh
subPropertyQf CDTE 4 59MAE Assx e
$q) digted ¥EEQ A$E JIAA g oL
subPropertyQf A7t $4F Aloldjde] EgaAS
APH2g sty shie)}, 92 g SPARQL &
2] Qo9& AHraL

Q9: select ?z

from <ttp://example.org/data/ Music.rdf>
where { Clssic composedBy ?z .}
subClassOf CDT2] & 9ol <&ix Riol Wil
84 AFo] a7dn A, subProperty(Qf CDT
2] 73 259 oA $ ALE F2A FEOD. gk
S S(RD=$Syol A%, subPropertyQf TAolA $y+
&4 createdByE 2v]|8}7] dEoltH2@ 19 RDF
Z2YPZE FE). S SPARQL AE =3 dwua
QI0: select ?x, 7z
from <http://example.org/examples/Art.rdf>
where { ?x price ?z .}

QIO0L subPropertyQf CDTY uiste] =9 =g
7b §1t. ©A subClassQf CDTe) hetd Aas 7w
g gk ks PQLO) = prices subPropertyQf

e B
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A TEHA &7 dEo)o

BEo gnEe 1Y 59 CDTE widd wA
g9¢l 1dlMe Folz RDF A9 QMo EE Q-
pattern pt;oll thEte] HEATTe] 25 ARE 2ANS
o} subClassOf @A) distd, 9l 2%E 127449
=g Qo tg HAF 2 4AIF A Hbe] A%
¢ 2YP2F SE JIAE H2 BP9 FE IR E
gelgith 21 12004 22At0]8] mEe A AF A
go] &g 59 FYAE SE XNE AT 4w &
E ARg Aasid g 59 168 o 49 FUH¥Q
ZAE 99 sl o 4¥%S vt gl 8% 19
£ Ag 19 HFEY ¢ FFge wddd. gges
subPropertyOf #A19] dlsted 2191 23004 374}0]9)
#=7F Ao FEA AEFE F¥Fh @ 263 349
9 AAHE Al 19 ASFE AAF Ve ZE
AeE FEoIh S poll NS Fejad) 49 2/
FEBAE BEHoR WolEy] st Dewey X
gol8y 71&(1612 ARSI old FTF3leAle 2
Y= HolEY Wz AF THE HolEHES AME
g AE, 24 aHZ FolEe AHH HolE &
Aol 23 dlolE W LHERS AYLE A3H
olg] Abgol AAA Eache g ZEAUG. G
N dutoln &3]l WHoE AZAEHE Dewey
o= FolEye AMSsiY gaIES THEATH
-AgE gl A BRxEE oed 2o 5o
7 RDF A9 Qo diste He #8584 #ATS $9%
HAIAT £5 qztn 34, AYE duEgEe =29
2, 13, 23, 31 A9} @olEH Hhgel st o T
s Aeolol BEE HEUTEL dohd Aoldh ®F
g}el 4, 15, 25, 330M T Fobd FHRE (<< @)l 3t
o Ao FEA FEE FPF B} At BREE
okl A O@eolth oledt #Fo] 2l 1A ¥
Ao} Q) Q-pattern?} FUE FPFHuF Foix A9
QoA Q-patterns] 8 glm & AF, AL B
E¥ Olgxa)elth

7.4 8

ZAFE wlo] gsbd B =FojA 133 RDF A9
FEA AEs) vEsy AQPFHez dva sbed oY
o] gisich skAT o)A AF[3]RAet o] JainT
Farkas7} A|¢Fgh 2hl{4]ate] wim 3-8 Eshe] AL
| gy 842 e g AT 2Ny &
A7AME old EF9 €] Dewey ZLUE olEH
& ASslgen, & ad= FHolEH S AMESE
9} £33 459 E ZAoprt PSS FAMFH

7.1 &Y &4

38 7 A% DAGY 99 &4

E 148 AR

AL g ¥ A

#C 100 to 1,000 | 3h3] DAG olM¢] 329 +
3hbe] DAG olAMe] Z Falae]
8 $49
shite] DAG ore] zZb Fafl2el
W& subClassOf &) B4
RDF #elo} 58 A e
AREY

#P 1tob

#S 105

#A 10 to 500

AHE 43 RDF dHlojelz 1y 7exs}t o] 49
9] DAG (Directed Acyclic Graph)7} 243 A #C,
#P, 4S9 wiel AY3A A" B 1044 #Ce Y
2o Zjie] Foln  #PE £A49) Fold, #SE &
1} B ol ik subClassOf BAe] Hirapol
. 97 I 794 BE P 29 Y FHLoim
2 4SE 20t} 4% RDF doE DAGH] i3l ol
9} Zo] AYEA AHAh

select ?x from <testrdf>
where { <2 p2 ?x .}

ALY gl Hrie] ol kel RDF #ejr
o JlY Q-pattern pt(QE 7HE B, Aze
Q-patternol} tisle] A2 A9 FE JRE AL
gt} SR d¥Po)Me 3] RDF Bt 94
Q-patterng 7}Ae Aoz AYsigArk o= RDF &
o7t 7HAE Q-pattern®] $E A&FY $ V] Wil
vk 3kxjgk shubel RDF ALt <8 79 Q-pattern-&
ZAAE A%, B A 439 A9yl Q-patternd]
#EL Foid P /a4 2F AL 5 5
At

2E A 1GB WxEe} 18 GHz IntelR)
Core(TM) 2 CPUZ 713 9=5% A8 2008 dExe}
olz AFEM AgHteH, ZE ZEIHPL Java
AojE FHEEHYT

7.2 &F A

#CS} #S9 gg A she AL DAGHY =V AA
= AL Bk F, Agdde] RDF 27)9te} HolH
7t | AAY 8 BFAs A& Jerdoh 449 @&
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2 6000 7
2
§ 5000
£ 4000 i
2 3000 r - 4
“2000 B CIT N, ~=-jain's
& 1000 TR
0- - e -
120 30 40 50 60 70 80 90 100
#A (Nurber of authorizations)
(a) #C = 1000, #8 = 3
a9 8 d9 faA
g 120000 5
Z 100000 -
& ,
s 80000
g :
E 60000 * ——r
T 40000 ¢ —W-jain's
& 20000
0
S0 100 150 200 250 300 350 400 450 500
#4 (Number of suthorizations)
(a) #C = 1000, #S = 5
2% 9 3717

24 3= AL JHE RDF dejo] gisted AAE A
= dgY 47 2o AL guidd. 19 8a)9 2
PE= 4C = 1,000, #S = 3¢ d 440 ©E FEAH 4
Z AZHe BRoFEn AgtE A9 §EA HEL Jaind
Farkas®] Wha wlastd 3 £ AGE et
w8 f4°] o8 FEA HE A FUhg doe
g HU9E § Uk
geo® 9 8(h)9) El=E 44 = 100, #S = 3
9 4Co) W& deol §EA AS NS BAET 9
& Fe §EA AFT A B2 ZEE g9
3tk O¥ 99 YT EL F/HEH 48 Ags
AFE, F ayz 25 dolEg 32 AT 7}
7Vg o} 3FA(scalability) S 718 Ho S0,
olH g d¥dn FTEB3AM B4 Hiel o)
Jain®} Farkasv«] Whiel BE Qg2 dolEle] uls
o Ret e}lo & sk dFe AA dolH &08
a5387] o]q xRl 2 dge] Ak whyge 5%
5} 6?8011)«% %‘:ﬁﬂ %‘— E21L FA2AEY £F4M4 2
38, Ko A 24154 BAY 9 93y
Dewey EﬂO]S%‘% *F%ﬁh_ Siet.

8. ZE U &% o7

£ =FdAE 71 978 RDF E28% 28 74
[23]8 RDF A9 #EY HE A H&sd9ck =
3 AEE B A 29 fEY 2F ngEol

114

)
A

=

AN

o3

oft fr

T 6000 "
Z 5000
& 4000 "
= )
5 3000 | -
:3 2000 "~ jain's
£ 1000
Peiiien JE A .
100 200 300 400 500 600 700 800 S00 1000
#< (Number of graph nodes)
(b) #A = 100, #S = 3
A% A7 Hlm
10000 ~
10000 -
{0000
0000 ——Qyr
0000 ~Wjains
0000
0
100 200 300 400 500 600 700 800 900 1000
#C (Number of gragh nodes)
(b)Y #A = 500, #5 = 5
Ay Azt

RDF dlole] #FE9 HIBPY 71 27182 e
FEA BAF ALY F7HES Hole Ag BUsiyth
B =RdAe 473 Ade o)A@ A7 A b
5%oirel Ha BT 2E 229 Mda 63oMe @
B 2E ¥nEFol RDF AT Ao] Aagea F435
o8 88 F ASg B

RDF A9l &4 HEy pdgd &% 47 Age
AT Ago] ©E RDF A A=Aelck RDF 49 A
ZA4e H2 Ao el 4B RDF dHolel7l A2 B3
HA, FLHE dolHe HAS /Mg dgw 2
g A3 FY A 7leM F¥d= Aolch = AL
£x7} ojd RDF 29E 4= 3%, €lE RDF A9
7t A2 A FES o] AR oo} A, AAle] B
4 Qle 4% RDF Hloler} lohd o8 & & J=ESH
g8k Aolrh B AFelME AtE FaeiEe 93
WAY $E Q-patterng AL, ¥IZE Q-patternd
o] g3t A9 AFAEE WhES dFEn Yo
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28 zo fEY HS 22 E

Algorithm Methodl

Input: Y&¥ RDF A9 @

Output: Q¢ & BAE Ze 2 B9 ¥ Conflict_Set

1 foreach pt;: € @ do /* Q2 ®E& Q-pattern ptol tsled $=3) * /

/* BAA & GAA B Ak pus) subClassOf BAO o] T BAE &% -) sign @& Zte 39 F2 AL A/
2 Dewey ZEZ Ho|EBL |83l pr%t subClassOf A Uol X3 AAE 2t (-) sign %k% Ze A9 A e AYE

RSl A%

3 if RS is not empty then

4 foreach rs; € RS do

5 if ((P(pt) €{£4 URD} A PUs) = Sy A P(pt) & properties(S(rs))) vV (P(pti), P(rs) €47 URL AP(pt;} =
P(rs)) then /x o] AL d) 49 F71H HALE F3 +/

6 Conflict-free; Continue;

7 else

8 if S(rs;)) €128 URI then

9 Conflict-free; Continue; /* this checks the case of Theorem 1 %/

10 else

11 Conflict,

12 Conflict_Set = Conflict_Set U rs.authorization_ID

/x AA W Ak prst subClassOf #AG Aol £F BAE e () sign & 2E 89 A2 AFEE 24} v/

13 Dewey ¥ #Ho|8-& olfalot pr9t subClussOf @A slo] B8 BAE e () sign $& 25 49 HS 1TE P8y
RS A7,

14 if RS is not empty then

15 foreach rs; € RS do

16 if ((PGrs) (&4 URL} A P(pt) = $y A Plrsi) & properties(S(pt)) VvV (P(pt), Prs)) €44 URI AP(pt) #
P(rs))  /*x 1AL o 49] 3714 ZAALE 53 +/

17 Conflict-free; Continue;
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18 else

19 . if S(Q) €instance URI then Conflict-free; Continue; /+ ©]A-& Al 19] o9} 288 AL »/
20 else

21 Conflict; -

22 Conflict Set = Conflict._Set U rsiauthorization]D

/¢ BAR & GAF A Huk pust subPropertyQf BA 1ol T BAE 2 (4) sign g 2 A HS FRES A+ /
23 Dewey ZLHE o8& o83 prs} subClassOf A Yol T BAE ZE (-) sign & Ze 49 A2 APE FAsH
RSl A%
24 if RS is not empty then

25 foreach rsi € RS do

26 if S(rs;)) €%12:82 URI then

27 Conflict-free; Continue; /* ©1AL &) 19] o9 A& HAL +/
28 else

29 Conflict;

30 Conflict_Set = Conflict_Set U rs,authorizationID

/x FA B B9k pisk subPropertyOf BAG S0l 2F AAE e () sign & e 9] AT dEEE AL Y
31  Dewey ZHE #HolgS ol pi%h subPropertyOf BAS 310 £F BAE 2e () sign & ZHE 39 A2 APE A4
o RSl A%,
32 if RS is not empty then

33 foreach rs; € RS do

34 if S(pt) €%l&=®2 URI then Conflict-free; Continue; /* |22 Az] 19] 9] A3-g ZHA} +/
35 else

36 Conflict,

37 Conflict Set = Conflict_Set U rs.authorization]D

38 return Conflict_Set;

A8 F
1997 S ARA L) TEAL
19999 AFUEE FAFE - ARTAF
g3 FeHAAL 2005 M@ E A
Haga Fehakal, 20059 3€~2006
99 AR ARFNEE FAATFAE
FAAATH. 20060 99 ~20093 2¥ A}
g AFeFsty 7w 20009 39~ MY
8 ARELI AYZAAL DAk fElFES HFE 83
ofjx9] 81 (Context) #el, Data Privacy, Data Stream
Management System(DSMS), ®Hlo]Ejd|o]A dolE|Ho)x
2

ia

a4
AR 83 =RA]  dolelu o] A
A3%AAN3IE B



