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lA|#] qlF F= (Message Authentication Code, MAC)= WAIR]9] HEE 3Q13}] $]8le] AME=| Mobile
WIMAX WE# Il = F2] WA (management message)®] 215 $)3}od Cipher-based #AA] UF F=
(Cipher-based MAC, CMAC)E A}431t). o] o] Ak CMAC3E: 128 BIE F 8¢ 64 v|EThS AME3la AFS)
64 ¥|E t& Aepfie] AME3A] el B Aelde olFA AMEER] 9= CMACS] A9 64 HIEE I 2
% # X (Shared Authentication Information, SAI)2} 3} Mobile WiMAX WEHFA] F-F EZ (idle mode)
2e] Bk FHopHS o] 4% ¥A A|A AR AL weldle $oE ARt I UF AXEE CMAC #
F AR 9 64 W EF AMSshe A0l wiEd) CMAC @3 2 Bod-E AlFse CMAC e Alkle)
= e 2L 5 o] Wil FPEQ Aldle] Wa dvk ma ARgEly] Frx] B4 TR ASEA o
oF 249 437} ¢glen CMAC 71 ol= 7|AF AHZ Au|aTd Av|Ege] (Access Service Network
Gateway, ASN GW), 74 = Aloleljit Ff=l7] wiel Azl o] BAER sl T UF AR
A Aula AR FA Al ZIAES AT A AlolEdele] REE EoEZH EgAoE B4l AN~
75 A& Wl 4 ik
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ABSTRACT

Message Authentication Code (MAC) assures integrity of messages. In Mobiel WiMAX, 128-bit Cipher-based
MAC (CMAC) is calculated for management messages but only the least significant half is actually used
truncating the most significant 64 bits. Naming these unused most significant 64bits Shared Authentication
Information (SAI), we suggest that SAI can be applied to protect the network from DDoS attack which exploits
idle mode vulnerabilities. Since SAI is the unused half of CMAC, it is as secure as 64bits of CMAC and no
additional calculations are needed to obtain it. Moreover, SAI doesn’t have to be exchanged through air interface
and shared only among MS, BS, and ASN Gateway. With these good properties, SAI can efficiently reduce the
overtheads of BS and ASN GW under the DDoS attack.
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WIMAX Y EH A A 5 gl #A4F Ay
& AR 3AE g Relck

. 7|xi=3 E2 MulAZ HOIEHOI0 ChE
B MH[A g 3

Mobie WIMAX Y| E9 =04 ¢Jx] 7§41 (Location
Update, LU)S 3= HF 25 o]F Au|A 7RIk
Ranging 7%l A ranging coded A<$3lal tgEE
grtol RNG-REQ "lAA& A3t of of oy
Z& gdshe FA A o] Aux 71-iA}e] gt
VS w2 3R] 97] wllEel] d2l9] o] 5 Al 7}
qAE A EE g o} AR 4 glc). ol
Z2EF Ao S o3l doHal o)F A
v~ 7RIARE 71AS 2 A Aula Alo]Ede]
o] AL oH¥ 4 gich

WA Mobile WIMAXOA ] A=l
CMAC 7% #4& doluzl CMAC 3& #HF3)
7] fside 71" o5 Al 78iAl Ale]el
CMAC 71§ E33} o]l%F A 718iA1e] <lE7)
Adre7l Ffslolol k. F|AFL o3 AR
£ AFAERE wolo) & 7|X]Fe HolA
AA7NE B3l AFAA AF7] AHAEE
LAB3 AFu AR ol F Avla IR Q1F
7] AHAEE AAsle] HolA Alelr]ell Atk
oA Alerle o1& AT AF3ln 7)ATFE
CMAC 3t ARl HAZsiA o

webd ¢ Hd-g o83l dodEs g
£ 2HQ) o)F Aul 7I8IA} CMACE =¥




¥F / Mobile WIMAX M| E8] 2ol - <l ARE o] 83 £4b Anla A% 34 H

g RNG-REQ HIAA|E zAsle] Hgshd CMAC
< Agsted 7R3 A2 Aulant Ale) 2o
(A=t ol AN AE 8T F
ek

TIAFE A E2 o e o) Amla Tl
A st AL Al AlelEdels oA
RO JASE defetn AL Aule Al
flole & 8 2 A 9] o) Al izt
& sl Aok weby o] el A<l o) F A
vl 713127} RNG-REQ WIAAE Zatsle] A4
o 7R3} AL el Aol Ege)e) 2l
A o] o]F HAAE Hzlshe © 4m)E
b AE)s AR FACE olojd 4 glck

fr oM

F.E

7 2

V.

Ok
ol

p=L]

¥ Aol I AF ARE AT AMnjzw A
olEgelel o]F Aua igixirlele] QlFAnT
o] gatod FAF AW|2 AN FAE welshs WS
Argith 3% AF ARE olF Aula sigizlet
71A5o0] Fak el wjAlx]e] CMACE Albsl
= FA-elA olF AMulz FRRIAleE SAFe] 2R}

CMAC?] &2 F3-5 o83l Zlol7] wiiel

=]

1) 7 & FEE 2| Af Fypsel Altto] 2o

Il

- h =4
TH 2l RS AL 5 ] R
2) BF oI5 YEE OIS AulA Jhxiet Y[xIZol
TR Ssh 24 QlefEola Moz BR ol
B XY DBy WL} elct

3) O} AH|x ZiRiAlel JIX|Z0] Fagk= oiAlx]Q|
=

&
O
0
re
ol
0
HL
1]
)
it
2
>
>
2
._|
—
<
-
~
ke
o

U0 mEOl

4>
S

Length, Value)® Zriat
s} glo| 7

41 BR UF YIS 0|gE B AHIA AT
37 wof

4.1.1 3% o5 2 M7

fF mx2o gl olF vz 7kyixbrt
DREG-REQ ®IAAE 7|AF o2 AdsA} 7]A
=] DREG-CMD HAA & olF Au]2 7}g)=}el]
Aggro gy ARk o)l Muls FRIAPLE F
2o g Azl At olF Aula ZsixE w4
DREG-REQ PIAIAIE 7]A]=el] #E38laL 7] 50]
olof] thgt 25102 DREG-CMD HWAAS ®uic)
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%Wr 4413+ RNG-RSP2] CMAC e Axksin
o] I el A 64 ¥]EE HAlof ot 1 3
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51 DoAY &

2 QdFelMe 17—-1 ol T AF AR
AgtozH Qg 5 %1 71zl=‘=.‘f+ A HH]
AolEele] B3} 7Haet A AF el FF
AR E AR 2R vehbks 71A=E3 A2 Aiﬁlé
o Aelede)e] ¥ ZUIE AlEHeIAS B3 &
ol¥ 3 T QF ARE FIA3NA] oshe W] 3}
o} ulza) Bgirh o2 98l AESI28-CMAC ¥
2]Z3} dotl6KDF 3 (A57] Ad2E Ao o]
4E c& 73838}35,6,7] Pentium CPU$| rdtsc &
HolE A83le] o|Ee] HF ¥3E CPU E5 F

7] (clock cycle)Z &A3lgic). FFgte 7 ¥318
1000314 uHEsle] A7 Aolc)k. RJAUHe] ALS-
3L F 140 Aok

lx oi s

E 1. AEFeld 84

912} (parameter) &
CPU Pentium 1V 2.4 GHz
Memory 512 MB
0S Windows XP
RNG-REQ Message Size 64 Blo|E
block cipher AES
AES key size 128 B|E
C compiler lcc v4.0
ESpIy 2=
AES algorithm Linux WPA/WPA2
supplicant[5]
CMAC algorithm RFC 4493[6]
dotl6KDF David Johnston’s home[7]
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5.2 CMAC MA Hst

CMACE AAsk=dl FQ3 CPU FF ]
(clock cycle) 5 =A3l7] $13te] d29 64 1w}
°]E RNG-REQ ®Ax|2} <1ej¢] 128 W= 7%
A3 CMACE AARsItl. o714 RNG-REQ
wA]x)¢] =7]3= Al RNG-REQ w#AIA]2] =7]9}
AES E£%9 =)E aefsled 64 wpolER A3lgl
ok &3 A3} 20116 F7] (cycle)?F B3 (2.4
GHz CPU®IA] 8.4 us).

5.3 ®& £t

1A= E2 AT Au|z Ale]ESolrt v
E At ¥ SA] 2l 64 vlolES
22 vAR]E APAste] Windows Socket-3 -3l
Agsln o] of 483 CPUY F2 Fv) £E &
As15ict. Mobile WiMAX A= 71A] 23} A2 A
Hlzmk Aol Ege] Ale]e] A4 ZZEF (transport
protocol) 2 UDPE A3}

AgHsle vARE AHAd $41 vigd) AAs)
=4 dale A7k A4 A7 (transmission time)3}
A4 A9 (propagation delay).2-2 AR 4 gl
o wA2E Ade] $Al ¥ FH(send buffer)ol] A7
sh=d] 72009 717} 2231t 2.4 GHz CPUY|
Al 30 ws). ZF AR 7IA=EFH AS Au|2 Al
o]E4o]7} 100Mbps ethernet > 2 1A =e] glckar
7Vsle % AF ARE 7T ASet s
2l & A48 ro] LU REQ, LU RSP A%
AZre AAkslsich LU REQS: LU RSPE 3%
AF HEE FIA & A A7t 44 nlolE9)
232 wpo|Eoly i QF AHRE THI H$ 56
ulo]Eel 52 ulelEo|c}. 7)o Ethernet/IP/UDP
gzl Ad AE Axlshd 3% dF
ARE T &2 2S¢ 27 6.88us/21.92us7}
He] THE A% 7.84us/7.52us7} Tk

g9, Ay} KdL AT Au|aw AelEgo]e}
AR 7k FF AE 12 KmE 7HHsl & &
2 40 usE Agkrl[4]
oA F ASHShE 30 + 6.88/7.84/21.92/7.52
+ 40 = 76.88/77.84/91.92/77.52 us7} Htk
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54 Q1E7| FHHAE MM Hsl

UF7l AEAEE o]F A¥]a 7R8I AK,
CMAC_KEY_U, CMAC_KEY_D, KEK, EIK 52
TFAEe] glen o] = AK, AKID, CMAC_KEY_U,
CMAC_KEY_D, KEK &2-& A= 1313 =4

wfjo SAI| w/ SAI ratio | wfo SAI| w/ SAI || ratio

106423 || 106530 106423 8

1.001 0.001
(44.34us)|(44.39us) (44.34us)(0.003us)

317) 15l o5& ANk o] W] 8 CPU 2%
F7] 5 FAse] & 20 Aelsksict

A A 3 AT ARE TIT A
A Auler AlolEdelellA T 15 A 3}
& w)ashe F71 st gleng T g A
ol vl 107 F717F o Beglen ol 57 A
Yreg Ak 83

=
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22 F7) ol & AolE Ryt TR UdF AR

& Afdl= 106423 7|5 AR

1
k)

Wl FRE A9l oo 01%el A 8
G4 TH 0% Are T
Aol mHAom AT Awia Acl=slolE

55 & Fa |

B Aode 3F A5 AEE 79
T4 97 Ane T W
alszal ek Asdel Yohs AN pelsh A2
Au|avp Ao Ege] Hale] oz masid

pi AA .

) AE
AS Q&7 AdAEeE A H3ket CMAC 7%
etz mF uke w6 olF HRE Y
7L olgjdt H3lE 2 5 Yok o€ Aelspd
E 33 2
E 3. T4 Agxe T4 o= AR 33 aa

34 4
/ BS %3} : 77.84 us
sv,vu ASN GW %3} : 0.003+77.52 = 77.523 us
Total %35} : 77.84+77.523 = 155363 us
/ BS 3} : 76.88 + 8.4 = 8528 us
;VAOI ASN GW 3} : 44.34+91.92 = 136.26 us
Total 53} : 85.92+136.26 = 221.54 us
ratio 155.363 / 221.54 * 100 % = 70.13%
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E 4. AR AgelMe 3% A5 AR B3 vl
Ay 3%
W] BS 3} : 77.84+8.4 = 86.24 us
SAI ASN GW %8} : 91.92+4439 = 136.31 us
Total #3} : 86.24+136.31 = 222.55 us
wfo BS 43} : 76.88 + 84 = 8528 us
SAI ASN GW -3} : 44.34491.92 = 136.26 us
Total 5-3} : 85.92+136.26 = 221.54 us
ratio 22255 [ 221.54 * 100 % = 100.46%
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