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ABSTRACT

Game industry, especially MMORPG (Massively Multiplayer Online Role Playing
Game) has rapidly been expanding in these days. In this background, lots of online game
security incidents have been increasing and getting more diversity. One of the most
critical security incidents is ‘Bots’, mimics human player’s playing behaviors. Bots
performs the task without any manual works, it is considered unfair with other players.
So most game companies try to block Bots by analyzing the packets between clients and
servers. However this method can be easily attacked, because the packets are changeable
when it is send to server. In this paper, we propose a Bots detection method by
observing the playing patterns of game characters with data on server. In this method,
Bots developers cannot handle the data, because it is working on server. Therefore Bots
cannot avoid it and we can find Bots users more completely.
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