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ABSTRACT

Recently,” Chein et al proposed the ultralightweight strong authentication and strong integrity (SASI)protocol where the tag
requnres only sunple bitwise operations. Since the tag does not support random number generator to generate a challenge
nonce, an attacker can replay old messages and impersonate reader. However, all of the previous ultralightweight authentication
schemes. are viumerable to ‘various attacks: de- -synk, cavesdropping, impersonating, tracking, DoS , disclosure etc. -we analyze
the problems of previous proposed ultrhghtwelght protocols, to overcome these security problems by using PRNG on the ‘tag,
Therefore,. in this .paper we propose a new lightweight RFID mutual authentication protocol that provides random number
generator.and bitwise operations , a security and an efficiency of the proposed schme analyze.
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obdslA] Zat ele} 2o AlelolA s'gke] A
T dolelelat JAshe g QZHEE AR &
K, 3] A= 712 K, 8 3L K, FoE vt
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FERRBSATHOES (2009, 10) 817

o QFHHE AR G ke Adske 4
o) Ak by 579 Fu ABHE ke
40 AN lolelmlo] 2ol K, 3t& Fabo] Azl

: sle) WE718} fEgAel st

= g‘l‘

@
P

417 ™ what oYM (Forward untraceability)

A e AL FAA) EeAd 3L 53t
of ofd el29) D KFE YohitEl® o] 2HE o]
A AAde FEE HET 5 glojof gl gk 22
EZdXe TAAL B9 34¢ 53l i@
& doltiEte dE4AoR g8 g gled A
whk 91A FHe) shgsiA ghelets rp
dA F3d, & gE JAEhs Ade] wrd ok
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o}, Akd ZEEZdMe 3L =)t 9s8sing
71& Z2 T vl BAle] Eelect elze)
oleo]xe] A F& wlmAR™A LMAP,
M2AP, EMAPE 2% 6L% =Pt desln
SASI= dlelelse]2o4] 512 A Fxket g3
v el zell A TLe] AR F7te] B3t SASIE
olgldlo] 2ol ID, IDS, K1, K2& Ao} sk =)
1"“ ID IDSold. Klold. Kzold, IDSnext, Klnext,
K2next & HAs}oo} ghel

A T2EZFAA  deleHe]lrdl 1D, Ko,
Kpewd A Ast2 2 3LAHEF A4 37te] stz
ZelA 1D, KE AAstez 2L A3 373e] ¥
L3l At Z2EFE SASIeF v]asle] =1
AA F7kol 5L W Fol o] g ol dlojeH|

(£ 1) ¢FM vjw
(O 25, o FRUE X E8F)
LMAP(18) EMAP(19) M2AP[20) SASII21) Aok TRES
Az elE 0 0 0 O 0
=3 X X X 0 0
AR5 X X X X 0
239 X X X X 0
Dos (¥ 571345) X X X X 0
A FH X X X X 0
Ak X X X X A




88 74 olgst zeloli g uAse MUY 274% RFID ¢ Z2E ¥

(£ 2) 28M vjn

(L xNg 32 - BEHe)

L.MAP118] M2AP(19] EMAP(20] SASI21) Aot 228 8
Total message 4L 5L 5L 4L 3L
Tag memory 6L 6L 6L 7L 2L
DB memory 6L 6L 61, 4L 3L
X0r 14 13 21 10 6
DB ALV 1 4 4 2 -
{Reader) + , - 9 8 1 4 6
operation rotate - - - 2 4
PRNG 2 2 2 2 1
XOr 14 13 20 10 4
Tag AV - 2 3 2 -
operation *_. - 7 8 ~ 3 6
rotate - - - 2 4
PRNG - - - 1

ojzollA] dibEFE vl At ZREFLE v]EQ
Ake] B4 LMAP, M2AP, EMAPA vl 50%
ojate 2 ZolZ 3 SASIH) Hlsl 26% AE ZolE
t}. rotate 42 SASI¢ wlwale] 23] 2z @iy
A S4E 71E 22 e vle) 13 At |
o)A AateRg vashd Ak TEEESE v EAA)
9] 34 LMAP, M2AP, EMAPe vls 50%¢]
Ao g Zo]Eal SASIY vlsh 33% A= Fol&th
rotate 94> SASI®} vlsle] 23] o WA
& 7|E Z2EZL gAY 13] AL stoo} gt}
Aotd Z2EZ2 ol ke A HES
v 23l9S o BlzeM GeAAr] SR AlLlEa
DB} #jzellA HlEALRS] 37} Aasilss o
F slek, B2 o5 AAVE dle)] FHE a7
£ e EZRvhe vlE3<l oA g9 v)ge]
oA 8ok HRAE FEI] H A-A
W Fe] shileld} A Z2EFL 7)Ed] A<t
HA S AHEEA G 27 T2 e vlE B4l
o] Fo{Eal el19} dlolejujol el e] A Fko
FoE] Aot} deiA A} ZREFLE A
ANE 73 Qe Ak AR ks A odate] 5
< 71 "9la2 F43€ RFID Alaeel] =gt}

o

o&“i {‘_k‘_.

—_

v.g B

3 A7} g2 AH RFIDAIZE ] diE
Aol AXHA RFID Hob £-7Age] Sisi
o} £ =l A7k i 719k RFID Al2ee|
4" 7)E AE vEAA 7N 27F AF =

g
ol

ZEZ WS ¥ Blad] dAdE 3ot
atod A AHSHA] te A 24 FZR
L AjtEsic. Z1Edl Ak 274% A% =2
Zo] 7HAlE Bt AGE A Al ezl &
& 2 ddeled 7] e o)&ste] Aidd o)
Aldeke seielA AeEe ghol dRARR ¢
e S5 QRS 34, 279 34, JAFH
TAN kst Z2A 3HL Bt el A%
d ARE dopfex 3 ol AAde] Roixd

ohe A4S 7 3hE 4 871 aEel A e
He ¥y wEuh deleuelas) Bast SU
B 71% AReA AEAS Fol 7] gl el

d

E Suzg Aula AR FHo] olrE vk *Woﬂ
A dlojeo] el oA e 7] ghg Ho} <
F UeBE Aulx AR FACE Al Pﬁgl
zA4% o) g e Ea} FEAGHAA] vl €
dlolejmolzollA BAI%T At e £ F
dem eBizeh dojefro]sdlA vlEAdA BE
o] &AL AF WAeld. wabd £ =EellA A
Qg AL dpAAr e A AR FE SAE
A A4t Bl27h A8 RFID Aldlel A48t A}
4% 5 gl

4

ﬁ&

IR E

e

(1) K. Finkenzeller, RFID Handbook, John
Wiley & Sons, p. 427, May 2003.

(2) S.A. Weis, S. Sarma, R. Rivest, and D.
Engels, “Security and privacy aspects of



RS G

& (2009. 10)

89

(3]

(4]

(5]

(6)

(9)

(10]

(11

(12]

low-cost radio frequency identification
systems,” Security In Pervasive Com-
puting 2003, LNCS 2802, pp. 201-212,
2004.

ZHalg, ARz, Hdd 498 58 4= RFID
& 22 ed A" 20089 AR R 553
FAEENE, pp. 201-208, 20084 124,
A. Juels and S.A. Weis, "Authenticating
pervasive devices with human protocols,”
in Advances in Cryptogloy-Crypto "05,
LNCS 3126, pp. 293-308, 2005.

324, olpvl, PF, o)5F, A2 E 24
o] 3 2843l RFID Q1% A28 ARu3
3 =84, 16(2), pp. 25-35, 2006 124,
FAE, 2713, 343, o]8F, A7 RFID
A% Z2EE " AU R T33]=R], 14(6), pp.
57-68. 2004'd 124.

D. Henrici and P. Muller, "Hash-based
enhancement of location privacy for
radio~ frequency identification devices
using varying identifiers,” Proceedings of
the Second IEEE Annual Conference on
Pervasive Computing and Communi-
cations Workshops. PERCOMW 04, pp.
149-153, Sep. 2004.

M. Ohkubo, K. Suzuki, and S. Kinoshita,
“A cryptographic approach to privacy-
friendly tag,” RFID Privacy Workshop,
MIT, Nov. 2003.

G. Avoine and P. Oechslin, "A scalable
and. provably secure hash-based RFID
protocol.” IEEE PerSec 2005, pp. 110-114,
Mar. 2005.

J.C. Ha, J.H. Ha, S.J. Moon, and C. Boyd,
“‘LRMAP: Lightweight and resynchro-
nous mutual authentication protocol for
RFID System,” ICUCT 06, LNCS 4412, pp.
80-89, 2006.

A. Juels, “‘minimalist cryptography for
low-cost RFID tags.” In The Fourth
International Conferece on Security in
Communication Networks- SCN 2004,
LNCS 3352, pp. 149-164, 2004.

A, vAE, SHE, g, B8R, A

(13)

(15)

(16j

(19]

B AR 57131E o443 Aul4- RFID Q154
A1 1 F383=F4] 18(1), pp. 80-89, 2008«
24,

A. Juels, “Strenthening EPC tag against
coning,” in ACM Workshop on Wireless
Security (WiSe), pp. 67-76, Nov. 2005.
S. Karthikeyan and M. Nesterenko,
‘RFID security without extensive cryp-
tography,” in Proceedings of the 3rd ACM
workshop on Security of ad hoc and sensor
networks, pp. 63-67, Nov. 2005.

H.Y. Chien and C.H. Chen, "Mutual
authentication protocol for RFID con-
forming to EPC class 1 generation 2
standards,” in Computers Standard &
Interfaces, vol. 29, no. 2, pp. 254-259,
Feb. 2007.

J. Bringer, H. chabanne, and E. Dottax,
‘HB++: A lightweight authentication
protocol secure against some attacks,” in
Proc. IEEE Int’ Conf Pervasive Service,
Workshop Security, Privacy and Trust in
Pervasive and Ubiquitous Computing,
pp. 28-33, June 2006.

J. Munilla and A. Peinado, "HB-MP: A
further step in the HB-family of light-
weight authentication protocols,” Com-
puter Networks, vol.
2262-2267, June 2007.
P.P. Lopez, J.C.H. Castro. JM.E.
Tapiador, and A. Ribagorda, "LMAP: A
real lightweight low-cost RFID tags.’
Proc. Second Workshop RFID Security,
pp. 137 -148, July 2006.

P.P. Lopez, J.C.H. Castro, J.M.E.
Tapiador, and A. Ribagorda, "M2AP: A
minimalist mutual-Authentication Protocol
for Low-Cost RFID Tags,” Proc. Int’ Conf
Ubiquitous Intelligence and Comput-
ing(UIC '06), pp. 912-923, Sep. 2006.
P.P. Lopez, J.C.H. Castro, JM.E.
Tapiador, and A. Ribagorda, ‘EMAP: An
efficient mutual authentication protocol
for low-cost RFID tags,” Proc. OTM

51, no. 9, pp.



90

2%

153 ZelouAE BAe /HAE

27 RFID 9% Z8EZ

(21]

(22}

(23]

Federated Conf and Workshop: IS
Workshop, pp. 352-361, Nov. 2006.
H.Y. Chien, "SASI: A new ultralight-
weight RFID authentication protocol
providing strong authentication and
strong integrity,” IEEE Transactions on
Dependable and Secure Computing, vol.
4, no. 4, pp. 337-340, Oct.-Dec. 2007.
T. Li and R.H. Deng, “Vulnerability
analysis of EMAP-an efficient RFID
mutual authentication protocol,” in Proc.
Second International Conference, Avail-
ability, Reliability, and Security (AReS07),
pp. 238-245, Apr. 2007.

T. Li and G. Wang, “Security analysis of

(24]

two ultra-lightweight RFID authentica-
tion protocols,” in Proc. 22nd IFIP TC-11
International Information Security
Conference, pp. 109-120, May 2007.
H.Y. Chien and C.W. Hung, “Security of
ultra-lightweight RFID authentication
protocols and its improvements,” ACM
Operating System Rev., vol. 41, no. 2, pp.
83-86, July 2007.

T. Cao, E. Bertino, and H. Lei, “Security
analysis of the SASI protocol,” IEEE
Transactions on Dependable and Secure -
Computing, vol. 6, no. 1, pp. 73-77,
Jan.-Mar. 2009.



HRRER WIS (2009, 10) . 91

(BEERMT)

A % 3 (Dong-Ho Jeon) A3Y

2000 24: HeFdstw FH5reEsta 3}

20024 29: A¥vhstn YREAGH 44}

2002 349 ~ dAl: AEoEn AR 5ty ki
(#Al#o}y RFID/USN, WE$ 3 89} AHRSE

71 94 A (Young-Jae Kim) A43Y

.20084d 24 AU AAds AR s At
120089 349 ~ dA: AEosha AR 3T AAlaA]
(FAFop RFID/USN, HEuF

¢ A 8 A (Hye-Jin Kwon) 434

20074 2¥: AEUge g i)

2009 29: AR Auw stz 44

20094 39 ~ dA: ARt AT v
“(FA%of) RFID/USN, 2 4 ¢37)4 AURES

A A < (Sun-Young Jung) A3

1987d 249: AHdsta Aageat shap

20033 249 AHcsta JHEAI A}

2003 39 ~ 8 AENI ARG A
20099 39~&A: Adstw AT At
(HAEp FHlAHA, HREE

.7 & A (Soon-Ja Kim) F413¢

19754 24 AR 43 wgsa) s}

19774 29 AEHTga 35 44)

1988\ 29: AW tistaL 533} ukap

19934 44 ~ dA): AEHSE AL - 2] FE 2
(FABop) ARYF 9 ¥4 AHNE $47)%



