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1) BCM(Business Continuity Management, H|AYAAEA #])
gz AgelAE At A4 4R AAE # S 7199 97
%3 A2 Fhd AMEL 9o BCPY 7E gjv)ejn,
< A%t HAGFS geety, 32 o8 FARY o, 24
HE B HAEEES RHH0E BSE) o8 Bod g
FHE A Fe Ad AT B¢ 49 ZRA2 (Business Continuity
Management s an holistic management process that identifies potential
impacts that threater: ar. organization and provides a framework for bullding
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tesilience ard the capability for an effective response that safeguards the
interests of its key stakeholders, reputation, brand and value creating
activities) "2 BT - A4 the BCl (www thebdor
Guidelines 2008, British Standards Institution, BS25999 part 2)
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= Cost of downtime translates into:
—  Revenuelosses
—  Employee productivity losses

—  Impact to customer satisfaction and customer
refention

- Compliance andjor regulatory penalties
~ lmpact to reputation

(33 1) BCP =9 =2I(Driving Forces): Cost of Downtime(56%)
(&A: Driving Force — Cost of Downtime, IT Disaster recovery — point of view: Building the reslient enterprise, Deloitte, 2008.10.)

(O8 2) Mo Z/FaYLET A0l T (42%)/5H= K01 HOH (31%)/H EH AH0H (21%) /2 ZEL0{E0H(16%)
(BH: Forrester Research/Disaster Recovery Joural October 2007 Global Disaster Recovery Preparecness Online Survey)
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Response) THAl, 24 E A A 7l5434
DAL =ofFT A Ao Aog 7AlE)
T 52 BCM HZE, fAR24 9 AE
(Exercising, Maintaining & Reviewing BCM
arrangements) @A, 183 wpA o2 £HH
BCMAAZ 94 ¢lo] BF Zelshi 4%
A 52 Fal 2AFH) #1394
FEFoz 2 Ertof gk
329 BCM & (Embedding BCM in the
organization’s culture) 2= TAR A HT}
1) BCM A& = =z 2 713 FEBCM Policy and
Programme Management
ZAo) gk olsf (F£4]) - BIA, RA, 954
grE 93 "Hex7A FelUnderstanding the
Organization
3) BCM # 2k 4=YDetermining BCM Strategy
4) BCM ti-gA:A 8 % 78 - A 24
Developing and Implementing BCM Response
5) BCM HAE, fAIHS
Maintaining & Reviewing BCM arrangements
6) ZZ 73] BCM §EEmbedding BCM in

the Organization's Culture
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2 AE Exercising,
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organization

BCM
Programme
Management

Exerusing,
maintaining and
reviewing

>

Determining
BCM Strategy

@

Oeveloping and
implementing a
BCM response

interested
parties

Business
continuity \

and

expectations
|

~
— Establish NN '";:fgfd
//[ [ : S by
/
11 Maintain Implement | 7 |
i\ and improve and operate k
\
i /
requirements \ / Managed
__’\% Monitor and <D/ business
AN review e continuity
~ -

Continuat improvement of the business continuity
management system

e

The Business Continuity Lifecycle represents the
continuous operation of the business continuity
programme within the organization.

The PDCA eycle is the means of ensuring that business
continuity is effectively managed and improved. The PDCA
cvcle applies to all parts of the BCM Lifecycle.
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Recovery Point

§33

(% 5) HIZLA, FHALH A4

RTOs} RPO & <
AEA I AlaTd g HeAe o g g3 0] ER g

A8 rly o & N oy e

7o g2 § Bphes AAHes 7y}
413 dlole1 e (Data Center)7} A3t
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Cost of solution

Tier 1

Recovery Voice & Data Network

Restoration

Re:Synch
& Resurne:
Business

Operations

l Badklogged Transaction .

(J8 4) HIZUL/ZEALE 53 A2 RTO, RPO2

Dedicated Facility ard
Infraztructure Supporti
‘Auomated Fai Over
4 Ared ApplicationLoad Balcirg
Technology

Automnatic Dedicated Facility ard
Fail-Over Infragructure S_Lgnrtirg Marual
er

Business

Seconds

RouhrngIWnﬁ( o
Secomdury Facility WZ:'!':;&‘
Mobile tailkrs used for

I'd

Pre-Stiged Facility, IT Equipmert,
and Network (shard or dedicated)

Pre-Stged Facility, Utility. and
Network, Awaitirg Equipmert
Deliwery (shard or dedicatd)

’/ Facifity, Utility, and
Ervironme ritzl Only

(shared or dedicated)
Tierd /
MearmSite:

Quick Rr:m with 72+ hour recovery of staff
Limited Colabaration arsmail mrer g
and Collocation crwironment.

Time to recover.

BestEfiort

Weeks

Hours Days

Time of Disaseer
‘Acquisition

Nes FE SN JI2H(STAZ), HES(EYTEHS)

(EX: Business continuity and resiliency services - Helping business stay in business, IBM Global Technology Services, 2008}
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Eliminated alternatives with

v Single Paint of Failure (SPOF)

v Inability to support a Recovery Time Objective (RTO)
of less than 24 hours

» Ardduces an Recovery Point Objective (RPC) greater
than 24 bours

Assessed alternatives relative to:
¥ Strategic Business Diivars
v &internals inftiatives
o <Business Units initiatives
¢ Funciionality

Assessid alternatives relative to:
+ " Efficiency mpacs
* Relative Cost
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Eliminated
Alternatives

}

. Re< ommended Strategic.
Strateg{c Alternatives for Further
Alternatives U] S

- olojeiME 718N e

(EH: Jstep fitering process to guide the selection of a set of strategic altematives, T Disaster Recovery, Delaltte, 2008)
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Phase 2 (Standardize)
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{ Future Vision
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{&%): Building Resiient Data Center(s), Disaster Recovery Journal, 2008)
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4) [Routine, everyday events] Absence of key personnel, incorrect data,
Human error, Equipment matfunction, Accidents, Miscommunication
[Occasional, high impact events] Hacking and viruses, Power failures,
Software/hardware malfunction,
breaches

unauthorized use of resources, Privacy
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locatiol
cation

(18 8) tiolEAE 7t

84 &2 S 98t Teing

{&H: A Resilient Datacenter Requires a Resilient Organization, IT Disaster recovery — point of view: Building the resilient enterprise, Deloitte, 2006.10.)

9 F8 IS 7IEeZ 3 B9 (pros
and cons) &l BFE WA AF A A o|2
2o} gt}

shollq 723 A2 o] dojeAlg
7HEA SEE 943 BEA] ZHFH oo gl Al

S 2 7 Jgsd ogs 2

D VEHA olFst ¥ &4 ZH (Imple-
menting Network Resilience is Priority One)

2) tlol8l 7484 &E(You Can't Live Without
Your Data and People (Knowledge))

3) BTERFE B4, ol BE EX A +Y
(Evaluate the Complete Time to Recovery,
Design Protection Based on Recovery
Objectives)

4) A3 QGES FE3] X (It's Not All of
Nothing: Align Strategies and Alternatives,
Don't Give in to the Hype: There are no
“Silver Bullets”)

5 A& 7bsd 71e/&FA 28 (A, Virtual
Tape Libraries: Helping Data Offsite,
De-duplication: Easing the Data Volume

Problem, Continuous Data  Protection:
Limiting Data Loss, Server Virtualization:
Reducing Recovery Times)

6) gt BF3FA) 712 EF(Collaborate, Con-

solidate and Conquer)5)

4 3B

Akt 20089 39 A9 AH I IBK 7192309
AAARE JE(HlEME, AsE7TAH =
)7t FU AX(FEHM = AA 494 2 1T
g aa#e $9E JdFTE BCM FAUSS
ASAch A, "B 5 A G 97143 2
A Al = 3]ALe] A G IT Al2d 7 #4
ME|27b X&FH0 2 AFTE F e dFge
2 ) AATEE 93 BCMe g=EF9 BS
259990 H3}sl= AAE Hrh 2 Aotk

5) U 47HNE 78 Develop ters for all applications and communicate
to business, Standardize technology wherever possible, Ensure functional
equivalence at target recovery location, Integrate incident management

and declaration or plan activation
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